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Abstract—For decades, the Controller Area Network (CAN)
has served as the primary in-vehicle bus (IVB), extending its use
to many non-vehicular systems. In recent years, CAN security has
been intensively scrutinized, yielding extensive research literature.
Despite its wealth, the literature lacks structured systematization,
complicating efforts to assess and compare attack severity, defense
efficacy, security gaps, and root causes. This leaves many defenders
uncertain about the relevance of specific attacks or defenses to
their systems, and even whether CAN’s security problems are
truly CAN-specific. As newer IVBs emerge, this matters beyond
CAN: if CAN’s root causes are not CAN-specific, replacing CAN
may only move its problems to a new standard.

In this paper, we systematize CAN security knowledge, pre-
senting a comprehensive taxonomy and assessment models of
attackers, attacks, and defenses. We identify replicable attacks
and defense gaps, and investigate their root causes to determine
their exclusivity to the CAN standard. We then investigate whether
those root causes appear in three emerging IVBs and assess their
effectiveness in solving fundamental CAN security problems. Our
findings challenge common perceptions: CAN is more securable
than perceived, most of its insecurity root causes are shared
across IVBs, and merely adopting newer IVB technology does
not solve persistent security problems. We conclude by suggesting
that securing future in-vehicle communication requires addressing
shared root causes, and we propose four research directions with
the most promising potential.

I. INTRODUCTION

In the 1970s, integrated circuits began appearing in vehicles
as Electronic Control Units (ECUs) to digitize certain functions.
By the 1980s, vehicles contained numerous ECUs, but point-
to-point connections introduced significant wiring complexity.
In 1986, Bosch released the Controller Area Network (CAN)
standard, tackling issues including wiring, interference resis-
tance, and decentralization, enabling modern vehicles to feature
dozens of ECUs, coordinating essential functions. Today, CAN
is present in all vehicles and has extended its use to industrial
automation, avionics, medical devices, and many other arenas.
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Designed in an era of network isolation, increasing con-
nectivity has exposed CAN to many exploits, triggering a
research race between attack and defense, and resulting in
very rich and diverse literature. While rich in technical detail,
it predominantly emphasizes technical novelty and how each
paper differs from closely related ones—often making papers
pursuing the same end goal look unrelated. As a result, the
broader picture remains diffuse, especially from a defense
standpoint. A defender starts from a priority-ranked hierarchy
of security objectives (e.g., availability of a safety function,
integrity of a particular sensor value, or confidentiality of
certain data) their system must preserve, assuming a particular
threat model. They need a way to turn the vast literature into
something usable: which attack papers target the same security
objective, what is replicable on their systems, what threat
models they presuppose, what performance impact a defense
entails, and what defense gaps they should know about.

In the absence of a systematization framework that could help
with these questions, the wealth of CAN security literature has
paradoxically worked to its disadvantage. This may cultivate
a perception of CAN as hopelessly insecurable, especially as
some voices explicitly call for replacing CAN with newer
in-vehicle bus (IVB) technologies, including CAN evolutions
and alternative buses, with security among the primary stated
motivations [1]], [2]. Several valuable surveys provided nascent
systematization attempts [3], [4], [S], some focusing on
classifying attackers based on attack surfaces and entry points
[6], [7], (8], and some on specific defense approaches [9],
[1O] or authentication protocols [11]. Nonetheless, a coherent
and comprehensive systematization framework remains con-
spicuously absent. Without a framework to articulate attacker
privileges, map privileges to attacks, group attacks with similar
security objectives, and assess the significance of an attack or
a defense, it is infeasible to identify replicable attacks, defense
gaps, or root causes. Finally, no prior research systematically
analyzed whether CAN security problems are exclusive to
CAN standard, or whether they stem from broader structural
limitations of in-vehicle communication. As interest in new
IVB technologies grows, the issue becomes more pressing.
Misunderstandings about CAN’s core security issues may foster



the belief that simply adopting newer technology resolves CAN
security issues, unknowingly reproducing them in other IVBs.

This paper systematizes existing CAN security knowledge,
presenting a comprehensive defender-oriented systematization
framework. We take this perspective because OEMs, prac-
titioners, researchers, and standards bodies are, to varying
extents, all defenders seeking to make informed decisions.
Our systematization serves each directly. OEMs can anticipate
which security problems transfer when adopting a new tech-
nology. Practitioners can determine which attacks are possible
in their systems and which defenses address them. Researchers
can focus their efforts on gaps instead of already crowded
areas. Standards bodies can identify the root causes underlying
security weaknesses in standards.

We start with multi-dimensional attacker modeling, contextu-
alizing ability, access, and equipment, to understand the various
attacker models appearing in the literature. Second, we provide
an objective-based taxonomy and assessment model for the
attacks. The goal is to understand the various attack objectives
appearing in the literature, the different variants, and their
replicability across CAN systems in terms of their difficulty and
required attacker models or implementation flaws. We do the
same for defenses, taxonomizing the existing defense landscape
and assessing their effectiveness in tackling the taxonomized
attacks in terms of security, infrastructure, and performance
impact. Juxtaposing attacks and defenses aims to expose what
is most targeted, what is most defended, which attacks have
defense gaps, and where research is concentrated or lacking.
Third, building on these outcomes, we then analyze the root
causes behind CAN attacks and defense gaps to understand
the extent to which they are inherent or unique to CAN. We
then conduct an investigation of three representative emerging
IVBs: two CAN evolutions, CAN FD and CAN XL, and one
alternative bus, 10BASE-TI1S. The goal is to determine the
extent to which CAN problems are transferable to other [VBs
and the extent to which these IVBs solve CAN security issues.
Finally, we identify four research directions with the highest
potential to improve the security of in-vehicle communication.

Our study results in interesting outcomes. Relative to
threat models, our multi-dimensional analysis reveals that the
seemingly diverse attacker models used across the literature
could collapse into only three attacker models that are enough
to adequately represent the various models in real life. This
reduction is small enough to be actionable while preserving
the distinctions that matter for security. It allows attacks
to be compared under common attacker models and gives
practitioners a direct mapping from attacker privileges to
feasible attacks and applicable defenses. It also exposes cases
where a defense appears effective only because it assumes a
weaker attacker. In terms of research interest, while integrity
receives the most attention in the attack literature, it also
receives the highest attention in the defense literature, yielding
several effective defenses. On the other hand, availability
appears to be the most exposed CIA element, with the
highest proportion of highly replicable attacks with no effective
defenses and the least amount of research papers. In terms of

root-cause and transferability analysis, we reveal that CAN
is more securable than perceived, that most CAN insecurity
problems are rooted in causes inherent to all single-channel
communication media or vehicular systems, that most of
them are transferable to other IVBs, and that none of its
defense gaps is rooted in causes unique to CAN. Finally, we
suggest that securing CAN evolutions, and all future in-vehicle
communication down the road, requires addressing shared root
causes more than CAN-specific causes. Overall, we make the
following contributions:

« We develop a defender-oriented CAN security systematiza-
tion framework, including a CAN-oriented abstraction stack,
a multi-dimensional attacker model, and assessment criteria
for attacks and defenses.

« We survey, taxonomize, and assess CAN attacks and defenses,
covering attack goals, attack replicability, attack variants,
defense approaches, and defense effectiveness.

« We juxtapose attacks and defenses to identify highly replica-
ble attacks, expose defense gaps, and show where research
is concentrated or lacking.

o We analyze the root causes behind CAN attacks and defense
gaps to determine the extent to which they are inherent or
unique to the CAN standard.

« We investigate whether CAN 2.0 security problems transfer to
other IVBs through a targeted investigation of three represen-
tative emerging IVBs: CAN FD, CAN XL, and 10BASE-T1S.

o We identify four research directions with the highest
potential to improve in-vehicle communication security.

II. CAN BAsICS

CAN Operation. Fig. [TtA illustrates the masterless, publish-
subscribe nature of the CAN bus, consisting of two wires
terminated by resistors. Their voltage difference represents
bits: zeros (dominant) and ones (recessive). Nodes may initiate
transmission when the bus is idle, transmitting data bit-by-bit.
Fig. [1} B illustrates the format of a data frame. If two nodes
transmit simultaneously, collision is resolved using arbitration
over the ID and RTR fields: when one node sends a 0 and
another a 1, the node transmitting 1 halts, yielding to the
0 transmitter. Lower IDs thus have higher priority. While
nodes may transmit multiple message IDs, each ID is typically
associated with only one ECU. CAN frames begin with a Start
of Frame (SoF) bit (logical 0) and conclude with 7 End-of-
Frame (EoF) bits (logical 1). A minimum Interframe Space
(IFS) of 3 bits separates consecutive frames on the bus.

Error and Overload Handling. CAN defines 5 error
types. Nodes update a transmit (TEC) and a receive error
counter (REC). Transmit errors increase the TEC by 8. Others
increase REC. If either counter exceeds 127, nodes enter the
error-passive state with stricter transmission rules. If transmit
errors continue (TEC > 255), they move into the bus-off
state and stop participating in communication. Nodes signal
errors using an error frame composed of a flag and a delimiter
(Fig. E]-C). In the error active state, the flag is dominant,
interrupting ongoing transmission. In the error passive state,
it is recessive, invisible, and cannot interrupt transmission.
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Fig. 1. CAN bus architecture, data frame, and error & overload frame formats.

Overload frames have a similar format to active errors, but do
not increase error counters and occur only between frames by
resource-constrained nodes to slow down bus communication.
CAN Stack Model. CAN aligns with the two bottom OSI
layers. To communicate, a typical ECU (Fig. [2) uses a CAN
controller (enforces protocol rules) connected to a transceiver
(converts Os and 1s to differential voltage). Although the
functionalities of the controller and transceiver highly align
with OSI’s data-link and physical layers, the alignment is not
exact. Consequently, we choose to model CAN stack after the
typical components of an ECU to better fit CAN’s nature:

m Transwire Layer: Encompassing the transceiver and wires,
it roughly corresponds with the OST’s physical layer.

m Controller Layer: Encompassing only the CAN controller,
this layer roughly corresponds with the OSI’s data-link layer.
m Higher Layer: Higher-layer protocols that extend CAN
functionality to higher OSI layers (e.g., transport, session, etc.)
are not part of the CAN standard, but are part of the CAN
stack. We consider them collectively as the “higher layer”,
encompassing all that interacts with the controller from above.
Common Higher-Layer Protocols. Many protocols can run
on top of CAN. Two common examples are UDS and J1939. 1)
Unified Diagnostic Services (UDS): a client-server diagnostic
protocol in which a client, typically a diagnostic tool connected
through the OBD-II port, communicates with ECUs acting as
servers. UDS supports privileged operations such as reading
or modifying ECU memory and firmware, and disabling ECU
functionalities. These operations can be protected using seed-
key authentication. 2) J1939: a protocol widely used for
communication and diagnostics in trucks. It supports broadcast
and request-response communication, packet fragmentation
across multiple CAN frames for payloads exceeding 8 bytes,
and dynamic higher-layer source-address assignment through
an address-claim procedure after network initialization.

III. METHODOLOGY & SCOPE

Taxonomy. To group attack papers that appear disparate in the
literature by their underlying attack objective, we first place
the paper in a coarse target bin defined by the intersection of
the CIA triad and CAN stack layer (Sec. |lI) for each attack a
paper proposes. A paper may thus appear in multiple bins if
it proposes attacks against different targets. Within each bin,
we identify the specific attack objectives and group papers
pursuing the same objective into one attack category, even
when their execution paths differ. This groups variants of the
same attack goal and separates attacks rooted in lower-layer

standard properties from those exploiting higher-layer protocols
or implementations, which later supports root-cause analysis.
Our defense taxonomy uses the same CIA X layer grid to
enable direct juxtaposition with attacks. Since a defense may
cover several properties, we taxonomize each defense idea by
its primary protected CIA property and the deepest protected
layer within that property, while noting protection against other
objectives when relevant. A paper proposing multiple defense
ideas may appear in multiple bins. This exposes misleading
coverage, such as higher-layer integrity protection masking a
controller-layer integrity weakness, and reveals where defenses
are crowded, missing, or ineffective.
Inclusion & Exclusion Criteria. Our systematization covers
security knowledge on CAN 2.0. We include attacks launched
by devices directly interfacing with the bus and targeting the
confidentiality, integrity, or availability of the bus, its nodes,
or the system it operates within (e.g., a vehicle). We include
defenses developed for these attacks, and some CAN-adaptable
solutions proposed for non-CAN systems. We exclude attacks
launched by non-bus-interfacing devices, such as attacks on
external vehicle sensors by a non-bus-connected device.
Paper Selection Methodology. We followed a two-stage
approach consisting of an initial database search followed
by manual citation-graph traversal. We searched for papers
published between 1983, when Bosch began developing CAN,
and June 1, 2025 in eight major security conferences: NDSS,
IEEE S&P, USENIX, CCS, ACSAC, ASIACCS, RAID, and
EuroS&P, using the keywords “vehicle” and “Controller Area
Network.” This yielded 123 papers, of which 28 met our
inclusion criteria and formed the initial seed. We then traversed
their cited and citing papers without restricting venue or type,
including relevant industry white papers and technical reports.
As the citation traversal expanded beyond the initial venues
and across four decades of research, the candidate literature
grew substantially, encompassing numerous works from special-
ized and smaller venues, many of which repurposed established
attack and defense ideas with minor variations. We therefore
retained only papers introducing a distinct attack or defense
according to our taxonomy. Specifically, papers with the same
bin, purpose, and assessment were treated as variations of the
same idea, in which case we retained the earliest publication.
We repeated the traversal until no additional eligible papers
were identified, resulting in 150 papers.
Paper Category Breakdown. Of the 150 papers, 43 proposed
attacks only, 100 defenses only, and 7 both. Of the 100
defense-only papers, 17 were dual-use, meaning their
techniques could also be used by attackers and were therefore



additionally included in the attack taxonomy. In total, 67
papers contributed to attacks and 107 to defenses. Among
attack papers, 33 targeted confidentiality, 28 integrity, and 23
availability, while 29 targeted the higher layer, 34 the controller
layer, and 21 the transwire layer. Excluding dual-use papers,
these counts were 17, 28, and 22 by security element and 29,
32, and 6 by layer, respectively. Among defense papers, 19
mainly addressed confidentiality, 88 integrity, and 5 availability,
while 39 provided protection down to the higher layer, 70 the
controller layer, and 17 the transwire layer. Note that counts
do not sum to the corresponding paper totals because a paper
may propose multiple distinct attacks or defenses that fall
into different bins. Due to space limitations, only a subset of
the taxonomized papers are cited. The full set of taxonomized
papers could be found in the extended paper [12].

Outside of the taxonomized papers, we additionally refer-
enced relevant sources that do not propose novel CAN attacks
or defenses. This included standard specification documents,
review papers, news articles, user manuals and presentations
related to the CAN ecosystem. We have provided a spreadsheet
detailing each paper and its categorization at [13]].

IV. ATTACKER THREAT MODELING

Several surveys classify attackers based on bus access type
only [3l], [6], [7], [8]. For a deeper understanding, we model
attackers along three dimensions: bus access type (Sec.[[V-A.T),
equipment (Sec. [[V-A.2)), and control over CAN stack layers
(Sec. [V-A3). A key revelation of this modeling is that, rather
than producing a large number of attacker types, CAN attackers
can be effectively reduced to only three archetypal models,
discussed in Sec. that we use throughout the paper.

A. Modeling Dimensions

1. Bus Access Type (A.). Two levels appear in the literature:
m Remote/On-ECU (O): The weakest access type as the attacker
has no physical access. The attacker here cannot attach any
equipment and has to utilize the capabilities of an existing
ECU remotely. Researchers showed this is achievable by
compromising communication between smartphone apps and
vehicles [14]], [15] or wireless OBD-II dongles [16]. Further,
the growing connectivity of ECUs exposes new remote attack
surfaces, such as Wi-Fi, Cellular, Bluetooth, remote keyless
entry, TPMS, and radio [17], [18], [19], [20], [21].

m Physical/Side-ECU (@®): The attacker has physical access
to the bus that could be brief, sufficient to install a malicious
device or a side ECU that may have wireless capabilities.
Examples include accessing the OBD-II port during routine
maintenance or service, or breaking through exposed areas such
as behind the bumper or headlights [22]. More drastic changes,
such as disconnecting ECUs or altering the bus topology require
extensive access, which is difficult as it is often limited to
authorized users.

2. Equipment (£,). Two broad categories are used in attacks:
m Generic (O): The standard off-the-shelf components found
in mainstream ECUs. Any access type could use it but it is the
only equipment type remote attackers can use as installing other
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Fig. 2. Typical ECU components, CAN stack, and archetypal attacker models.

equipment requires physical access. However, attackers may
alter ECUs’ logical connections through software, to deviate
from the intended model (Fig. [2 and Sec. [[V-A.3).

m Special (@): The attacker designs their own equipment with
its hardware layout fitted specifically for their intended attack.
Physical access is required to install this equipment.

3. Stack Control. The deepest layer of the CAN stack (Fig.
[2) the attacker could penetrate and control:

m Higher Layer: The attacker only controls the higher layer
and has no control over the protocol controller or transceiver,
except for what the higher-layer allows (e.g., baudrate). This
control level is achievable using the weakest access type and
equipment: remote access and generic equipment.

m Controller Layer: Attacker has full or partial control down
to the controller layer, directly managing bus interactions.
Traditionally, this required special hardware and physical
access [23], [24], [25]. However, research [26], [27], [28]]
shows that it is remotely attainable on many generic ECUs by
exploiting peripheral clock gating to manipulate CAN frames
mid-transmission, special controller modes, or pin conflicts
to connect other peripherals, such as the SPI, 12C, or UART,
directly to the CAN transceiver pins.

m Transwire Layer: Using special equipment and physical
access, the attacker controls the entire CAN stack.

B. Archetypal Attacker Models

The 3 outlined modeling dimensions contain 2, 2, and 3

possibilities, respectively. If simply multiplied, they would
produce 12 combinations. However, most combinations are not
meaningfully distinct because these dimensions are interdepen-
dent. The defining dimension is stack control: controlling a
given CAN stack layer unlocks a specific set of attack tool-
blocks, which form the building blocks used to launch the
attacks in the literature. How control is achieved, through
equipment or bus access type, affects feasibility rather than the
resulting tool-block set. Moreover, control is cumulative: an
attacker that controls a deeper layer inherits the tool-blocks of
all higher layers. Thus, many apparent attacker types collapse
into three equivalence classes defined by the deepest layer
controlled. Under our stack model, this yields three archetypal
attacker models (Fig. @, listed below.
1. The By-the-Rules Attacker (O). As shown in Fig. [2] this
model is defined by its higher-layer control. It requires at least
remote access and generic equipment. Due to its limited stack
control, the attacker abides by all transwire and controller
layer rules, confining the tool-blocks at their disposal to:



m Frame Sniffing: Reading messages assembled and processed
by their uncompromised controller, without bit visibility.

m Frame Injection: Injecting full data and remote request, but
not error, overload, or malformed frames, only when the bus
is idle through their intact controller and transceiver with full
control over the data, ID, and DLC fields.

m Simultaneous Transmission: This tool-block allows a node
to bypass the collision resolution (arbitration) mechanism
of CAN and transmit simultaneously with another node to
achieve various purposes. It was discovered by Cho et al. [29]].
If two nodes transmit two frames exactly at the same time
with the same ID, both will transmit simultaneously until the
first different bit, past the arbitration field. There, simultaneous
transmission ends, resulting in an error frame (active or
passive), and the termination of at least one transmission.

2. The Bit-Banger (@). As shown in Fig. this model
is defined by its control over the controller layer, requiring a
minimum of remote access and generic equipment. The attacker
here directly manages bus interactions typically handled by
the CAN controller including encoding and rule enforcement.
Attackers still adhere to transwire layer constraints (e.g., cannot
change or read voltage levels, rise and fall times, etc.) as they do
not control it. In addition to all the tool-blocks of by-the-rules
attackers, it has this additional set:

m Bit and Pulse Injection: Attacker may inject individual bits
or pulses. This may happen while the bus is idle or during
another transmission, including performing 1—0 bit-flips.

m Dynamic Bit-width and Baudrate Manipulation: The attacker
can dynamically control the width and baud of bits. While by-
the-rules attackers could set their CAN controllers’ baudrates
to various rates, they cannot do it mid-transmission.

m Bit and Pulse Sniffing: Sniffing bits and pulses directly from
the bus, including random pulses or individual bits transmitted
during idle time, or within valid or invalid frames.

3. The Down-to-Earth Attacker (@). As shown in Fig.
the attacker has full stack control down to the transwire
layer, achievable only through physical access to attach special
equipment or a side-ECU. In addition to the tool-blocks of the
two previous models, it could manipulate all CAN rules (e.g.,
inject non-standard voltages, read exact voltage levels, rise and
fall times, etc.).

V. ATTACKS ON CAN

In this section, we taxonomize CAN attack literature as
described in Sec. [III} We assess how likely these attacks are to
recur across CAN-based systems by assessing their replicability
beyond the original study setting using the criteria listed below.
Due to space constraints, we only discuss replicable attacks.
We detail the non highly replicable attacks in the extended
paper [12]. Please note that all attacks, including non-highly
replicable ones, are still accounted for in the figures, tables,
and later analysis.

Tbl. [l summarizes the resulting taxonomy, showing how
attack targets distribute across CIA and layer, along with each
attack’s replicability assessment. In the table, highly replicable

attacks are highlighted in light brown and blue for by-the-
rules attackers and bit-bangers, respectively. We provide a
spreadsheet at [[13] detailing the rationale for each assessment.
Replicability Assessment Criteria. Our goal is to help defense
analysts judge whether a reported attack is likely to affect their
CAN-based systems, enable uniform cross-paper comparison,
and support later root-cause analysis. Therefore, we use
replicability to assess CAN attacks: a system-agnostic measure
of how readily an attack can be reproduced beyond its original
study setting. We adopt this criterion instead of impact because
impact depends heavily on the target function and deployment
context. Below, we detail our replicability criteria and metrics:
m  Vulnerability Restrictiveness (V,): The vulnerability
underlying the attack could be standard (O): a part of CAN
specifications and every system has it if there are no security
measures; widespread (©): not part of the standard but present
on many CAN systems; restricted (@): local only to a certain
system, ECU, or higher-layer protocol implementation.

m Difficulty (Dy): An exploit is easy (O) if it does not require
pre-existing knowledge, continuous high-overhead computation.
It is moderate (©) if it requires pre-existing knowledge, or con-
tinuous high-overhead. It is difficult (@) if it requires compro-
mising more than one ECU, obtaining extensive physical access,
or builds upon another restricted vulnerability or difficult attack.
m Weakest Attacker Model (A,,): The weakest archetypal
attacker model (Sec. required to launch the attack.

Highly Replicable Attack. We consider an attack highly
replicable if it exploits a standard vulnerability (V,), has
easy to moderate difficulty (D), and is remotely launchable
(i.e., its weakest attacker model (A,,) is a bit-banger or a
by-the-rules attacker).

A. Confidentiality and Privacy Attacks

Target: Higher Layer

C1. Communication Surveillance. On a broadcast bus, any
attacker could surveil bus messages (V,.: O). However, the
attacker needs format knowledge or reverse engineering to
understand their meaning as most vehicle manufacturers keep
formats proprietary (Dy: ©). While a full understanding of
the proprietary formats often requires full physical access
using special equipment [30], research shows that an adequate
understanding only requires sniffing the entire bus messages or
having a trace-dump and then observing correlations, message
priorities, fuzzing, probing [31]], [32]], (331, [34], [35], or using
third-party debuggers and phone companion apps [36], [37].
Public datasets of reverse-engineered message formats of many
vehicle models are available [38]]. Attackers could obtain var-
ious private system and personal information from correlating
transmitted sensor data, including driver location and vehicle
identification, driving patterns profiling, and trip information
[L6], (351, 1391, [40]]. In some systems that reuse the same secret
keys for ECU diagnostic authentication (Sec. [}, attackers could
sniff and replay the keys to bypass authentication.
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Higher Layer Takeaway: Heavily studied but less replicable.
Higher-layer attacks appear in 29 of 50 attack papers, second
only to controller-layer attacks, yet have a low replication
likelihood. They rely least on standard-rooted vulnerabilities
and most on restricted ones. Only 2/7 are highly replicable.

Target: Controller Layer

C3. Network Reconnaissance. The source ECUs of messages
are proprietary information of the manufacturer, but by-the-
rules attackers could identify them using various techniques.
One technique exploits loopholes in CAN’s error handling
mechanism (V,.: O) [25]. The attacker first pushes an ECU
to the error-passive state using the error-state manipulation
technique (A4), then observes bus messages that display
an error-passive behavior. The same technique could also
be used as a defense to identify the source of malicious
messages [41]. Alternatively, reconnaissance can be performed
passively using a technique that was initially published as a
defense [42]], [43]. The attacker continuously monitors and
profiles the cumulative clock skews (small drift in cyclical
transmission time) of periodic messages. Messages with the
same transmitters will have similar clock skews. However, with
generic ECU equipment, accurate and continuous monitoring
usually requires high overhead. Moreover, this technique can be
effectively evaded if ECUs carefully control their transmission
time to mimic other nodes [44], [45]].

Confidentiality Takeaway: Confidentiality is least targeted
in pure attack papers (17/50), but most targeted when dual-use
defense papers are included (33/67). This shift comes from
attacker-identification defenses, whose fingerprinting/profiling
methods could be exploited by attackers. It also has the
highest share of standard-rooted attacks: 4 of 5 categories.

B. Integrity Attacks

Target: Higher Layer

I1. Fake Data Fabrication. A by-the-rules attacker controlling
an ECU could falsify the data this ECU is supposed to send,
including sensor signals, commands, etc. [14], [[1S], [16], [17],
(18], [19]], [20], [21] However, to achieve a controlled and
intended impact, the attacker must know the format of the
data/commands that need to be fabricated. This usually requires
reverse engineering (Dy: ©). Researchers showed that with

careful fabrication, they can control vehicle functions such as
the radio, engine, brakes, steering, acceleration, etc. [36], or ma-
nipulate higher-layer protocols (e.g., UDS, Sec. [46l, [47].

Target: Controller Layer

I4. Impersonation and Replay. By-the-rules attackers could
impersonate another ECU by sending or replaying messages
carrying an identifier of the impersonated victim ECU [438],
(141, [50, [1el, [L7], (18], [19], [20], [21]. Since CAN does
not have an explicit source ID field, the identifier is usually
the CAN ID as each CAN ID is typically only transmitted by
one ECU. In higher-layer protocols with an explicit source ID
field, they could forge the source ID (e.g., J1939, Sec. [49],
[50l, [S1]. By-the-rules attackers may be able to perform such
impersonation while successfully evading detection by some
types of Intrusion Detections Systems (IDS) [42], [44], [52].

IS. Frame Hijacking. If an attacker injects a dominant bit
when an error-passive victim is transmitting a recessive bit,
the victim’s error frames will be invisible to other ECUs. This
allows the attacker to finish transmitting the frame, effectively
overwriting a part of the victim’s message [53]. This could
achieve various purposes (e.g., if a secret authentication token
is transmitted at the beginning of the message, the attacker can
change the message’s content while keeping the token intact).
This attack can be launched by bit-bangers or by-the-rules
attackers invoking simultaneous transmission (Sec.

I6. Double Receive. Per the standard, CAN receivers validate
a frame on receiving the second-to-last EOF bit without errors.
Transmitters consider it valid if the last bit contains no errors.
A bit-banger could inject an error in the last EOF bit to exploit
this standard mismatch (V,.: O) [33]]. This makes the transmitter
believe the message was not received successfully although it
was. In most cases, the transmitter retransmits the message. This
could achieve various purposes (e.g., cause a desynchronization
when nodes need to agree on the counter values in messages).
I7. Unorthodox Frames. Certain fields in a CAN frame are
not completely free to set. For example, the Data Length Code
(DLC) should match the actual message length. However, when
they are not set correctly, the standard does not specify how
they should be detected with the error handling mechanism
or provide clear guidelines on how receivers should react (V;:
O). Bit-bangers could exploit these under-defined parts of the



protocol to cause or explore undefined receiver behavior [54]].
Target: Transwire Layer

110. Physical-Fingerprint Distortion. By-the-rules attackers
could change the physical characteristics of the messages they
transmit over the wire to achieve various purposes. They may
evade IDSs that use these physical characteristics to detect
attacks (physical IDS, explained in DI7) such as impersonation
(I4). For example, by carefully controlling their transmission
time (Dy: ©) they may evade IDSs that use clock skews of
periodic messages [44], [45]. Two by-the-rules-controlled ECUs
(Dy: @) invoking simultaneous transmission (Sec. [52]
or a single bit-banger (Dy: O) [54] can distort an ECU’s voltage
signature as the resulting signal will be the superposition of
the two transmitters’ signals. The attacker first does that in the
training or the online update period of the IDS to poison its
training set to learn the superposition voltage as the victim’s
signature.

Transwire Layer Takeaway: Least targeted and least diverse.
The transwire layer appears in only 6 of 50 attack papers
and spans 4 attack categories. All exploit standard-rooted
vulnerabilities, but only one is highly replicable due to
difficult attack steps or stronger attacker requirements.

Integrity Takeaway: Most targeted, most diverse, and
most replicable. Integrity is the most targeted CIA element,
appearing in 28 of 50 papers, and has the highest attack
diversity, with 10 categories. It also has the highest number
and proportion of highly replicable attacks: 6 of 10.

C. Availability Attacks

Target: Controller Layer

A3. Error-Injection. Attackers could cause errors in messages
transmitted by a victim ECU by inducing controlled collisions
to flip a bit from 1 to 0 anywhere past arbitration. This results
in an error frame whose direct impacts are destroying the frame
and increasing the victim’s error counters (Sec. [l V,.: O). To do
so, by-the-rules attackers could use simultaneous transmission
(Sec. [IV-B.I). Bit-bangers could flip the bit directly. Error
injection could be used for testing [24], to destroy frames, or
as a stepping stone for other attacks (e.g., A4).

A4. Error State Manipulation. Attackers could perform
repeated error injection (A3) to change a victim’s error counter
and push it to an error state of their choosing (V,: O). They can
push a victim to the error-passive state to prepare for subsequent
attacks (e.g., C3, IS5, and I10), or to the bus-off state to achieve
persistent DoS of the victim. Error state manipulation was
first proposed theoretically [S5]. Later, Cho et al. achieved it
with simultaneous transmission (Sec. by by-the-rules
attackers [29]. The technique makes an initial collision with
one of the victim’s messages, which results in consecutive
and repeated collisions with all of the victim’s retransmission
attempts until it becomes error-passive. Then, the attacker
launches 19+ rounds of collisions each with a newly transmitted
message by the victim until bus-off. Palanca et al. showed that
bit-bangers could reduce this to a single round, by continuously

attacking the victim’s retransmissions until bus-off [56]. Later,
CANOX showed that even by-the-rules attackers could do it in
one round [25], [S7], [58]]. However, previous variations rely
on attacking message retransmissions and could be slowed
down by disabling them (see DA4). Recently, researchers
proposed a single-round non-retransmission-based technique
for bit-bangers [28]], [S9] called in-frame bus-off.

AS. Bus-Access Denial. By-the-rules attackers could deny other
ECUs access to the bus [55]], [36], [48] by flooding it with
high-priority messages. An attacker may flood the bus with the
highest-priority message to prevent all ECUs from accessing
the bus, with a specific-priority message to selectively deny all
messages with a lower priority. On the physical level, dominant
voltage trumps recessive voltage. As a result, Bit-bangers could
additionally: 1) inject a continuous dominant voltage to prevent
any transmission [60], [36], 2) inject a dominant bit after
EOF to cause an overload frame (Sec. [[I) then continuously
after every overload delimiter to prevent transmission without
increasing error counters, or 3) deny arbitration for specific
messages only by flipping a 1 to a 0 in the IDs [60], [27], [61].
A6. Synchronization Disruption. Bit-bangers could disrupt
synchronization among different ECUs on the bus to cause
various communication errors. Since CAN controllers use
dynamic edge-based synchronization, attackers could exploit
this (V,: O) by injecting accurately-timed pulses within bits
during frame transmission [60], [27], [54]. This leads ECUs to
resynchronize based on the edges of those pulses and misread
the beginnings and ends of different bits.

Controller Layer Takeaway: Most targeted, most diverse,
and most replicable. The controller layer dominates attack
interest, with 32 of 50 attack papers and 11 attack categories.
Its attacks mostly exploit standard-rooted vulnerabilities, none
rely on restricted ones, and most are easy to launch. Thus, 9
of 11 categories are highly replicable.

Availability Takeaway: Frequently targeted and broadly repli-
cable. Availability ranks second in attack papers (22 of 50),
attack diversity (7 categories), and highly replicable attacks
(4 of 7). All attacks exploit standard-rooted or widespread
vulnerabilities; none rely on restricted vulnerabilities.

VI. CAN DEFENSES

In this section, we taxonomize CAN defenses as described
in Sec. For each defense category, we assess its efficacy
against relevant attacks and summarize the variants of the
same defense approach reported in the literature, along with
the challenges they face. Due to space constraints, we only
detail defenses that are evaluated on CAN buses (V;: @) and
can at least detect one highly replicable attack. We detail the
other defenses in the extended paper [12]]. Please note that all
defenses, and all their relevant use cases regardless of their
taxonomy placement, are still accounted for in the figures,
tables, and later analysis.

Summary. Tbl. [lI| summarizes all defenses and juxtaposes
them against attacks to reveal defense gaps. The top row lists
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all attack categories. Highly replicable attacks are highlighted
in light brown and light blue for by-the-rules attackers and
bit-bangers, respectively. Each attack x defense cell reports
the defense’s assessment against that attack. A green cell marks
an effective defense. A non-green cell means a defense can
protect against an attack but not effectively. Letters in them
list the criteria that the defense is lacking, preventing it from
being effective. We provide a spreadsheet at detailing each
assessment and its rationale.

Defense Assessment Criteria. We assess defense efficacy per
attack. If a defense applies to multiple attacks, its assessment
will vary across attacks based on the metrics below:

m Insurance (Z,): A defense insures prevention (P), detection
(D), or slowing (S) by reducing its speed or effectiveness. (*)
means the defense insures prevention only when combined
with another approach.

m Coverage (C,): Assesses how comprehensively a defense ad-
dresses different manifestations of an attack, including various
attack paths or different attacker models. A defense is restricted
(©) when it only covers certain manifestations, leaving out
known blind spots or attacker models. Wide coverage (@)
means it addresses most or all variations and attackers.

m ECU Operational Efficiency (E.): The efficiency is low
(O) when it involves computationally expensive operations
for every transmitted and received message. It is moderate
(©) if such operations are necessary only for some frequent
messages or only outgoing ones. It is high (@) if they are
needed only initially or sporadically with infrequent messages.

m Bus Performance (By,): The performance is low (O) if it
causes dropping or unschedulability (inability to put an upper
bound on the maximum message delay), moderate (©) if it is
noticeable without causing message unschedulability, and high
(@) if its busload or delay is barely noticeable.

m Infrastructure Compatibility (Z.): The compatibility is low
if it requires significant hardware modifications to the bus or
each ECU (O), moderate (©) if it involves some extensive
firmware updates or a combination of changes, and high (@)
if it requires limited changes, including adding a monitor node
or making small firmware/software updates.

m Validity (V;): A defense might be speculated to work against
an attack without being analyzed for CAN (O), proposed and
analyzed for CAN systems but not evaluated (©), or evaluated
on CAN buses in real or test environments (@).

Effective Defense. We consider a defense effective if it
offers at least prevention (Z,.), wide coverage (C,), analyzed
validation (V}), and moderate ECU operation efficiency (&.),
bus performance (B,), and infrastructure compatibility (Z.).

Gaps: We define a defense gap as a highly replicable attack
with no effective defense. Tbl. [[]] highlights by-the-rules gaps
in dark red, and bit-banger gaps in dark blue.

A. Confidentiality and Privacy Defenses

Protection: Higher Layer

DC1. Encryption and Obfuscation. Encryption can prevent
communication surveillance (C1) with little infrastructure
change (Z.: @). However, all cryptography-based approaches



on CAN face 3 challenges: ECU performance, CAN message-
length, and shared media key management. When encryption
is used extensively, these challenges cause coverage, bus, and
ECU efficiency issues. When used sporadically or outside
normal operation (e.g., diagnostic sessions), they may not
present a hurdle. Since these challenges are common to all
cryptographic approaches, they are discussed in detail in the
extended paper [12]. The approaches to overcome the length
and performance challenges for encryption are discussed in
the extended paper [12].

Protection: Controller Layer

DC2. ID Anonymization. Leaving the ID of a message as is,
encryption (DC1) alone may not be able to completely preserve
the confidentiality of a message and defend against confidential-
ity (C1) attacks. Similarly, lack of ID secrecy makes possible
attacks that rely on simultaneous-transmission (C3, IS5, 110, A3-
A4), since they rely on sending a message with the same ID
as a victim message simultaneously. However, since IDs play
a pivotal role in priority, schedulability, and filtering, simply
encrypting the ID field is problematic for CAN as it disrupts
these aspects. To preserve priority and schedulability specifi-
cally, researchers proposed using priority bounds, pre-calculated
tables, order-preserving one-way functions to anonymize the ID
field [34], [62], [63], [64], [65]]. However, earlier works [34]]
have shown several priority-preserving anonymization schemes
reverse-engineerable. CanSafe [[66] proposed hardware-level
dissociation between IDs and priorities, but without analyzing
its impact on schedulability (Z.: O, V;: O). Other schemes
split the ID into a fixed priority field and a dynamic field, but
the strict correlation between the new priority field and old
IDs makes them easily reverse-engineered. This limits their
suitability to authentication and error handling attacks [67],
[68], [52]], but not confidentiality.

Confidentiality Takeaway: Weakly defended and restricted
in coverage. No highly replicable confidentiality attack has an
effective defense, and only one lower-replicability attack is
effectively defended. Existing defenses have coverage issues,
leaving known attack variants or attacker models unaddressed.

B. Integrity Defenses

Protection: Higher Layer

DI1. Content-Inspection. To detect messages containing fake
or malicious data (I1, 14, and Al), researchers proposed
inspecting message contents. The inspector is deployed as
a central IDS, although some are deployed with individual
ECUs. The inspected content may include message size, ID,
DLC, payload range, correlation with other messages and
data sources, consistency with previous messages [69], or
entropy [70], [[71]. Such methods have been proposed for
other buses as well [72], [[73]. Inspection uses several machine
learning algorithms [[74], [[75]], [76], [77], (78], [79], (801, [81]
sometimes in combination with rule-based checking [82]. Some
inspectors are made specifically for higher layer protocols (e.g.,
J1939) [83]]. Detecting whether the communicated signal value
(e.g., of a sensor) is plausible often requires understanding the

physical model of the entire system in which CAN is operating
(e.g., a car). To do so, researchers proposed several approaches.
Some works focused on using heterogeneous sensor consistency
[184]], [85]. Some attempted to understand the context or the state
in which the vehicle operates [86l], [87], [88], [89]. While these
solutions achieved various levels of success, full system mod-
eling remains a difficult problem with many variables (C,: ©).

Higher Layer Takeaway: Defended in volume, exposed in
priority. Most higher-layer attacks are effectively defended,
but its highly replicable attacks are not.

Protection: Controller Layer

DI4. Message Authentication. To prevent impersonation and
replay (I4) and authentication bypassing (I3) attacks, various
approaches were proposed. As a cryptographic approach, au-
thentication faces the same message-length, ECU performance,
and key management challenges as encryption (DC1) (discussed
in the extended paper [12]]). Due to length constraints, we detail
the various authentication approaches proposed to overcome
these challenges in the extended paper [12].

DIS. Frame Destruction. Injecting an error frame or overwrit-
ing a 1 with a 0 during frame transmission interrupts it and
causes receiving CAN controllers to discard it without passing
it to the higher layer. This technique must be combined with
an IDS or a centralized authentication approach, enabling an
IDS capable of injecting dominant bits to destroy the frames
they deem malicious (Z,.: P*, C,: @)[90], [59], [91]], [92], [93].
DI6. Victim Resistance. Several works proposed that every
ECU monitor whether they see their IDs transmitted on the bus
by someone else and react upon detecting an impersonating
message (I14) [94]], [95], [96l, [97]. The most effective approach
is the secure transceiver. It is a dedicated hardware that monitors
the IDs autonomously without ECU software processing.
It raises an error upon seeing an ID that belongs to its
ECU, effectively employing frame destruction (DIS) but in
a decentralized manner [94].

DI7. Physical IDS (PIDS). Monitoring signal characteristics
may identify message source or transmitter locations. When
compared with the expected source or location, it could identify
anomalies or reveal the source ECU of an attack. The IDS is
usually placed on the bus in parallel so it does not constitute
a bottleneck. Accumulation of research led to solutions with
low false-positive rates that may be combined with frame-
destruction (DI5) to prevent impersonation & replay (I4). We
discuss their various types in the extended paper [12].

Protection: Transwire Layer

DI9. Time and IFS Anonymization. Researchers proposed
to encode secrets in timing channels (i.e., sending the
message after a secret delay or at a secret time) to achieve
authentication and protection against attacks targeting messages
with predictable transmission times [98], [99], [100], [101].
However, because CAN’s priority system can delay messages
unpredictably, precisely controlling their absolute transmission
time to encode secrets was not robust. These solutions also
heavily impacted schedulability and incurred high false positive



rates. ZBCAN [59] proposed eliminating the schedulability
and false-positive issues using IFS (time since the last message
terminated on the bus) instead of absolute message time
as a robust channel to embed secrets in combination with
frame destruction (DI5) to prevent impersonation. It can also
work against error-handling attacks targeting messages with
predictable transmission times (i.e., simultaneous-transmission-
based: C3, IS5, 110, and A3-A4) when launched by by-the-rules
attackers, but it fails against bit-bangers.

DI10. Bit-Banger IDS. Since bit-banger attacks typically
manipulate lower-layer events, they cannot be detected by mon-
itoring message-level features (e.g., transmission frequency).
Bit-banger IDSs monitor the link-layer at the bit level and
physical layer features within frames to detect signatures that
correspond to bit-banger attacks. This detects attacks including
14-110 and A3-A6. ERACAN [54] proposed that a central IDS
attach to the bus (Z.: @), watch it, and use frame destruction to
prevent attacks such as 14-I5 and I7-19. CANTXSec proposed
that the IDS be connected to each ECU’s CAN TX pins to
identify the attacker among them (Z.: O) [102].

DI11. ECU Guardian. Researchers proposed physically
installing a guardian between each ECU and the bus (Z.: O).
This could both protect the ECU from attacks from the bus and
the bus from attacks from the ECU. This includes most attacks,
including attacks on higher-layer protocols (e.g., J1939) [103].
In CAN-HG, the guardian could detect malicious activities
itself or in collaboration with a central IDS. It can physically
disconnect the ECU on detecting malicious activities by the
guardian or receiving an out-of-band IDS signal [S3], [91].

Integrity Takeaway: Strong attack—defense convergence.
Integrity is both the most targeted CIA element and the
most defended: 88 of 107 defense papers focus on it. This
effectively defends 7 of its 10 attacks, including 4 of 6 highly
replicable attacks, making integrity the only CIA element
with effective defenses for highly replicable attacks.

C. Availability Defenses

Protection: Controller Layer

DA1. Error Handling IDS. Researchers proposed installing
a central IDS that monitors errors on the bus and models the
error counters of various ECUs to detect when they transition
into the bus-off state [[104]. They did not discuss other states
such as the error-passive state, but the same method can likely
detect it in the same way, thereby detecting any attack pushing
the victim into specific error states (C3, 15, 110, and A4).

DA2. Layer-II Node Suspension. Since nodes stop communi-
cating in the bus-off state, researchers proposed suspending by-
the-rules attackers to the bus-off state to stop ongoing attacks.
For attacks targeting availability, such as those attacking the
messages of other ECUs or denying them bus access (A3-AS),
this gives room for other nodes to communicate. The faster the
attacker is suspended, the more effective the defense, especially
for A5 (Several techniques explained in A4). However, it may
be dangerous if the attacking ECU is safety-critical with only
some malicious messages (e.g., if the brake ECU is attacking
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the infotainment ECU, it would not make sense to suspend
the brake ECU). Further, it does not work against bit-bangers
or down-to-earthers, as they do not abide by layer-1I rules,
including transitioning to the bus-off state.

Observation: All 4 attacks targeting controller layer avail-
ability are highly replicable and have no effective defenses.

Controller Layer Takeaway: Heavily studied yet exposed.
Although 70 of 107 defense papers address controller-layer
attacks, most attacks still lack effective defenses. Existing
solutions either lack prevention, especially against bit-bangers,
or require high infrastructure changes.

Protection: Transwire Layer

DAS. Dynamic Fragmentation. Researchers suggested modi-
fying the bus wiring to support attacker isolation, especially
those targeting availability (e.g., AS) [103]], [55]. CANARY
installs a central IDS and relays at specific locations on the bus
(Z¢: ©O). When the IDS detects an attack, CANARY uses the
relays to disconnect each section of the bus one by one, search
for the section where attacks are still observed to localize the
attacker, and disconnect the section containing the attacker.
However, this setup could result in isolating entire sections of
the bus and not only the attacker. While its infrastructure cost
and response time are relatively high, it offers the only line
of defense against attacks with no other countermeasures and
could be generalized to prevent any attack with an effective
detection strategy (Z,: P*).

Transwire Layer Takeaway: Covered where it matters. The
transwire layer is the mirror image of the higher layer. It
receives the least defense attention (17 of 107 defense papers)
and has only one effective defense. Yet that defense covers
the layer’s only highly replicable attack (I10).

Availability Takeaway: Underdefended yet over-targeted.
Availability is the second most targeted CIA element, but
the least studied in defenses: only 5 of 107 papers focus on
it. All its highly replicable bit-banger attacks lack effective
defenses. Existing defenses either lack prevention or require
high infrastructure changes.

VII. ROOT CAUSE AND TRANSFERABILITY ANALYSIS

In this section, we assess whether CAN security problems
are fundamentally CAN-specific or likely to persist in other
in-vehicle buses (IVBs). We do so through two linked investi-
gations. The first identifies the root causes underlying CAN
attacks and defense gaps, classifies each root cause as inherent,
unique, or both, and uses this classification to infer which
attacks and gaps are themselves inherent or unique to CAN.
The second assesses whether the same root causes appear in
alternative IVBs. The premise is that if an IVB inherits the
root-cause pattern of an attack or gap, then that attack or gap
is likely to transfer. We assess three representative emerging
IVBs: CAN FD, CAN XL, and Automotive Ethernet (10BASE-
T1S). To separate security problems rooted in bus protocols
from those rooted in the surrounding system, we further



consider a hypothetical ideal bus that provides secure logical
channelization with confidentiality, integrity, and availability,
and assess what root causes are present in it. Our investigation is
based on standard review, supplemented by formal verification
where review alone is inconclusive.

Our analysis identifies 9 attack root causes (R) and 3
defense-gap root causes (DR). Tbl. summarizes the two
investigations detailed in the extended paper [12]. It reports
the root causes, their relationship to attacks and gaps, their
inherency and uniqueness status, their likely presence in the
considered IVBs, and the resulting attack/gap transferability
assessment. A v~ indicates that a root cause is indispensable
to the attack or gap; for attacks, an 1 indicates that addressing
the root cause provides an effective defense. IVBs appear both
as rows and columns: rows report root-cause presence in each
IVB, where (@) means largely present, (©) somewhat present,
and (O) largely absent; columns report attack/gap transferability
under each IVB, where (@) means likely, (O) unlikely, and (—)
unresolved. By-the-rules gaps are highlighted in red, bit-banger
gaps in blue, and excluded attacks and root causes in gray.

To ensure a fair cross-IVB comparison, we focus only on
weaknesses rooted in the standard. Accordingly, we adopt a
by-the-rules attacker model and exclude attacker models that
depend on violating, bypassing, or otherwise stepping outside
the standard rules. We also assume that vehicle higher-layer
protocols running on top of CAN could run on top of any of the
considered IVBs. Under these comparison rules, R1 and R7
are satisfied for all IVBs, while R8 and R9, together with the
attacks that rely on them, are excluded from the comparison.

Due to space constraints, we only report the definitions of
the root causes and the outcomes of these investigations. The
detailed root-cause descriptions, attack-to-root-cause mappings,
the reasoning used to classify root causes as inherent or unique,
the IVB-selection rationale, and the standard-review analysis
are provided in the extended paper [12]].

Attack Root Causes:

m RI: Attacker Access to Network (I). Access to the bus,
whether physical or remote through a compromised ECU, is
the baseline condition for all considered attacker models. It is in-
herent to the threat model rather than to a specific CAN feature,
and it is assumed to be present in all [IVBs under investigation.
m R2: Shared Media Properties (I). CAN is a single-channel
shared broadcast medium. This gives an attacker two broad
advantages: broadcast promiscuity, meaning that a connected
node can observe bus-wide activity and reach all nodes on the
bus, and mutual exclusion, meaning that one transmitter can
prevent others from using the channel.

m R3: Exploitable Priority System (I). CAN resolves bus access
through a priority mechanism where dominant bits override re-
cessive bits and lower CAN IDs receive higher priority. Because
the CAN ID, and hence message priority, is settable through
the higher layer, it is exploitable by by-the-rules attackers.

m R4: Error Handling Properties (IU). CAN error handling
contains several exploitable properties: different validity criteria
for senders and receivers, specific error types, error behavior
that halts transmission and raises error frames, behaviorally
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TABLE III
RoOT CAUSES FOR CAN ATTACKS AND GAPS
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distinct error states, and corner cases where malformed frames
do not provoke a uniform standard response. These properties
are both inherent and unique only to the CAN family of stan-
dards, including CAN 2.0, FD. In CAN XL, it is fully present
in one of its operating modes and partially present in the other.
m R5: Physical Signaling (I). CAN’s physical signaling exposes
several attack surfaces, including non-shielded twisted wire
differential voltage signaling, node-specific electrical character-
istics, push-pull signaling, and dynamic edge synchronization.
m R6: CAN Bit Sampling (IU). CAN nodes sample the bus once
per bit at configurable sample points. Discrepancies between
sample points across nodes can therefore be exploited for
inconsistent interpretations of the same signal.

m R7: Vulnerable Higher-Layer Protocols and Implementations.
Higher-layer protocols and ECU implementations can introduce
exploitable logic and software weaknesses.

m R8: Layer-II Rule Violation. The ability of attackers to bypass
CAN controller-layer rules and place arbitrary non-conforming
signals on the bus. It is excluded from the IVB comparison.
m R9: Layer-I Rule Bypass. The ability of attackers to bypass
CAN physical-layer rules (excluded from the IVB comparison).
Defense Gap Root Causes:

m DRI: Cryptography Challenges (I). Cryptography on CAN
faces three challenges: the limited processing budget of
commercial ECUs, the maximum length of CAN messages, and
key-management problems due to its broadcast nature. Since
10BASE-T1S and CAN XL have security add-ons, MACsec and



CANsec, we conducted an additional investigation of these two
protocols. We summarize the main details of this study later in
this section, and explain it at length in the extended paper [12].
m DR2: Costly Attacker Signal Filtering and Disabling (I).
On a shared bus, preventing some attacks requires filtering
attacker signals or disabling their node so legitimate nodes can
communicate, usually requiring costly infrastructure changes.
m DR3: Difficult Environment Understanding. Some malicious
messages cannot be identified as malicious based on authentica-
tion alone and require understanding the larger cyber-physical
environment and the message context within it to determine
whether it carries false data.

CANsec and MACsec Investigation:

m Purpose and Results. MACsec is a standardized link-
layer security protocol for Ethernet, while CANsec is an
in-development link-layer security protocol for CAN XL
modeled after MACsec. As a supplementary check of DRI,
we examine whether automotive MACsec and CANsec close
the internal-attacker gap. In their automotive configurations,
both organize nodes into Connectivity Associations (CAs)
whose members share a long-term symmetric Connectivity
Association Key (CAK) to authenticate then establish short-
term Secure Association Keys (SAK) to protect commu-
nication. A shared CAK alone does not determine their
insider protection boundary because both protocols employ
additional key-agreement and key-establishment mechanisms.
These mechanisms could, in principle, introduce per-sender or
pairwise keys, node-specific derivation, compromised-member
exclusion and rekeying, or other protections. We therefore
model the actual automotive/current configurations and verify
them against three properties (described below) rather than
infer their protection from the shared CAK alone.

Our analysis finds that, despite their key-management and
key-establishment machinery, none of the modeled configura-
tions introduces key or privilege separation among members of
the same CA or otherwise mechanisms that may protect against
the internal attacker. The verified properties hold against the ex-
ternal attacker but not the internal attacker, leaving DR 1 open.
We additionally test whether idealized revocation closes the gap
to motivate future research into practical mechanisms that pro-
vide it. The protocol details, models, results, and the revocation
experiment are detailed further in the extended paper [12].

m Model and Properties. We use ProVerif [106] to model the
protocols assuming a by-the-rules Dolev—Yao attacker in two
forms: an external attacker outside the CA and an internal
attacker controlling a CA member and possessing its keys.
We verify the following properties against both attackers: P,:
An attacker cannot cause an honest CA member to accept
spoofed CA messages or SAK distribution as originating from
another honest member. P;: An attacker cannot cause an
honest CA member to accept replayed CA messages or SAK
distribution as fresh. P.: An attacker cannot learn protected
CA communication exchanged between other members.

m Assumptions. For MACsec, we model the configuration
specified by relevant automotive MKA specifications and
AUTOSAR [107], [108]], which assumes a pre-shared CAK
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Fig. 3. Transferability of CAN 2.0 security problems to emerging IVBs.

with a fixed key server. CANsec is in early development with
two current proposals. Both use a pre-shared CAK.

m Scope. These results apply only to the configurations
examined. MACsec supports additional authentication and
key-management mechanisms outside the relevant automotive
profiles, while CANsec and CKA remain under development.
Observations and Takeaways:

m On CAN 2.0 and Root Causes. Most root causes are not
unique to CAN. Specifically, only vulnerable error handling
(R4) and bit-sampling (R6) are unique to the CAN family.
Interestingly, no defense gap root cause is unique to CAN.

CAN fundamental security problems stem from shared single-
channel media properties, vehicular constraints, and ECU
implementation weaknesses that could recur in any shared-
media system under similar conditions.

m On CAN 2.0 and Attacks and Gaps. An attack or a gap
usually depends on multiple root causes. If any required root
cause is not inherent, the attack is not inherent. Conversely,
if any of the root causes underlying an attack or a gap is
unique, it is unique. Thus, although 6/9 attack root causes
are inherent, only 9/22 attacks are inherent, 8/22 attacks are
unique, and only 5/22 are both inherent and unique. Relative
to gaps, only one is inherent, and it is inherent to shared-media
communication, not CAN. The 4 unique gaps are unique only
because their underlying attacks rely on CAN-unique root
causes, not because the absence of effective defense is unique.
Most importantly, no gap is both inherent and unique.

m On IVBs and Root Causes. Fig. 3] summarizes the results
of the transferability analysis. As shown, CAN FD shares all
compared CAN root causes, making all considered attacks
and gaps likely transferable. CAN XL has two error-handling
settings. When enabled, it fully shares 9 root causes, and
partially shares 1. As such, 14 attacks and 2 gaps under
comparison are likely transferable, and 1 additional attack
is likely exposed as a gap. When disabled, it fully shares 8
root causes, and partially shares 2. Consequently, 11 attacks
and both 2 gaps are likely transferable. 1 attack is unlikely
to transfer, and 2 require further research to determine. 1
additional attack is likely exposed as a gap. 10BASE-T1S fully
shares 7 root causes, partially shares 1, and avoids 2. As such,
10 attacks are likely transferable, 3 need further research, and



1 is unlikely to transfer. Both 2 gaps are likely transferable
with 3 additional attacks likely exposed as gaps. Finally, an
ideal secure bus fully shares 3 root causes, partially shares 1,
and avoids 6. 8 attacks may be avoided and 6 remain, where 1
remains as a gap. This shows that certain problems are rooted
in the system surrounding the bus and will reproduce no matter
how perfect the bus is unless a new approach to vehicle security
is taken, where the entire system is considered as one whole.
m Limitation. The findings of the transferability analysis were
only indicative. The attacks identified as likely transferable
were not validated on the respective buses. Such validation
could be performed by formally analyzing parts of each bus
protocol to determine attack viability, or empirically by setting
up a testbed. Of the 14 compared attacks, 5 relied on higher-
layer protocols. These attacks would need to be evaluated
not only on the respective buses, but with the higher-layer
protocols also set up on the ECUs. For CAN variations (CAN
FD and CAN XL), most techniques used in CAN 2.0 could be
directly utilized. However, for 10BASE-T1S, some techniques
would need to be adapted to the specifics of the protocol. For
example, instead of achieving bus access denial by faking a
high-priority CAN ID, an attacker may need to fake the node
ID. Across all buses, attack success could then be measured
individually for each attack using the same or adapted metrics
the attack authors used (e.g., swiftness and suppression rates
for error-state manipulation/bus-off attacks, message loss and
delay for bus-access denial attacks, etc.).

o Emerging IVBs do not solve CAN’s fundamental security
problems. Most CAN security problems likely transfer.

o CAN is more securable than perceived. Each examined IVB
inherits at least as many transferable attacks with defense
gaps as CAN, before accounting for IVB-specific risks.

o Certain CAN security problems can only be solved by
securing the system surrounding the bus.

VIII. FUTURE DIRECTIONS

Based on our systematization, gap identification, and root-
cause analysis, we think the following paths will have the most
impact on the future of IVB security:

Insider-Aware IVB Cryptography. Future IVB cryptography
must treat compromised ECUs as first-class adversaries, not just
external attackers. IVB cryptography has focused on fitting au-
thentication and confidentiality into constrained buses: limited
payloads, strict timing, low ECU compute budgets, and bus-load
sensitivity. Newer IVBs reduce some barriers through longer
frames, higher bandwidth, and hardware-assisted line-rate
protection. However, our analysis shows that a deeper problem
behind several defense gaps is shared-media key management: a
compromised ECU with valid group keys can still decrypt traffic
or impersonate messages. Future work should therefore focus
on insider-aware IVB cryptography, fast revocation, secure
rekeying, continuous attestation, and zero trust architecture.

Shared-Media Filtering and Isolation. One finding of this
study is that, whatever replaces CAN 2.0, future shared-media
IVBs need a practical way to contain a compromised node
without taking down the whole channel (DR2). IDSs can detect
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problems, and encryption may preserve confidentiality, but
neither helps if the attacker can still occupy the medium, inject
errors, disturb timing, force retransmissions, or manipulate
physical/data-link-layer behavior. In a single-channel bus, one
malicious transmitter can affect every receiver, while the
network often lacks a cheap way to suppress only the malicious
frame, dominant bit, error, timing disturbance, or node. Without
such containment, many CAN gaps will transfer to successor
buses, as shown in Sec. Existing CAN approaches,
such as ECU guardians (DI11) and dynamic fragmentation
(DAS), attempt this isolation, but their infrastructure cost limits
adoption. Future work should therefore develop low-cost shared-
media filtering and isolation mechanisms that selectively block
messages or signals, disconnect malicious nodes, or isolate bus
segments while preserving normal operation.

Cyber-Physical State Consistency. Many IVB attacks are
not mere identity-forgery attacks, but semantic lies about
the physical state. This is why fake data fabrication remains
a difficult gap to close in CAN and the other IVBs we
investigated: a forged speed or brake value may be well-
formatted, correctly timed, and even authenticated if sent by
a compromised brake ECU. Detecting such attacks requires
determining whether a message is physically and operationally
plausible in the broader cyber-physical context. Future research
should therefore move toward cyber-physical state consistency
checking: determining whether a bus message is plausible given
driver input, sensor readings, actuator behavior, ECU state,
timing, control logic, and vehicle dynamics. Research should
focus on capturing both expected message-level behavior and
the physical consequences those messages should produce
across ECUs and vehicle subsystems. Digital twins could
provide the foundation for this direction. However, challenges
regarding proprietary designs, incomplete knowledge, runtime
uncertainty, and vehicle-specific behavior are expected to arise.
Emerging IVB Security. One finding of this study is that newer
IVBs likely inherit many of CAN’s security problems. Higher
bandwidth, longer payloads, revised frame formats, and optional
security mechanisms can improve important constraints, but
they do not remove issues arising from shared access, broadcast
communication, priority mechanisms, physical signaling, or
compromised insiders. However, our investigation only estab-
lishes root-cause presence and uses it to infer the likelihood
of transferability. Future research should therefore validate
these indications by determining whether the corresponding
attacks and gaps are practically exploitable, how they unfold
in each IVB, and what countermeasures can stop them. More
importantly, research should not be limited to CAN-transferable
problems: each emerging IVB may introduce protocol-specific
vulnerabilities through its own frame format, media-access
rules, encoding, error behavior, and security extensions. This
work is time-sensitive: once an IVB becomes widely deployed,
structural weaknesses become difficult and expensive to correct.

IX. CONCLUSIONS

In this paper, we addressed a critical gap in CAN security
literature: the lack of a coherent systematization framework.



Through an extensive literature survey, we introduced a compre-
hensive taxonomy and assessment models to articulate attacker
privileges, the attacks they enable, their targets, replicability,
defense efficacy, and impact. Leveraging this framework, we
highlighted where the literature is concentrated or lacking
and identified CAN’s defense gaps. We then analyzed the
root causes of CAN insecurity to determine whether they
are inherent or unique to CAN, and conducted a follow-
up investigation to assess whether future IVB technologies
decisively resolve conventional CAN security challenges. Our
findings challenge common perceptions: CAN is more securable
than often assumed, most of its fundamental security problems
stem from shared single-channel communication properties
or vehicular constraints, and most of these problems are
transferable to other IVBs. Finally, we concluded that securing
CAN and future IVBs requires addressing shared root causes
more than CAN-specific causes, and outlined four key research
directions to secure IVB systems down the road.
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