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Causal Ordering

• Define a partial order

➡ Causality: A ➔ B ⇒ Time(A) < Time(B) 

➡ Inverse is not required to be true 

• Clocks at least must support partial ordering of events

➡ Can construct total ordering (e.g., by using Process-ID to break tie) 

➡ Possible to build “counters” that can support total order (strong causality)

 ⇒ they can be ‘concurrent’

Same as: Time(A) < Time(B) ⇒ B ➔ A

Strong causality: A ➔ B ⇒ Time(A) < Time(B) && Time(A) < Time(B) ⇒ A ➔ B

‘when A becomes effective’
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Synchronization 
Concepts• Synchronization primitives

➡ Lock/Mutex, Condition variables, Monitor 

➡ Atomics, Critical section, Barrier, Wait, Order

• Properties of Synchronization

➡ Safety, Liveness 

➡ Deadlock-free, Starvation-free, Blocking, Lockfree, Waitfree

• Central authority?

➡ OS scheduler, Runtime, Architecture

    ?  Instantaneous 
    ?  Atomic
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Lock

• Object: lock

• Actions: Lock and Unlock

Critical Section
OperateA(object *A) 
{ 
    omp_set_lock(lockA); 
    Operate_Exclusively(A) 
    omp_unset_lock (lockA); 
}

omp_lock_t *lockA; 
omp_init_lock (lockA); 
… 
omp_destroy_lock (lockA);
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Lock

• Object: lock

• Actions: Lock and Unlock

➡ Reentrant 
➡ Recursive 
➡ Timed 
➡ Exclusive 
➡ Shared

Critical Section
OperateA(object *A) 
{ 
    omp_set_lock(lockA); 
    Operate_Exclusively(A) 
    omp_unset_lock (lockA); 
}

omp_lock_t *lockA; 
omp_init_lock (lockA); 
… 
omp_destroy_lock (lockA);

OperatePlus(object *A) 
{ 
     omp_set_lock(lockA); 
     if(! A->initalized()) 
          OperateA(A); 
     omp_unset_lock(lockA) 
}

See: 
    int omp_test_lock (omp_lock_t *);

See 
    omp_test_lock_t 
    omp_init_test_lock 
    omp_set_test_lock 
    omp_unset_test_lock
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Critical Section

• Block of code

• Criticality context #pragma omp critical (a_name)  
{ 
        mutually_excluded_code(); 
}
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Condition Variable

• Raise the condition 

• Wait for a condition to ‘hold’ std::condition_variable acv; 
… 

std::unique_lock<std::mutex> alock(amutex); 
acv.wait(alock); 
.. Condition Holds Now .. 
Consume();

Produce(); 
acv.notify_one();
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Barrier

• A group of entities

• Wait for all ParallelInput(); 
#pragma omp barrier 
ParallelProcess(); 
#pragma omp barrier 
ParallelOutput();
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• Lock “resources”

• Process

• Unlock “resources”

Lock
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Correctness?
“Sequential Equivalence”
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lock(lockA)

unlock(lockA)
15

pred = Find(key)
pred.nxt = Node(key, pred.nxt)

<Request> [?block] <Acquired> 

<Release> [schedule]

C++: 
    std::mutex m; 
    std::lock(m); 
    doCriticalwork(); 
    std::unlock(m);

Lock the entire list?
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• Lock “resources”

• Process

• Unlock “resources”

Lock
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lock(lockA)

unlock(lockA)
15

pred = Find(key)
pred.nxt = Node(key, pred.nxt)

<Request> [?block] <Acquired> 

<Release> [schedule]

C++: 
    std::mutex m; 
    std::lock(m); 
    doCriticalwork(); 
    std::unlock(m);

Lock the entire list?

Allow non-conflicting operations ..
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}
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• Lock “resources”
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}

lock(pred.lock) 
if(key in [pred.key:pred.nxt.key)) { 
      pred.nxt = Node(key, pred.nxt, new(Lock)) 
} 
unlock(pred.lock) 
pred = pred.nxt

Insertion 
Loop

Is pred still referring to the right node?

pred
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    Key   key 
    Node nxt                 
    Lock  lock 
}

lock(pred.lock) 
if(key in [pred.key:pred.nxt.key)) { 
      pred.nxt = Node(key, pred.nxt, new(Lock)) 
} 
unlock(pred.lock) 
pred = pred.nxt

Insertion 
Loop

Is pred still referring to the right node?
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}

lock(pred.lock) 
if(key in [pred.key:pred.nxt.key)) { 
      pred.nxt = Node(key, pred.nxt, new(Lock)) 
} 
unlock(pred.lock) 
pred = pred.nxt

Insertion 
Loop

pred

 Before unlocking pred, save its ‘nxt’?
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• Lock “resources”

• Process

• Unlock “resources”
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}

lock(pred.lock) 
if(key in [pred.key:pred.nxt.key)) { 
      pred.nxt = Node(key, pred.nxt, new(Lock)) 
} 
unlock(pred.lock) 
pred = pred.nxt

And lock(pred.nxt.lock)
Insertion 

Loop

pred
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)
if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = Node(key, pred.nxt, new(Lock)) 
        Unlock both 
}

Insert
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)
if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = Node(key, pred.nxt, new(Lock)) 
        Unlock both 
}

Insert
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)
if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = Node(key, pred.nxt, new(Lock)) 
        Unlock both 
}

Insert

Not atomic
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)

volatile

if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = Node(key, pred.nxt, new(Lock)) 
        Unlock both 
}

Insert

Not atomic
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• Lock “resources”
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• Unlock “resources”

Lock
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)

volatile

if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = Node(key, pred.nxt, new(Lock)) 
        Unlock both 
}

Insert

Not atomic (Update before unlocking)
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)

volatile

if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = pred.nxt.nxt 
        Unlock both 
}

Remove

Not atomic (Update before unlocking)
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• Lock “resources”

• Process

• Unlock “resources”

Lock
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}lock(pred.nxt.nxt.lock) 

unlock(pred.lock) 
pred = pred.nxt 

pred = first; lock(pred.lock); lock(pred.nxt.lock)

volatile

if(key in [pred.key:pred.nxt.key)) { 
        pred.nxt = pred.nxt.nxt 
        Unlock both 
}

Remove

Not atomic

Not atomic

(Update before unlocking)
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• Lock “resources”

• Process

• Unlock “resources”

➡ Depend on others following protocol

Lock
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Node { 
    Key   key 
    Node nxt                 
    Lock  lock 
}

volatile
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int CAS(int* address, int expect,  int newval): 
                   old  = *address 
                   if(old == expect): *address = newval 
                   return old

Atomically
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Compare & Swap
int CAS(int* address, int expect,  int newval): 
                   old  = *address 
                   if(old == expect): *address = newval 
                   return old
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Thread A: 
   newnode = new node(7, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success 

Thread B: 
   newnode = new node(8, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success
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Thread A: 
   newnode = new node(7, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success 

Thread B: 
   newnode = new node(8, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success
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Compare & Swap
int CAS(int* address, int expect,  int newval): 
                   old  = *address 
                   if(old == expect): *address = newval 
                   return old

Atomically
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First

currentA

currentB
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Thread A: 
   newnode = new node(7, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success 

Thread B: 
   newnode = new node(8, current.next) 
   if(newnode.next == CAS(current.next, newnode.next, newnode)) 
       success


