


- Memory Fences, consistent memory synchronization fools

= Registers

- Atomic operations

= Test & Set, Fetch & Add, Compare & Swap
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stack top g Compare & Exchange

aka Compare & Swap
std::atomic<int> var(0);

var.compare_exchange_strong(expected, newval);
/ Atomically: pragma atomic
/| 1 = var.load(): var++;
[ if(t == expected
var.store(newval);




stack top g Compare & Exchange
! aka Compare & Swap

e’

new —.2_,
Th A

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic
/[ t = var.load var++;
[ if(t == expected
var.store(newval);
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Compare & Exchange
: aka Compare & Swap

new —.2_,
Th A

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic
/[ t = var.load var++;
[ if(t == expected
var.store(newval);
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Compare & Exchange
aka Compare & Swap

A
]
24

A ’

Nnew —2_»
Th A

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic
/[ t = var.load(); var++;
[ if(t == expected
var.store(newval);
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Compare & Exchange
(aka Compare & Swap)

new ;
Th A

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic

/1 std::atomic<node<>"> top;

//

I'void push(const T& data) {
I node<T>" new_node = new node< I >(data);
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std::atomic<int> var(0);

are

// put the current value of top into new_node->next
new_node->next = top.load();

// Update top to point to the new node
top.store(new_node);



Compare & Exchange

(aka Compare & Swap)
std::atomic<int> var(0);

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic

Z std::atomic<node<>"> top;
I'void push(const T& data) {
I node<T>" new_node = new node< I >(data);

//

g /] putthe current value of top into new_node->next B
new_node->next = top.load();

// Update top to point to the new node
top.store(new_node);



stac Compare & Exchange

std::atomic<int> var(0);

var.compare_exchange_strong(expected, newval);
// Atomically: pragma atomic

Z std::atomic<node<>"> top;
I'void push(const T& data) {
I node<T>" new_node = new node< I >(data);

//

| |
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r ] r ] | |
I
_—

/[ make new_node the top, as long as top still equals new_node->next
while(!top.compare_exchange_strong(new_node->next, new_node));



Compare & Exchange

std::atomic<int> var(0);

var.compare_exchange_strong(expected, newva\);
// Atomically: pragma atomic

Z std::atomic<node<>"> top;
I'void push(const T& data) {
I node<T>" new_node = new node< I >(data);

//

| |
p Ut U e currel |t Va‘ ue Of tO p |l ItO new no d e->1 eXt
r ] r ] | |
I
_—

/[ make new_node the top, as long as top still equals new_node->next
while(!top.compare_exchange_strong(new_node->next, new_node));



Fetch & Add

#pragma omp atomic capture

old = svar;
svar += tval

—

3
=
o)
S
O
O
C
<
S
o)
=
O
©
=
®)
&
o)
H=




Test & Set

pragma omp atomic capture

f
L

old = svar;
svar = tval; pragma omp atomic capture

old = slock;




Condition Variable

- Raise the condition Produce();
acv.notify_one();
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std::unigue_lock<std::mutex> alock(amutex);
acv.wait(alock);
.. Condition Holds Now ..

Consume();



Condition Variable

volid producer(std::condition_variable *cv
while
producel();

%
2}
QL

mutex mtx;
' * std::condition_variable cv;

S’ -, . o A 4 RIS o - - - PRSI - e e e e e e S e o - e e e A s = P PR Ty
Q 4 | ] i
e e N A S P e Byt e 5 K B K PRSI L N L L L L L g L L P L R S LR



Condition Variable

void producer(std::condition_variable *cv) {

while(1) {

produce(); counter++; std::atomic<int> counter{0};
cv->notify_one();

}
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Lock “resources

orted list
Process




Lock “resources”

orted list
Process




Lock
“Sequential Equivalence”
sorted list

Correctness?
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sorted list
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sorted list
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Lock “resources”
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Lock

Lock “resources” lock( 1(84

insert .
pred = Find(key) M 7& sorted list
pred.nxt = Node(key, pred.nxt)

Process
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<Request> [7block] <Acquired>

Lock “resources” lock( 1(84

pored = Find(key) sorted list

Process
pred.nxt = Node(key, pred.nxt)




Lock

Request> [?block] <Acquired>
+ Lock “resources’ lock 106/1

. t |
. Process pred = Find(key | ] sorted list
pred.nxt = Node(key, pred.nxt
I N T T A e 4 A
+ Unlock “resources”  unlock(lock4 e
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mutex m;
lock

doCriticalwork
std::unlock




Lock

<Request> [7block] <Acquired>

- Lock “resources” lock( I%A
insert, 7 sorted list
T pred = Find(key) ] l
ored.nxt = Node(key, pred.nxt) pred’
/fz——*5 90— 11— 17—
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std::mutex m;
std::lock(m);

doCriticalwork();
std::unlock(m);




List using Lock
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List using Lock

Lock “resources”

Process

Node {

Key key
Node nxt
L ock lock




List using Lock

Lock “resources pred

- Process

Unlock “resources”
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List using Lock

ored

Lock “resources”
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List using Lock

Lock “resources pred

- Process

Unlock “resources”
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List using Lock

Lock “resources pred

- Process

Unlock “resources”
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Key key
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Lock “resources”

Process

Unlock “resources”
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List using Lock
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Lock “resources”

Process

Unlock “resources”

AT A SRl A ARl
G

SRS
REEEE RS

s

SRS
EEER e SRS

ored

List using Lock
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Node {
Key key

Node nxt
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List using Lock

LOCk “reSOu rCeS”

ored
Process
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List using Lock

LOCk “reSOu rCeS”

ored
Process
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List using Lock

Lock “resources ored

- Process

Unlock “resources”
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Insert
lock(First): lock(First->nxt

red = First; cur = pred->nxt

ur
hile(cur = Last && cur->key < key
unlock(prea

Node nxt
L ock lock



Insert

ur

ol(cle
lock(First); lock(First->nxt |
red = First; cur = pred->nxt First
hile(cur = Last && cur->key < key p -
unlock(prea y

Node nxt

Lock lock



Insert

ur

ol(cle
lock(First); lock(First->nxt |
red = First; cur = pred->nxt First
hile(cur = Last && cur->key < key p -
unlock(prea y

Node nxt

Lock lock



Insert

ur
pored

lock(First); lock(First->nxt

pored = First; cur = pred->nxt

while(cur = Last && cur->key < key
unlock(prea

First

Node nxt
L ock lock




Delete

f

_‘-I" Sra,
.
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o*

lock(First); lock(First->nxt
pred = First; cur = pred->nxt
while(cur = Last && cur->key < key

Node nxt
L ock lock



Lock

- Lock “resources”

- Process

*
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Peterson’s Mutex

Algorithm

want = {false, false}

Initially

Thread 1

.Want[1] = true

.turn =

Thread 0

. want|[0] = true




Initially: want = {false, false}

Peterson’s Mutex

Algorithm

Thread 0

Want[O] = true
turn = 1

want[1] false
Or turn:0

Thread 1

.want[1] = true

turn =0

Whlle WantO && turn

Or tu rn_1



Initially: want = {false, false}

Peterson’s Mutex

Thread 0

want[0] = true
turn = 1

-~ while (want[1] && turn =

. want[1] false|

Or turn:0

Algorithm
Thread 1
.want[1] = true
.turn =0
o 1 whlle (W%[O] && turn ==\p) 3

- want [O] false
Or turn:1



Peterson’s Mutex

Algorithm
Initially: want = {false, false}
Thread O Thread 1
want[0] = true .want[1] = true
T furn = 0
— whlle (Want[1] && turn =~ A L whlle (want[O] && tu rmn ==wp) 3

Or turn.O Or turn.1




Peterson’s Mutex

Algorithm
Initially: want = {false, false}
Thread O Thread 1
want[0] = true .««--"".want[1] — true
turn =0
whlle (W%[O] && turn ==\_p) .

Or turn.O Or turn.1



Peterson’s Mutex

Algorithm
Initially: want = {false, false}
Thread O Thread 1
want[0] = true .««--"".want[1] — true
turn =0
whlle (W%[O] && turn ==\_p) .

Or tuy :O Or turn.1



Mutex w/Registers

Mutual exclusion does not require hardware synchronization

Peterson and Bakery use minimal number of registers

— Not Critical Section — L amport’s
T:want [ID] = 1; concurrent .

2: token[ID] =1 + max(token)‘/ Baxery Algorithm
3: want[ID] = O;

4: tor other = [D {

5:  while(want([other] == 1); _—concurrent

o: while(token|other] > O && (token[other]#other) < (token[ID]#ID);

7}

— Critical Section —
8: token[ID] =0



Mutex w/Registers

Mutual exclusion does not require hardware synchronization

Peterson and Bakery use minimal number of registers

— Not Critical Section — _amport’s

1: want [ID] = 1; concurrent .
2ielEnim ==t max(token)‘/ Bakery Algorithm
3: want[ID] = 0O;

4: tor other = [D {

5:  while(want([other] == 1): _—concurrent

0: while(token[other] > O && (token[other|#other) < (token[ID]#ID);

7} @#o, it Th.i saw token(i] < token|[j], can Th.| see

— Critical Section — token[j] < token[i] (with i still in critical section)?

8: token|ID] =0 f token[j] changes, it may only increase



Mutex w/Registers

Mutual exclusion does not require hardware synchronization

Peterson and Bakery use minimal number of registers

= Joo many variables? (and ever increasing counter values)

— Not Critical Sechon —

1: want [ID t -amports

W = concurren .
Bakery Algorithm

2. token_ID_ =1+ max(token)‘/ axery Algortt

3: want[ID] = O; - | . .

4: for other 1= ID { walt it anyone Iin the midst of taking token

5. while(want([other] == 1) __concurrent

0: while(token[other] > 0 && (token|[other]#other) < (token[ID]#ID);

7} Th.i waits @#5 for Th.] to complete writing its token

— Critical Section — @#2, so thatin case j < i, and both i and j get the

8: token|ID] =0 same value, Ih.I does not proceed to #6, where It

may Incorrectly win it write to token|j] is delayed.



stac ock-free”? \Wait-free”?
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new Il new 2
Th
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std::atomic<node<>"> top

void push(const T& data
node<I>* new_node = new node<I>(data);
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Non-shared
Each entity maintains a counter Logical Clock

= |ncrements every step, at its own pace

Interaction between entities is through messages

— | BelE =t colnier




type time

J
Request Critical Section: / /

Broadcast R = <request, local-time>
Add R to local-queue

Distributed Mutex

Enter Critical section (R)
if R.time has the lowest time value in local-queue .AND.
Have received some message from every other thread with m.time > R.time




type time Distributed Mutex

Request Critical Section: //

Broadcast R = <request, local-time>
Add R to local-queue

Enter Critical section (R)

if R.time has the lowest time value in local-queue .AND.
Have received some message from every other thread with m.time > R.time

Exit Critical section (R):
Remove R from local-queue
Broadcast <release> message to all

Recelve R
update(local-time)
f(R.type == request)
Add R to local-queue
Reply <ack, local-time>
f(R.type == release)
Remove R from local-queue




type time

Broadcast R = <reqguest, local-time
Add R to local-queue

Request Critical Section: //

>

Enter Critical section (R)

It R.time has the lowest time value |

N local-queue .AN

Have received some message fromn

Exit Critical section (R):
Remove R from local-queue
Broadcast <release> message to a

Distributed Mutex

if a request was made by another
thread with time < m.time, 1t must
nave been received before m

ol

every other thread with m.time > R.time

Receive R

update(local-time)
f(R.type == request)

Add R to local-queue

Reply <ack, local-time>

f(R.type == release)
Remove R from local-queue



Synchronization

- Synchronization primitives Review

= Memory fences and consistency

= [ ock/Mutex, Condition variables, Atomics, Test & Set, Fetch & Add, Compare
& Swap, Critical section, Barrier, Wait, Ordered

= Registers, Logical clocks, Peterson’s algorithm, Bakery algorithm, Distributed




