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Artificial Intelligence (AI) and Machine Learning (ML) have witnessed transformative growth over 
the past fifteen years, driven by deep learning, convolutional neural networks, transformer 

architectures, and the rise of large language models (LLMs).  This has enabled machines to 

understand and generate language and images in ways that were once unthinkable. The 

transformer architecture (2017) has revolutionized image analysis and synthesis, and 

natural language processing, by introducing attention mechanisms that capture long-range 

context. This has led to LLMs like ChatGPT, Llama and Gemini, which are capable of 

language translation, summarization, and content generation. Often trained on vast 

internet-scale data, these are adaptable to new tasks through prompt tuning. These 

technologies now power applications across domains like healthcare, law, education, 

creative arts, business, public services, and even autonomous systems; and several Indian 

agencies and startups are engaged in developing AI systems using local context for a 

variety of applications. 

Despite their impressive capabilities, these models come with serious limitations, 

especially in terms of reliability and fairness. Unlike traditional engineering systems, ML 

models rarely come with error bounds or correctness guarantees. Their accuracy is 

typically validated only on data similar to the training set, and not on real-world, shifting 

environments. This assumption—that data during deployment will resemble training 

data—often fails. Real-world data changes over situation and time (a phenomenon called 

distribution shift), yet detecting or adapting to these changes is difficult, especially after 

deployment.  

In fact, in many applications—particularly those involving unstructured data like images 

or text—it is difficult to even define the space of possible inputs. This makes 

probabilistic guarantees impossible and external validation challenging. Moreover, 

generative models are trained for coherence, and not for factual correctness. As a result, 

they can “hallucinate” plausible-sounding but false information. Such failures are hard to 

detect, especially for non-expert users, raising risks in high-stakes and safety-critical 

domains like medicine or autonomous systems. 

Moreover, the internal representations used by ML systems differ significantly from 

human cognition as adversarial attacks demonstrate, where imperceptible changes to 



input can cause confident misclassifications, revealing how brittle these systems can be 

under minor perturbations. The fact that the failure points of humans and machines are 

significantly different poses challenges for ethical deployment of AI systems in critical 

applications. 

On the fairness front, AI systems often inherit or amplify social biases embedded in the 

data. Even if sensitive attributes like caste, gender, or religion are not explicitly included, 

models can learn proxy variables that lead to discriminatory outcomes—known as 

disparate impact. In diverse societies like India, where large sections of the population 

are digitally underrepresented, this becomes especially problematic. Attempts to mitigate 

bias—whether through data preprocessing or algorithmic corrections—often reduce 

model accuracy and provide no guarantees of fairness. Research shows that under 

realistic conditions, it is mathematically impossible to guarantee equal fairness for all 

groups simultaneously. 

In conclusion, while AI offers immense potential for enhancing productivity, inclusion, 

and creativity, its use in public-facing applications demands extreme caution. These 

systems are best deployed where critical thinking can moderate their outputs—such as in 

exploratory research or for informed personal uses. For broader deployment, rigorous 

monitoring, context-aware evaluation, and strong institutional oversight are essential to 

ensure that these powerful tools do not become sources of harm or inequality. 

 
 


