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1 On EVM testing

1. It is well known that program testing can be used to show the presence of bugs, but never to show their
absence [Dijkstra, 1972]. If one finds a bug during testing then one can certainly conclude that the
system is faulty, but if one does not find a bug then one cannot conclude that the system is free from
faults. One cannot establish that an electronic voting system is secure by testing, and certification
will never provide a guarantee that a voting system is secure [Belanger, 2020, Pandey, 2017].

2. The problem of verification of a computer system such as an EVM at any point of time – one of
logically establishing its correctness instead of by testing – is in general intractable [Mercuri, 2007].
Indeed, various parts of the voting machine verification problem can be shown to be NP-complete
[Mercuri, 1992a]. Hence, EVMs cannot be logically proven to be perfectly secure.

3. In view of the above, verifying elections by conducting a mock poll using the same equipment later,
or by checking of the burnt memory or microcontrollers of up to 5% of the EVMs and VVPATs of an
Assembly constituency, are without any technical or statistical basis. None of these can establish the
correctness of an election beyond doubt.

2 On Software Independence and VVPATs

1. In view of the above, an electronic voting system needs to be software independent. This is not to say
that software or hardware cannot be used, but that the correctness of the election outcome cannot be
entirely dependent on their working correctly [Rivest, 2008, NDI, 2019].

2. Towards this end, Rebecca Mercuri first proposed the use of VVPATs (Voter-verified paper audit
trails) in electronic elections in 1992 [Mercuri, 1992b], as a means of keeping a check on the electronic
tally using an alternate method. VVPATs are now standard in electronic elections in India.

3 On election audit using VVPATs

1. There are well established, secure, and efficient methods called Risk Limiting Audits to audit elec-
tronic tallies using VVPAT counts [Stark and Wagner, 2012, verifiedvoting.org], that guarantee, with
high probability, that the declared outcome is what would have been obtained with a full VVPAT
count. Such audits are considered essential for integrity of elections [National Academies of Sciences,
Engineering and Medicine, 2018]. It certainly does not make sense to announce incorrect or doubtful
results efficiently.

2. However, for such audits to be trustworthy, it is essential that the VVPATs are truly voter verified.
Currently they are only voter seen, and it is difficult for a voter to raise a dispute if something is wrong.
It is well known that dispute resolution is impossible in purely electronic voting without hand-marked
paper ballots [Kaczmarek et al., 2013].

3. It is thus crucial that voters are able to obtain the VVPAT printouts and cast them in to a ballot
box using their own agency. There are standard ways to mitigate the risks of malicious voters casting
spurious ballots to discredit elections.
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4 On purely paper ballot based voting

If standalone EVMs are not verifiable, neither are the custody chain of paper ballots. There is no doubt
that use of technology, including mandatory time delays between successive votes and CCTV cameras, add
additional layers of protection against vote stuffing. Clearly, using both electronic voting and VVPATs, and
auditing each with the other is a statistically sound way, should be the best option. In addition, there needs
to be strict eligibility verification, to ensure that all registered votes are cast by legitimate voters, and that
any legitimate voter has cast only one vote [Agrawal et al., 2024].

The above are also the main recommendations of the Citizen’s Commission of elections in 2020 [Lokur
et al., 2022].
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