From Traces To Proofs: Proving Concurrent
Programs Safe

S. Arun-Kumar

(Joint work with Chinmay Narayan, Subodh Sharma, and Shibashis Guha)

Indian Institute of Technology Delhi

TASE-2016 S. Arun-Kumar From Traces To Proofs: Proving Concurrent Programs Safe



Overview

o Motivation

© Preliminaries

© Example

@ Overall Picture

e Optimizations

G Performance Evaluation
e Contribution

@ Remarks

TASE-2016 S. Arun-Kumar From Traces To Proofs: Proving Concurrent Programs Safe



TASE.2016 s Annkume T T e e e —



Example: Peterson’s Algorithm

» Example trace

flagi = true, flagr = true, turn = 0

while(true) do while(true) do

a. flagy = true p. flagy == true

b. turn:=2 q. turn:=1

A. assume(—flag, || turn =1); P. assume(—flagy || turn = 2);
CS1. cs:=1; CS2. cs = 2;

d. {4 :=cs; s. U :=cs;

e. flagy := false t. flag, := false

od od

Informal reasoning about the correctness of the mutual exclusion property
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Example: Peterson’s Algorithm

flagi = true, flagr = true, turn = 0
while(true) do while(true) do
a. flagy = true p. flagy == true
b. turn:=2 q. turn:=1
A. assume(—flag, || turn =1); P. assume(—flagy || turn = 2);
CS1. cs:=1; CS2. cs = 2;
d. {4 :=cs; s. U :=cs;
e. flagy := false t. flag, := false
od od

Informal reasoning about the correctness of the mutual exclusion property
@ When turn := 2 is the last write to variable turn
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Example: Peterson’s Algorithm

flagi = true, flagr = true, turn = 0
while(true) do while(true) do
a. flagy = true p. flagy == true
b. turn:=2 q. turn:=1
A. assume(—flag, || turn =1); P. assume(—flagy || turn = 2);
CS1. cs:=1; CS2. cs = 2;
d. {4 :=cs; s. U :=cs;
e. flagy := false t. flag, := false
od od

Informal reasoning about the correctness of the mutual exclusion property
@ When turn := 2 is the last write to variable turn
@ When turn := 1 is the last write to variable turn
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Overall Partitioning Algorithm

)
)

TASE-2016

Program is Safe

Yes

S Empty? Pick a Trace from § AFA Generation

S=S-AFA

SC Trace | Set of traces (S)
Generatio:

Is Safe?

No
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Some Preliminaries: Weakest Preconditions

wp(8S, @) is the largest set of states from where the execution of the
statement S halts in a state satisfying ¢.

Weakest Preconditin ¢ Postcondition ¢
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Some Preliminaries: Weakest Preconditions

wp(8S, @) is the largest set of states from where the execution of the
statement S halts in a state satisfying ¢.

Weakest Preconditin ¢ Postcondition ¢

ewp(x:=a+1,x>5)=a+1>5
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Some Preliminaries: Weakest Preconditions

wp(8S, @) is the largest set of states from where the execution of the
statement S halts in a state satisfying ¢.

Weakest Preconditin ¢ Postcondition ¢

ewp(x:=a+1,x>5)=a+1>5
o wp(assert(y),¢) =¢ A ¢
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Some Preliminaries: Weakest Preconditions

wp(8S, @) is the largest set of states from where the execution of the
statement S halts in a state satisfying ¢.

Weakest Preconditin ¢ Postcondition ¢
e wp(x:=a+1,x>5)=a+1>5

o wp(assert(y),d) = A ¢
o wp(assume(v)),d) =¥ A ¢
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Some Preliminaries: Alternating Finite Automata

o lang(sy)=cb*

/ o lang(s3)=cb* + b

o lang(s;)=acbh*
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Example trace and its AFA construction

Example trace o

a. flagy ;= true
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. ¢s:=2
CS1. ¢s:=1
S. ly:=cs
assert(f, = 2)

Let Z be an initial condition. Then show that wp(c, =(¢2 =2)) A Zis
unsatisfiable J
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Step 1

a. flagy := true
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true
q. turn:=1 _‘(62 = 2) 3
P. assume(—flag; || turn = 2);
CS2. ¢s:=2
CS1. cs:=1 s
s. ly:=cs
assert(f, = 2)
TASE-2016 S. Arun-Kumar
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Step 2

a. flagy ;= true
b. turn:=2 5 | =(cs = 2) 3
A. assume(—flagy || turn = 1);
p. flagy := true
q. turn:=1 s
P. assume(—flag; || turn = 2);
CS2. cs:=2
CS1. cs:=1 — =l =2)7
s. b:=cs
assert((y = 2) 5
Note that wp(s, =(¢2 = 2)) = —(cs = 2)
TASE-2016 S. Arun-Kumar
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Step 3

3 | true 7

a. flagy := true %_—51
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true 52| (s =2)7
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. ¢s:=2 [s
CS1l. cs:=1
s. ly:=cs

assert(f, = 2) — =l =2)7

S1
Note that wp(c, =(cs = 2)) = true
TASE-2016 S. Arun-Kumar
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Step 4

3 | true 3 ;2
a. flagy := true P—Sl
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true 5| (s =2)7
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. cs:=2 ]s
CS1l. cs:=1
s. ly:=cs
assert(l = 2) —(fr=2)7
S1
Note that wp(CS2, true) = true
TASE-2016 S. Arun-Kumar
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Step 5

sS4 | —flagy 2 s5 | turn=27

,& /
—flagy v 2
= fturn=2 j

[CSI

2| ~(cs=2)7

S1

Note that wp(P, true) = (flagy = 0||turn = 2)

a. flag; ;= true
b. turn:=2
A. assume(—flagsy || turn = 1);
p. flagy := true
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. ¢s:=2
CSl. cs:=1
s. ly:=cs
assert({y = 2)
TASE-2016 S. Arun-Kumar
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Step 6

a. flagy := true
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. ¢s:=2
CS1. cs:=1
s. ly:=cs
assert(lz = 2)
TASE-2016 S. Arun-Kumar

sS4 | —flagy

—flagy
[[turn =2
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Step 7

sy | —flagy
a. flagy := true
b. turn:=2
A. assume(—flagy || turn = 1); o
p. flagy := true ||turn = 2
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. ¢s:=2
CSl. es:=1
s. lp:=cs
assert(f, = 2)
S1
TASE-2016 S. Arun-Kumar
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Step 8

a. flagy := true

b. turn:=2

A. assume(—flagy || turn = 1);
p. flagy := true

q. turn:=1

P. assume(—flag; || turn = 2);
CS2. cs:=2

CS1. cs:=1

s. ly:=cs

assert(f, = 2)

TASE-2016 S. Arun-Kumar

—flagz
|[turn =1

~flagiA
(—flagz
[[turn = 1)
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Step 9

~flagy
||turn =1

flagy := true 57 ~flags
turn = 2
assume(—flagy || turn = 1);
flagy := true s
turn ;=1
assume(—flag; || turn = 2);
S2. cs:=2
S1. cs:=1
ly = cs

assert(l, = 2)

~flagi A
(~flag
||turn = 1)

—flagy
|[turn =2

P QQUeT BT
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Step 10

a. flagy := true
b. turn:=2
A. assume(—flagy || turn = 1);
p. flagy := true
q. turn:=1
P. assume(—flag; || turn = 2);
CS2. cs:=2
CS1. cs:=1
s. ly:=cs
assert(f, = 2)
TASE-2016 S. Arun-Kumar
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su | false

~flags
turn =1

—flagy
|| turn =2
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AFA constructed from the given _

—flagi\
(—flagz
|[turn = 1)

—flagy
|[turn =1

@E

||turn =2
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Weakest precondition generation from this AFA

false 7
a
A
ﬂ —flagy 3 false turn =1 34’11 false 3511
ey
—flagi\
r Sy (—flagz *> ~flagz A2

|[turn =1

||turn = 1) b
/ 59 \ Q
. ~flag: 3@
s c —flay v
6= A A== 2 s =
st 5 K P, a(,g,A
53
3 9 5
turn = 2 —/ false 7_false

S6
S5
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Weakest precondition generation from this AFA

b false 7
a

" S12 S10 Q

ﬂ “ﬂagl 3 false turn =1 i’ false 3511

—flagi\

r Sq (—flagz —flag, ¥

|[turn =1

||turn = 1) b
e G
. ~flag: 3@
s c ~fla, v
6= A A== 2 s =
st 5 K P, a(,g,A
53
3 9 5
turn = 2 —/ false 7_false

S6
S5
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Weakest precondition generation from this AFA: Final

b false ?
a

a S12 S10 Q
p.q

ﬂ —*f/ag1 d false turn = 17— false 3511

—flagi\

s (~fiags —flag, v

[turn =1

r
|[turn = 1)
¢ Q
c —flagy v

S
— (lp=2) 1 (s =2) 1 =2 |

* 0
3 9 3
turn = 2 —/ false 7_false

)

So
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Overall Picture

@ Let A, -4 be the AFA constructed from the trace o and the safety
assertion —¢

@ Let 7 be the annotation that flows to the initial state then

@ For every word ¢’ accepted by the AFA A, -4

Theorem 1: wp(rev(c’), ~¢) is same as

@ rev(o) is also accepted by the AFA A, 4

@ If ©» A Z is unsatisfiable then Safe to exclude the words of this
automaton from safety checking
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Overall Picture

@ Let A, -4 be the AFA constructed from the trace o and the safety
assertion —¢

@ Let 7 be the annotation that flows to the initial state then

@ For every word ¢’ accepted by the AFA A, -4

Theorem 1: wp(rev(c’), ~¢) is same as

@ rev(o) is also accepted by the AFA A, 4

@ If ©» A Z is unsatisfiable then Safe to exclude the words of this
automaton from safety checking

Optimizations to increase the set of accepted words but preserving
Theorem 1
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Optimization 1: Conversion from Universal to Existential
states

b false 3
a

a S12 s10 Q

ﬂ ﬂf/ag1 3 false turn = 12— (false 7511

- flag1 A
(—flags

Annotation (wp) will remain false
even after converting it to an existential state

—flag, v
|[turn =1

|[turn = 1) ab
A
3 ¢ —flagy %

= 3*>S hal = —
— ~(=2) (es=2) lturn—=2 | %

A
turn =2 39 false 3@

)

S
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Optimization 2: Adding Extra Edges _

DL

turn =17 b @3511

—flagiA
(~flagz
||turn = 1)

51 2
4‘@:2)3;‘ —(cs =2) H
Case)

So

Label g in Peterson’s algorithm is turn := 1 J




Optimization 2: Adding Extra Edges

a
/ S0 Q
b 3
—flagy 7 false turn = 1 — | false 7511
/ N / D)

—flagi A\
(—flags

—flag, v
[[turn =1

O ||turn = 1)
g - / ORISR 0
3 s 3 c —flagy 3

AL =2T (A= FHA G, T .

: 0
3 9 3
turn = 2 /| false @

:

Label g in Peterson’s algorithm is turn :=1
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Performance Evaluation- Time in Seconds

Program ProofTraPar | THREADER[GPR11] | Lazy-CSeq[ITF14]
Peterson.safe 0.3 3.2 3.1
Dekker.safe 1.1 1.7 4.2
Lamport.safe 2.4 47 5.1
Szymanksi.safe 3 12.8 4
TimeVarMutex.safe 0.76 8.56 4.2
RWLock.safe (2R+2W) 8.8 140 6.7
RWLock.unsafe (2R+2W) 3.8 153 0.7
Qrcu.safe (2R+1W) 20 - 41
Qrcu.unsafe (2R+1W) 13.8 76 1.1
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Contribution

@ A novel algorithm to directly construct an AFA to give a sound and
complete verification algorithm

@ Demonstrated the feasibility of trace partitioning approach by
implementing and comparing it against state-of-the-art tools
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Remarks

@ Trace partitioning and Partial Order Reduction

@ Comparison to inductive Data Flow graph(iDFG) proposed in Farzan
et.al [FKP13]

o iIDFG Converted to AFA for set theoretic operations

o No implementation hence difficult to compare the cost of direct AFA
construction vs iDFG to AFA construction

TASE-2016 S. Arun-Kumar From Traces To Proofs: Proving Concurrent Programs Safe



Thank You
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