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Read the chapter on the applications of congruences. J
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Number Theory and Cryptography

Cryptography

@ One of the main tasks in Cryptography is secure
communication.

v M = Dg(C)
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Key exchange protocol

@ The above picture shows a symmetric scheme.

@ How do you construct such a scheme?
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Number Theory and Cryptography

Cryptography

@ The main issue with symmetric schemes is key distribution.
@ The picture below shows an alternate mechanism known as
Public key encryption.

Step 1: Give your public Step 2: Sender uses your public
key to sender. key to encrypt the plaintext.
®
..... > —
plaintext ciphertext
encryption H
i
| Step 3: Sender gives Step 4: Use your private key (and
the ciphertext to you, passphrase) to decrypt the ciphertext.

ciphertext plaintext
decryption

Ragesh Jaiswal, CSE, IIT Delhi ACOL1002: Discrete Mathematical Structures



Number Theory and Cryptography
Cryptography

@ How do we construct a public key encryption scheme?
@ The description of a public key encryption scheme involves
defining three procedures.
o Gen: This generates the public-key, secret-key pair (pk, sk).
o Encrypty(M): This takes as input a message and then uses
just the public key to generate a cipher text.
o Decrypts(C): This takes as input a cipher text and uses the
secret key to generate the message.
@ The correctness property that should hold for the above
procedures is:

Decrypts(Encryptp(M)) = M.
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Number Theory and Cryptography
Cryptography

@ Consider the following scheme:

o Gen: Find large n-bit primes p, g (n is usually 1024). Let
N = pg and ¢(N) = (p — 1)(g — 1). Find integers e, d such
that ed = 1 (mod ¢(N)). Output (pk, sk), where

pk=(N,e) and sk=(N,d)

o Encrypto(M): Output M (mod N).

o Decrypt(C): Output C? (mod N).
@ This is popularly called the RSA scheme. This is named after
its inventors Ron Rivest, Adi Shamir, and Leonard Adleman.

@ Does the correctness property hold for the above scheme?
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Number Theory and Cryptography

Group Theory

Definition (Group)
A group is a set G along with a binary operator - for which the following
conditions hold:
@ Closure: Forall g,he G, g-heG.
@ Identity: There exists an identity e € G such that for all g € G,
e-g=g-e=g.
© Inverse: For all g € G, there exists an h € G such that
g-h=e=h-g. Such his called an inverse of g.
@ Associativity: For all g1,8,83 € G, (g1-82) g3 =g1- (g2 &3).

Definition (Finite Group)

When a group G has finite number of elements, then we say that it is a
finite group of order |G].

4

Definition (Abelian Group)

Gis called an abelian group if it is a group and also satisfies the following
condition:

o Commutativity: Forall g,he G, g-h=h-g.
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Number Theory and Cryptography
Group Theory

@ Exercise 1: Identity element in any group is unique.
@ Exercise 2: Every element in any group has a unique inverse.

o Exercise 3: Let G be a group and a,b,c € GIfa-c=b-c,
then a = b. In particular, is a- ¢ = ¢, then a is the identity
element.
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End )
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