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Cyber-Physical Systems

Smart Home Smart Mobility Smart City

(Small-Scale) (Medium-Scale) (Large-Scale)
‘I'm in your baby’s Hackers Mirai botnet: How
room’: A hacker remotely kill a * CCTV cameras
took over a baby Jeep on the almost brought

monitor highway down the internet

@ Discover and mitigate security and privacy vulnerabilities @



Security Overhead:
Oth Gen i7 Processor, 16 GB RAM

Encryption Algorithm Key Length (blts Block Length (blts

AES-CBC
RSA 2048 5.0 2048

Authentication Algorithm | Key Length (blts Tag Length (blts)

AES-CMAC
SHA3-HMAC 128 0.1 256
RSA-SHA3 2048 50.0 2048

ECDSA-SHA3 256 2.0 512



Resource-Constrains in CPS Devices

Smartphone Constrained CPS
Device Device

Computation (Clock Frequency) 2 GHz 20 MHz
Communication (Packet Length) 16 KB 16 B
Storage (RAM) 4 GB 4 KB

Securing a short message with encryption and/or authentication on a
constrained device may take a few seconds. Impractical?



Lightweight and Robust Methods

Cryptography Machine Learning



Research Problems in Smart Home

o Attacks and adversarial attack-resilient detection in Bluetooth and WiFi network

« Adversarial attack-resilient speech recognition




Smart Home Testbed
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Demo: Spoofing Information from Oura Ring
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Research Problems in Smart Mobility

» Attacks and adversarial attack-resilient detection in automotive network

» Drone attestation and policy enforcement




Automotive Simulator
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Automotive Attack Example




Research Problems in Smart City

* Robustness against malicious users and base stations in 5G network

 Privacy-sensitive (e.g., biometrics) data storage

« IRCTC network security analysis
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Private 5G Network

Supported RF device list: UHD file

Trying to open RF device 'UHD'

[INFO] [UHD] linux; GNU C++ version 11.2.8; Boost_187488: UHD_4.1.8.5-3
[INFO] [LOGGING] Fastpath logging disabled at runtime.

Slsetup failed

Failed to initiate S1 connection. Attempting reconnection in 1@ seconds
51 Setup Failure. Cause: misc - unknown-PLMN

Opening USRP channels=1, args: type=b2@@,master_clock_rate=23.084e6
[INFO] [UHD RF] RF UHD Generic instance constructed

[INFO] [B2@@] Detected Device: B21@

[INFO] [B28B@] Operating over USB 3.

[INFO] [B2@@] Initialize CODEC control...

[INFO] [Bz@@] Initialize Radio control...

[INFO] [Bzee]l Performing register loopback test...

[INFO] [B2e®] Register loopback test passed

[INFO] [B2B@] Performing register loopback test...

[INFO] [B2B@] Register loopback test passed

[INFO] [B28@] Asking for clock rate 23.048080 MHz...

[INFO] [B28B@] Actually got clock rate 23.848080 MHz.

RF device 'UHD' successfully opened

==== gNodeB started ===

Type <t> to view trace

Setting frequency: DL=1845.8 Mhz, UL=1758.8 MHz for cc_idx=8@ nof_prb=58
gRACH: tti=7651, cc=@, pci=1, preamble=44, offset=1, temp_crnti=0x46
Disconnecting rnti=@x46.

Stopping ..

exiting
dell@whitepaper:~/srsRAN/srsenb$ nano enb.conf
dell@gwhitepaper:~/srsRAN/srsenbs nano rr.conf
dell@gwhitepaper:~/srsRAN/srsenb% l

OnePlus

Termux

Screen
Recorder




Lightweight and Robust Methods

Cryptography Machine Learning

Adversarial Attack Resilience
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Image Classification Example

+ .007 x
: T+
* sign(V=J(6,2,y)) esign(VzJ(0,z,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
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Adversarial Attack Example:
Face Recognition




Adversarial Attack Example:
Safety-Critical Decision Making




Adversarial Attacks in Networks

 Goal

« Evade intrusion detection system during the inference phase

 Methodology

« Make carefully crafted perturbations in packets
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Problem: Where and How to Perturb?

 What exist?
 Perturbation added to pixels

* What we need?
» Perturbation added to packets

* Fundamental Issue
* Pixels # Packets
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Attack Demo: Compromising RPM Meter

Required Tools

Real Car (2010 Impala)
Custom Connectors
Arduino Boards
Oscilloscope

Required Skills

Reverse-Engineering
Application-Layer Protocol
MAC-Layer Protocol
Physical-Layer Protocol
Machine Learning
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Thank you!

Vireshwar Kumar
viresh@cse.iitd.ac.in

http://www.cse.iitd.ac.in/~viresh/

¢ Indian Institute of Technology Delhi
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