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Cyber-Physical Systems
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Smart Home

(Small-Scale)

Smart Mobility

(Medium-Scale)
Smart City

(Large-Scale)

Mirai botnet: How 

CCTV cameras 

almost brought 

down the internet

Hackers 

remotely kill a 

Jeep on the 

highway

‘I’m in your baby’s 

room’: A hacker 

took over a baby 

monitor

Discover and mitigate security and privacy vulnerabilities



Security Overhead: 
9th Gen i7 Processor, 16 GB RAM

Authentication Algorithm Key Length (bits) Execution Time (ms) Tag Length (bits)

AES-CMAC 128 0.2 128

SHA3-HMAC 128 0.1 256

RSA-SHA3 2048 50.0 2048

ECDSA-SHA3 256 2.0 512
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Encryption Algorithm Key Length (bits) Execution Time (ms) Block Length (bits)

AES-CBC 128 0.5 128

RSA 2048 5.0 2048



Resource-Constrains in CPS Devices 

Smartphone
Device

Constrained CPS 
Device

Computation (Clock Frequency) 2 GHz 20 MHz

Communication (Packet Length) 16 KB 16 B

Storage (RAM) 4 GB 4 KB
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Securing a short message with encryption and/or authentication on a 
constrained device may take a few seconds. Impractical? 



Lightweight and Robust Methods
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Machine LearningCryptography



Research Problems in Smart Home

• Attacks and adversarial attack-resilient detection in Bluetooth and WiFi network

• Adversarial attack-resilient speech recognition
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Smart Home Testbed
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Demo: Spoofing Information from Oura Ring
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Research Problems in Smart Mobility

• Attacks and adversarial attack-resilient detection in automotive network

• Drone attestation and policy enforcement
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Automotive Simulator
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Automotive Attack Example
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Research Problems in Smart City

• Robustness against malicious users and base stations in 5G network 

• Privacy-sensitive (e.g., biometrics) data storage

• IRCTC network security analysis
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Private 5G Network
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Lightweight and Robust Methods
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Machine Learning

Adversarial Attack Resilience

Cryptography



Image Classification Example
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Adversarial Attack Example: 
Face Recognition
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Adversarial Attack Example: 
Safety-Critical Decision Making
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Adversarial Attacks in Networks

• Goal
• Evade intrusion detection system during the inference phase

• Methodology
• Make carefully crafted perturbations in packets
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Problem: Where and How to Perturb?

• What exist?
• Perturbation added to pixels

• What we need?
• Perturbation added to packets

• Fundamental Issue
• Pixels ≠ Packets
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Attack Demo: Compromising RPM Meter
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Required Skills

Reverse-Engineering

Application-Layer Protocol

MAC-Layer Protocol

Physical-Layer Protocol

Machine Learning

Required Tools

Real Car (2010 Impala)

Custom Connectors

Arduino Boards

Oscilloscope



Thank you!

Vireshwar Kumar

viresh@cse.iitd.ac.in

http://www.cse.iitd.ac.in/~viresh/
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