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Quantum Computation
Phase estimation — Order finding — Factoring

Factoring

Given a positive composite integer N, output a non-trivial factor of N.

o We will solve the factoring problem by reduction to the order
finding problem.

o Theorem 1: Suppose N is an L bit composite number, and x is a
non-trivial solution to the equation x> = 1 (mod N) in the range
1< x < N, that is, neither x =1 (mod N) nor
x = —1 (mod N). Then at least one of gcd(x — 1, N) and
gcd(x + 1, N) is a non-trivial factor of N that can be computed
using O(L3) operations.

o Theorem 2: Suppose N = pi*...p%m is the prime factorisation of
an odd composite positive integer. Let x be an integer chosen
uniformly at random, subject to the requirement that
1< x<N-—1and x is co-prime to N. Let r be the order of x
modulo N. Then

1
Pr[r is even and x/? # —1 (mod N)] > 1 — om
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Quantum Computation

Phase estimation — Order finding — Factoring

Factoring
Given a positive composite integer IV, output a non-trivial factor of N.

Quantum Factoring Algorithm

1. If N is even, return 2 as a factor.

2. Determine if N = aP for integers a, b > 2 and if so, return a.

3. Randomly choose 1 < x < N — 1. If ged(x, N) > 1, then return
ged(x, N).

4. Use the Quantum order-finding algorithm to find the order r of x
modulo M.

5. If r is even and x'/2 # —1 (mod N), then compute

p = gcd(x"/? —1,N) and g = ged(x'/?2 4+ 1, N). If either p or g is a
non-trivial factor of N, then return that factor else return “Failure”.
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