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ABSTRACT
Protecting the privacy of crowd workers has been an impor-
tant topic in crowdsourcing, however, task privacy has largely
been ignored despite the fact that many tasks, e.g., form dig-
itization, live audio transcription or image tagging often con-
tain sensitive information. Although assigning an entire job to
a worker may leak private information, jobs can often be split
into small components that individually do not. We study the
problem of distributing such tasks to workers with the goal of
maximizing task privacy using such an approach.

We introduce information loss functions to formally mea-
sure the amount of private information leaked as a function
of the task assignment. We then design assignment mecha-
nisms for three different assignment settings: PUSH, PULL
and a new setting Tug Of War (TOW), which is an inter-
mediate approach that balances flexibility for both workers
and requesters. Our assignment algorithms have zero privacy
loss for PUSH, and tight theoretical guarantees for PULL.
For TOW, our assignment algorithm provably outperforms
PULL; importantly the privacy loss is independent of the
number of tasks, even when workers collude. We further an-
alyze the performance and privacy tradeoffs empirically on
simulated and real-world collusion networks and find that our
algorithms outperform the theoretical guarantees.
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INTRODUCTION
Crowdsourcing, a term first coined by Wired magazine in
2006, is “the act of taking a job traditionally performed by
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a designated agent (usually an employee) and outsourcing it
to an undefined, generally large group of people in the form
of an open call.” [18] Often, companies have large volumes
of relatively simple jobs which can be easily completed by
humans but not (yet) computers; e.g., image labelling, object
recognition, video tagging, text digitisation or translation and
transcription.

However, given the fact that there is little control over crowd
workers, revealing private information can have risks and in-
formation contained in tasks has been a target of malicious
attacks [16, 17]. For example, a worker (or worse – a col-
luding group of workers) may be able to decipher the name
and prescription on a medicine bottle given an image to label,
or steal the identity of a person from a form in a transcrip-
tion task [14]. There are often ethical, institutional, financial
or legal reasons to preserve private information embedded in
tasks, especially with user sourced or healthcare data. For
example, crowdsourcing the evaluation of standardised tests
can be problematic since student work is protected by privacy
laws [7]. Such legal issues or business best practices (such as
six sigma) mean that along with practical safety, theoretical
guarantees are necessary. Even if we construct algorithms
that perform well in practice, legal and ethical considerations
must be satisfied before implementation in real world appli-
cations, making theoretical guarantees a prerequisite in many
scenarios. Traditional approaches for achieving data security,
such as encryption, do not work here since a crowdworker
must have access to some data in order to complete their task.
Similarly, recent approaches towards data privacy such as k-
anonymity and differential privacy cannot be applied since
they function by processing of the data (e.g., by modifying
some of the entries in a database) whereas when crowdsourc-
ing we are still in the process of acquiring the data.

Instead, we use the following insight: if the private data is
broken down into enough components, no single component
would allow the worker to reconstruct the original content
of the data. In this manner, we can prevent the release of
private information while still releasing all of the data. As
long as no single worker has access to multiple components,
privacy is maintained. Such approaches have been used in
practice, e.g., for digitisation tasks; however, no formal guar-
antees have been provided. Moreover, all proposed solutions
of this form assume that there is no collusion between work-



ers. We instead provide a solution for cases with a known un-
derlying collusion network in which nodes collude with their
neighbours. For common assignment settings our approach
works for such graphs that have maximum degree in o(

√
n),

where n is the number of workers, and tasks that can be split
into o(

√
n) components.

Our Contributions
In this work, we address the challenge of creating and posting
tasks on a crowdsourcing platform while maintaining privacy
with respect to task content. We consider a generic class of
tasks where each task can be split into multiple components
such that each component can be independently completed by
a crowdworker, and no single component leaks confidential
information.1 We make three main contributions:

1. We formalise the notion of a information loss I, and intro-
duce the Reliable Information Ratio IRIR as a flexible and
robust metric of effective information loss.

2. We consider two common task assignment settings (PUSH
and PULL) and introduce a third hybrid setting (TOW),
and present task assignment algorithms for all three. We
provide theoretical guarantees and analyse their tradeoffs
as a function of the collusion network and task properties.

3. We empirically evaluate our algorithms on the class of
Watts-Strogatz collusion graphs, and a real-world social
network.

Rekatsinas et al. [40] consider partitioning large data
amongst adversarial data centres and state that assuming no
collusion is “necessary in application domains that require re-
lease of private user information”. Hence, the fact that we can
provide any bounds on the amount of information lost when
collusion occurs is of interest. Moreover, the TOW assign-
ment setting should be of independent interest; it would be
simple for a platform to implement, would not change the
worker or requester experience, and could allow for better
guarantees including, but not limited, to privacy.

APPROACH

Private Information Loss
We first introduce a general definition of information loss
which can be adapted to specific domains. We call a sin-
gle unit of private information a gem. The exact definition
will be domain specific and depend on the type of informa-
tion which is to be protected; e.g., the identity of a person in
a photograph, the matching of an illness to a patient, uncov-
ering the grade of a student. We define an information loss
function I : A → R+ as a mapping from a given assignment
of tasks to workers A ∈ A to a measure of the number of
gems lost. The ideal scenario would be to have an assign-
ment mechanism that produces an assignment A? such that
A? = argminA∈AI(A). When not attainable, we instead pro-
vide theoretical guarantees that upper bound the information
lost when using our assignment mechanism.

1We assume that multiple jobs are independent; i.e., no sensitive in-
formation can be gleaned from components that come from different
jobs. Our approach (with appropriate modifications to the guaran-
tees) can be extended to the dependent case.

Intuitive information loss functions exist, such as the number
of gems revealed (we call this I1). More complex metrics can
also be used; in this paper we study an additional information
loss function IRIR that captures the effective information loss
in settings where the identification of a gem is a noisy process.

Collusion Networks
Recent evidence has shown that crowdworkers may collude
maliciously [46]. In a collusion network, vertices are crowd-
workers and edges represent a pair of workers that can col-
lude, i.e., share task content and, hence, collectively discover
gems. Here, we will assume that collusion means every
worker has access to it’s neighbours datasets, which is reason-
able in practice [11]. If collusion is possible between vertices
up to distance k, we can simply take the augmented graph
G + G2 + · · · + Gk.

The social network graph of crowd workers can be inferred in
a worst-case manner (i.e., over-estimating link probabilities)
using information such as location, interests and groups [24,
48]. Such information about crowdworkers is surprisingly
easy to attain, even in restrictive settings [31]. Alternatively,
we could use a more restricted platform (such as an actual
social network), or use auxiliary information about workers
(such as their expertise, and past performance) to construct
such a graph [5, 42, 19]. We might have an overestimate
of the collusion network, but we can use it as a worst-case
scenario in order to provide the strongest possible guarantees.
Of course, if the whole graph is colluding (such as a fully
connected graph), we have no hope of giving a good privacy
guarantee. However, in social networks it is believed that the
degree is O(log(n)), which more than suffices for guarantees.

Recall that the information loss is a function of the task as-
signment. If there is no collusion, the information loss does
not change if we permute the assignment. However, with col-
lusion the topology of the network comes into play and the
assignment mechanism must take it into account.

Assignment Settings
Our main results fall into three categories of assignment set-
tings. Different crowdsourcing paradigms allow different
amounts of control over 1) the selection of a worker, and 2)
the assignment of a task. We consider three such settings
which capture the essence of the available degrees of free-
dom.

The PULL setting is common in microtask assignment, pop-
ularised by platforms such as Amazon Mechanical Turk. In
this setting, tasks are posted in a queue, and crowd workers ar-
rive in an online manner and “pull” a task off the queue. The
requester cannot directly control which worker gets which
task, other than potentially placing a blanket ban on a certain
kind of worker, e.g., with geographic or reputation-based re-
strictions, or limit the number of tasks a single worker can ac-
cept. Given the restrictiveness of this setting, the best strategy
we can hope for is simply to randomise the order of the tasks
in the queue. By connecting this assignment algorithm to the
well-studied balls-and-bins problem, we can upper bound in-
formation loss with high probability.



PUSH is the traditional employment setting where an em-
ployer has all the tasks and workers, and can assign a task to
any worker (who may have a work capacity). We show that
zero information is lost, as long as there are enough work-
ers. The lower bound on the number of workers depends
on the topology of the collusion network (which we assume
is known). We prove that we require roughly m∆ workers,
where ∆ is the maximum degree of the network and m is the
number of components in a task. Importantly, this bound does
not depend on the number of tasks to be crowdsourced. Em-
pirically, our algorithms perform even better and the number
of workers required seems to depend on the average rather
than the maximum degree.

We introduce a hybrid setting, which we call “tug-of-war”
(TOW), that interlaces worker and requester preferences
(similar in spirit to [9]). Workers arrive in an online man-
ner (as in PULL) and must be assigned a task, but the task
can be chosen depending on the worker’s attributes (as in
PUSH). Hence, we can use their history, or social graph etc.
to minimise I. Allowing the hybrid TOW assignment setting
would require one additional layer (already present in some
platforms) that gathers information about crowdworkers, ei-
ther through verified social networks, financial information,
or task history. The problem in this case is that when we
are almost out of tasks, our options are limited and we may
be forced to assign multiple components of the same task to
a single worker (or to neighbouring workers). However, we
show that this can only occur roughly C∆ times where C is
the maximum number of times a worker arrives. The above
bound can be large. However, while not achieving optimality
as with PUSH, the number of gems lost is still independent of
the number of tasks. This is a strong contrast to PULL where
the dependence is linear. Hence, this task assignment setting
proves to be a good compromise between PUSH and PULL,
and is of practical interest when privacy is a concern in crowd-
sourcing. More generally, we expect the added flexibility to
the requester while maintaining the freedom for workers to
arrive at will strikes a natural balance which could be useful
to applications beyond privacy where requesters can use the
worker’s task history to their advantage when assigning tasks.

RELATED WORK
Crowdsourcing is of growing public interest and has estab-
lished itself in mainstream business practice and research
methodology, using a variety of methods to engage humans
to solve large or complex problems. Parts of almost all large
jobs can be split into simpler tasks and crowdsourced [25].
This has been especially popular in areas such as docu-
ment processing [22], data labelling [6], audio transcrip-
tion/translation, judging the relevance of search results and
many others that require minimal skills. Moreover, there are
many frameworks that allow tasks to be completed on online
marketplaces [26].

There is an increasing concern and study of the privacy of in-
dividuals in online social networks [15], and more recently,
of crowd workers [31]. Also, a number of questions have
been raised about the privacy of the information in tasks to be
crowdsourced [22]. A bottleneck to the expansion of crowd-

sourcing to many domains has been the privacy of the data
given to workers [27, 50]. An analysis of Amazon’s Me-
chanical Turk found it vulnerable to coordinated attacks by
crowdworkers [30]. There are many platforms that assist
users in their daily lives such as Solent which helps edit doc-
uments, or PlateMate that informs users of the calorie con-
tent of food through user uploaded pictures. These systems
use the power of the crowd but operate on possibly sensitive
user generated content [29]. Some protocols that trade perfor-
mance and quality of work with privacy have been proposed
and studied [20]. For example, specialised approaches exists
that degrade the quality of images to be labelled using noise
and random perturbations [45], while [14] blurs videos so that
crowdworkers can not identify faces. Some approaches that
provide k-anonymity and differential privacy have been pro-
posed [51, 41] but these require processing of the data which
is often not possible. For example, anonymising form data
before crowdsourcing transcription would require knowledge
of data filed in forms, which would only by available after
transcription.

Simultaneously, there have also been many advances in
matching users to tasks, to better improve the work qual-
ity [43, 23, 12]. We extend this idea, of using some min-
imal information about users, to actually preserve data pri-
vacy. [40] considers the related problem of data sharing, and
presents a framework for partitioning private data across mul-
tiple non-colluding adversaries with the goal of distributing
data such that an adversary cannot glean any private infor-
mation. However, their focus is on partitioning the data set
into components; we instead assume such a partition is given
or easy to attain, but that we may be forced to give workers
multiple components.

APPLICATIONS
Along with healthcare related applications, any crowdsourc-
ing task that is based on user generated content along with
many miscellaneous applications such as labelling of satel-
lite imagery, or reviewing closed circuit videos, are tasks
that would benefit from crowdsourcing but deal with sensi-
tive data.

Form digitisation in the context of crowdsourcing has been
widely studied, due in part to its wide use in industry [32,
8]. Insurance forms are often handwritten and need to be
digitised (2009’s HITECH Act alone sanctioned over 20
billion dollars as stimulate to encourage electronic health
records[4]). The number of such forms can be large, has high
variance, and require little to no skilled labor [37] making
it ideally suited for crowd work. However, health insurance
forms could reveal very sensitive information about a patient.
In the US, the Health Insurance Portability and Accountabil-
ity Act (HIPAA) guarantees privacy to patients, and outlines
very stringent requirements for processing of healthcare re-
lated forms [36], which is a significant barrier for crowd-
sourcing.

Concretely, if we distribute the contents of a form such that
one worker get the first name of the patient, another gets the
last name of the doctor, another gets the billing code and so
on, then workers have no context and thus have no private



Figure 1. An example insurance form.

information. Figure 1, shows a snippet of a patient record,
which is split into components so that it can be digitised.
Fields with the same color form a component. For example,
the pink fields include Birthdate and Sex. These together do
not reveal any personal information. However, if you com-
bine this with the name from the blue fields, then we could
learn who was admitted to a hospital. If all the components
are digitised separately, they can be combined to give the
complete digitised form. Note that the number of such parts
into which a task can be split obviously needs to be less than
the number of workers to guarantee perfect privacy; other-
wise we necessarily have to assign multiple parts of the same
task to at least one worker. For our results, we assume that the
number of parts is o(

√
n) where n is the number of workers.

In practice, we expect the number of parts to be in the 10s for
a task, while the number of workers is conservatively in the
10000s (for example, Amazon Mechanical Turk has over half
a million workers).

The application of our techniques will of course be domain
specific but can be done in a number of different ways; for
example, splitting tasks temporally may be of interest. In a
system such as PlateMate [34], a single picture from a user
may not compromise privacy, but a week’s pictures together
may reveal information about a user’s location or habits. Sim-
ilarly, in audio transcription or translation, crowdworkers get-
ting a single word or phrase to transcribe won’t learn any
personal information. Crowdsourced assistive technology ap-
plications, e.g., Legion:Scribe [28], create real time captions
from audio for deaf workers. To improve latency, it splits
the task into many small independent task. This has the ad-
ditional benefit of providing privacy as long as the segments
are small enough and no single worker (or set of colluders) is
assigned multiple segments.

While the idea of splitting tasks in order to improve privacy is
not new [2, 3], guarantees on the performance (and hence the
satisfaction of HIPPA-like requirements) have not been val-
idated theoretically or empirically. Moreover, existing work
has not considered the possibility of colluding workers. Our
work takes a concrete step towards closing these gaps by pro-
viding strong statistical guarantees on the amount of informa-
tion loss, even when accounting for colluding behavior.

PRELIMINARIES

Notation
We consider a particular type of task that is to be crowd-
sourced, and let an instance be a specific embodiment of that
task; e.g., if the task is digitising handwritten health insurance
forms, an instance would be a particular filled form (we will
use this as a running example to clarify notation). Hence, in
this context, we consider one task, but many instances that
are to be completed. A component is a portion of a task that
can be completed independently, possibly a single field in the
form. Form fields (such as name, age etc.), or groups of fields
are components that can be digitised individually and multi-
ple fields can be combined to get the completed final task.

Recall that we call a single unit of private information a gem.
A Privacy Preserving Partition (or simply Partition) of a task
is a collection of components such that no single component
can be used to find a gem, and if all components are com-
pleted then we can reconstruct a completed task. If the iden-
tity of the person who filled the form is a gem, then the first
name field along with gender and age may form one set of
components, while last name and weight might be a second.
Individually, a component does not reveal a gem but both sets
combined may leak the identity. Let the number of compo-
nents in such a partition be m. 2. Let n be the number of
crowd workers, f the number of instances and ∆ the maxi-
mum degree in the graph G = G′ + G′2, where G′ is the col-
lusion network of crowdworkers. Hence, G is the graph such
that if (u, v) is an edge ∈ G, then u can reach v in two steps.
This simulates the situation where a node has access to all
gems assigned to itself and those assigned to it’s neighbours
(in G′).

n number of crowdworkers
f number of instances of a task
m number of components in a task
C maximum capacity of a worker
G the collusion graph
∆ maximum degree of G
p probability of a true positive
q probability of a false positive

Table 1. Notation

Modelling Information Loss
Recall that for an assignment A of tasks to workers, an infor-
mation loss function I : A → R+ is a measure of the number
of gems lost. Our goal is to find an assignment that minimizes
the information loss function. The first information loss func-
tion which comes to mind is simply a count of the number of
gems lost. We call this

I1 =
∑

task j
# gems lost from j. (1)

2Note that our results improve as m decreases, so it is important in a
practical setting to design small partitions. This is outside the scope
of this paper but studied in [40]



(a) f = 100, q = 0.3, varying k (b) f = 100, k = 5, varying q (c) k = 5, q = 0.3, varying f

Figure 2. PULL experiments: The number of gems discovered and IRIR, n = 100, m = 5, β = 0.4, p = 0.9 on a Watts-Strogatzcollusion network.

The cost of information loss can of course be non-linear.
Hence, we define a generalisation

Ig =
∑

task j
g(# gems lost from j) , (2)

where g is a positive monotonically increasing convex func-
tion. We have been considering tasks where an instance is
compromised if two or more components of the same instance
are given to a particular worker. Let Is be a variant of Ig
which equals the total number of times each task is compro-
mised. A simple metric such as Is is a useful measure of how
many gems have spread to how many people. Formally,

Is =
∑

worker i

∑
task j

1
{i has gem from j}. (3)

While functions of the form above capture worst case bounds,
they implicitly assume that every crowd worker is malicious,
and, moreover, can perfectly identify gems. However, we can
often present an anonymised version of a task, or partition a
task such that it is a priori not clear which parts of the task go
together [40]. For example, given a last name field and first
name field in a form, it would not be clear whether they were
actually from the same form; snippets of an audio stream
would not seem to be from the same source as long as their
pitch/tone and other aspects were changed. While we lose
a gem if the worker can de-anonymise the task or piece to-
gether multiple components of the same job, these processes
can be noisy. Hence, inspired by the signal-to-noise ratio, we
introduce the reliable information ratio (RIR):

IRIR =
∑

worker i
Ii

RIR =
E

[
#i’s gem true positives

]
E

[
#i’s gem false positives

] (4)

A true positive refers to when the worker learns some infor-
mation correctly from a pair of components of a task (say first
name and last name) while a false positive refers to incorrect
information learnt by the worker (if the first name and last
name were actually from different forms). The greater the
number of false positives, the less reliable and discernible the
true positives become. Clearly, if Ii

RIR � 1, then the iden-
tification of a gem is such a noisy process that it renders it
effectively useless.

This fact comes into focus when one considers the utility of
detecting a gem. Let #i

c be the number of gems worker i
identifies correctly and #i

c be the number of gems worker i
identifies incorrectly (with a λ penalty for each such false
positive). Then, if the worker’s utility for detecting gems is
E[util] = E[#i

c] − λE[#i
c] for some λ ∈ [0, 1]

E[util] = E[#i
c]

(
1 −

λ

Ii
RIR

)
. (5)

If Ii
RIR ≤ λ, the utility of trying to find a gem is negative. λ

can be set based on the level of security required.

REMARK 1. For this paper, we consider a generic class of
tasks that can be split into components such that a gem is re-
vealed if and only if two or more components of the same job
are given to a particular worker. Form digitisation, among
others, falls into this category.

When calculating the Reliable Information Ratio Ii
RIR for a

worker i, we let pi be the probability of a true positive given
a pair of components from the same instance of a task and
qi > 0 be the probability of a false positive given a pair from
different instances. If a worker is not malicious, pi = 0 and
hence IRIR = 0.

THEORETICAL RESULTS

PULL Assignment Model
In the PULL assignment model, crowd workers arrive in an
online manner and take the next task from the queue. This
is the assignment model used in a majority of crowdsourcing
platforms including Amazon Mechanical Turk. This gives
the requester almost no control with which to ensure privacy.
Crowdworkers can arrive multiple times in an arbitrary order.
However, we neutralise this by randomly permuting the order
of the tasks; this effectively gives a random permutation of
the crowd workers.

Connection to Balls and Bins
Imagine the components of a task instance as balls, where the
balls corresponding to job j are of “color” j. Further, imagine
the crowd-workers as bins. Then, one can see a one to one
correspondence between task assignment in the PULL model
and throwing of sets of colored balls into the bins at random.



(a) m = 5, β = 0.4, varying k (b) m = 5, k = 5, varying β (c) k = 5, β = 0.4, varying m

Figure 3. PUSH experiments: The number of nodes (workers) removed, n = 100, f = 100 on a Watts-Strogatz collusion network.

We will use the fact that the balls and bins process is well
approximated by a Poisson process to prove our results; it is
well known that after throwing m balls into n bins, the distri-
bution of the number of balls in a given bin is approximately
Poisson with mean m

n . This analogy can be carried further
and the joint distribution of the number of balls in all bins is
well approximated by a process where the load at each bin is
an independent Poisson random variable with mean m

n . For-
mally, let Xm

1 , . . . , X
m
n denote the number of balls in the ith

bin after throwing m balls, and let Ym
1 , . . . ,Y

m
n be indepen-

dent Poisson random variables with mean m
n . Adapting an

argument by Gonnet [13], one can reconstruct the following
result from [1]:

THEOREM 1 (THEOREM FROM [1]). Consider a non-
negative function f : Zn

+ → R+. Then, E[ f (X1, . . . , Xn)] ≤
√

2πenE[ f (Y1, . . . ,Yn)]. Further, if E[ f (X1, . . . , Xn)] is either
monotonically increasing or monotonically decreasing with
m. E[ f (X1, . . . , Xn)] ≤ 4E[ f (Y1, . . . ,Yn)].

In particular, it is often convenient to consider a function that
is a 0/1 event which depends on the load of each bin.

DEFINITION 1. Load Based Event: A load based event is
an indicator function L : Zn

+ → {0, 1}.

Then, the Corollary below follows from Theorem 1.

COROLLARY 1. Let L be a load based event. Then
Pr[L(Ym

1 , . . . ,Y
m
n )] ≤ p =⇒ Pr[L(Xm

1 , . . . , X
m
n )] ≤ 5

√
np.

Moreover, if the probability of the event is monotonically in-
creasing or decreasing with m, then Pr[L(Xm

1 , . . . , X
m
n )] ≤ 4p.

Simple Information Function Is
We consider the simple function Is to show how Theorem 1
and Corollary 1 can be useful in getting bounds on informa-
tion functions. To illustrate this point, we assume all workers
arrive an equal number of times, although the proof can be
extended as long as no worker arrives more than log(n) times
using standard techniques from the balls and bins literature.

THEOREM 2. The function Is defined above is less than
10n f

[
1 − e−m/n

(
1 + m

n

)]
with high probability when m ≤ n.3

3We believe this assumption to be reasonable since we would need
at least as many workers as parts in order to ensure no collisions.

PROOF. Let L(Xm
i ) be the load based event for the event

that two or more balls of a fixed color c fall into bin i. Note
that it is monotonic in m. Hence, we can approximate it via a
Poisson process to get a bound on E[Is]:

E[Is] = E

 ∑
worker i

∑
task j

1i has gem from j

 (6)

= E

 ∑
bin i

∑
color c

L(Xm
i )

 (7)

≤ 4E

 ∑
bin i

∑
color c

L(Ym
i )

 = 4n f E[L(Ym
i )]. (8)

Since Ym
i is a Poisson random variable with mean m

n and
E[L(Ym

i )] is simply the probability that Ym
i is greater than or

equal to 2, we get that

E[Is] ≤ 4n f
[
1 − e−

m/n
(
1 +

m
n

)]
. (9)

Note that in many practical settings m � n (we expect m to be
around 10 for a task, while the number of workers is conser-
vatively in the 10000s), so E[Is] ≈ 5m f , which, interestingly,
does not depend on n.

A similar argument using Corollary 1 shows that Is ≤ 2E[Is]
with high probability, giving the desired bound.

Reliable Information Ratio IRIR
We first bound IRIR for a generic probability p of a true pos-
itive and probability q of a false positive.

THEOREM 3. With high probability, IRIR ≤ 10m
√

n · p
q .

The proof of this theorem is similar in structure to the proof
of Theorem 2 and is omitted due to space constraints.

Application to Digitisation Tasks
Recall the form digitisation task we introduced earlier. Note
that in this setting, handwriting similarity can make it more
difficult for a worker to distinguish between forms.4 Hence,
we can cluster tasks in a way that increases q, the probability
4There is a vast literature on handwriting similarity recognition.



of a false positive, by presenting components of tasks with
similar handwriting to the same worker. Combining this with
some additional randomisation techniques, we get the follow-
ing Corollary of Theorem 3:

COROLLARY 2. If q ≥ 10m
λ
√

n p, then IRIR ≤ λn with high
probability.

Note that this means that the average expected utility for a
worker is negative since Ii

RIR ≤ λ. Hence, we would like
to boost q in order to cross this bound. A similar boosting
approach could be used with any type of task, as long as a
relevant similarity metric can be defined. In audio, this might
be the pitch and tone of speech; in images this could be the
clarity or colour palette.
PUSH Assignment Model
With regards to the amount of control the requester gets, the
PUSH assignment setting is at the opposite end of the spec-
trum compared to PULL. We have the maximum amount of
knowledge about the workers and control over the assign-
ment. This is closer to the standard employment model where
we have a fixed number of workers, and know their charac-
teristics and networks, and can simply assign tasks at will.

We assume we are given an undirected collusion graph G′
with a vertex for each crowdworker, and an edge (u, v) mean-
ing that u and v know each other and may collude. We cre-
ate the graph G′ + G′2. This is necessary since a node u in
G′ might have access to tasks from two of her neighbours v
and w and may get a gem if both of them are assigned com-
ponents from the same task. Now, we lose a gem if two or
more components from the same task are assigned to a single
crowdworker or, in the collusion case, to two neighbouring
crowdworkers. Informally, our assignment algorithm ensures
no gems are lost as long as the the degree of the graph is small
relative to the number of workers.

THEOREM 4. Given a collusion graph G′ and G = G′ +
G′2, assume n ≥ m(∆+1). Then there exists an algorithm that
assigns components to crowd workers in linear time such that
Is = IRIR = 0.

Note that, if there is no collusion, then n ≥ m suffices.5

Note that an edge uv in this graph implies that we should not
assign two components of the same task to {u, v} since either
we would assign to the same node, or the two nodes can share
information. However, if uv is not an edge, we can safely
assign to these vertices. Hence, given a proper coloring of G,
if we assign the components of a task to vertices of the same
color, we know that no information is leaked on that task.6

Algorithm 1 Graph coloring
Coloring: Color the graph with ∆ + 1 colors.
Pruning: Let C(m) be the set of colors that have been used
fewer than m times. ∀ c ∈ C(m), remove all vertices with
color c from the graph and remove c as a color.

5In most settings, m is a constant and ∆ ∈ o(n) so this condition is
satisfied.
6Note that we have switched from PULL and are now coloring work-
ers, whereas earlier we were coloring tasks.

Algorithm 1 is a simple algorithm that performs optimally for
large enough graphs.

LEMMA 1. Algorithm 1 removes at most (m − 1)(∆ + 1)
vertices, and produces a proper coloring of the pruned graph
where at least one color has ≥ m vertices.

PROOF. After the coloring step, let ki = |Ci| mod m where
Ci is the set of vertices of color i. Hence,

∑∆+1
i=1 ki ≤ (m −

1)(∆ + 1). This means we have cut out at most (m− 1)(∆ + 1)
vertices. Since n ≥ m(∆ + 1), there exists at least one color
with at least m vertices.

We use Algorithm 2 to assign tasks given such a coloring.
Since for every group si > m, no worker gets two compo-
nents from the same task. Once a group has been completely
assigned, we have also assigned tasks to all workers in the
corresponding group. Now, we continue the same process
with the next group and its tasks and so on until all the tasks
are assigned.

Algorithm 2 Distributing Tasks
Let si be the number of nodes of color i; {J1, J2, . . . , J f } be
the set of tasks with components j′i,1, j′i,2, . . . , j′i,m each.

1. Divide tasks: Divide the tasks into sets pro-
portional to the size of each group: to color
1 give tasks {J1, J2, . . . , J f s1/n}, to color 2 give
{J1+ f ∗s1/n, . . . , J f ∗(s1+s2)/n}, and so on.

2. Assign tasks: Now, within the tasks assigned to a
group (e.g., group 1 is {J1, J2, . . . , J f ∗s1/n}) create an
ordered list of components of tasks:

j′1,1, j′2,1, . . . , j′f s1/n,1
...

j′1,m, j′2,m, . . . , j′f s1/n,m

In other words, the first components of all the tasks in
the partition, followed by the second components of
all the tasks and so on.

3. Assign the first f m
n components in the above ordering

to the first worker of group 1, the next f m
n to the sec-

ond worker of the group and so on.

The proof of Theorem 4 follows as we are assigning the m dif-
ferent components of a task to m workers of the same color.
Since we take a greedy coloring, and straightforwardly dis-
tribute tasks it is clear the process is linear in the size of the
inputs.

REMARK 2. In our empirical analysis, we see that the de-
pendence seems to be on the average rather than maximum
degree.

Worker Capacities
The most generous assumption we made in the PUSH model
is that we can assign tasks at will. Though this can be done in
a balanced manner, we now consider the case where workers
have (potentially) different known capacities which bound the
number of components they are able or willing to complete.



(a) f = 100, q = 0.3, varying k (b) f = 100, k = 5, varying q (c) k = 5, q = 0.3, varying f

Figure 4. TOW experiments: The number of gems discovered and Ir , n = 100, m = 5, β = 0.4, p = 0.9 on a Watts-Strogatz collusion network.

For a worker u, let cu be her capacity. We begin with an
extension of the above coloring algorithm to get the following
theorem.

THEOREM 5. Given a collusion graph G, if n ≥ m f (∆+1),
there exists a linear-time algorithm that assigns components
to crowd workers such that I1 = I2 = IRIR = 0.

The proof is straightforward and omitted due to space con-
straints. A problem with the above approach is that it seems
that we are not taking advantage of vertices with very high
capacity, and hence require more vertices overall. However,
there are two issues with trying to achieve a better bound;
1) there must be enough high capacity vertices, and 2) they
must not be clustered in the graph in a way that we cannot
group at least m of them into the same color. Hence, both the
distribution of capacities and the graph structure come into
play and we can construct examples which show this bound
is tight. Our empirical results suggest, however, that we can
dramatically outperform this bound.

TOW Assignment Model
We now consider the intermediate case where the graph and
the capacities are a priori unknown. Using information about
crowdworkers has been suggested in some works to im-
prove work quality, and we propose a platform in which the
workers’ social network (or information from which a collu-
sion graph can be generated) is available. As in the PULL
model, workers arrive in an online manner, potentially mul-
tiple times. However, this time we know their edges when
they arrive, and we can use this information to assign a task.
While this gives us more control over the assignment, we also
weaken our assumptions on the arrival of workers and allow
it to be arbitrary (rather than uniform).

Without loss of generality, we assume a worker arrives and
asks for exactly one job; a worker who wants more than one
job can arrive again after their initial job is completed.7 We
also make the worst case assumption that workers continue
to arrive until all tasks are completed; as we will see in the
proof, in this case fewer assignments means fewer collisions.

7This process is similar to the process on Amazon Mechanical Turk
and many other platforms

THEOREM 6. Consider a collusion graph G′, and G =
G′ + G′2 as before. Let C = maxu cu and assume workers
continue to arrive until all jobs are completed. Then there ex-
ists an algorithm that assigns components to crowd workers
such I1 ≤ C(∆ + 1), Is ≤ mC(∆ + 1) and IRIR ≤ m2C∆ ·

p
q

and runs in linear time.

PROOF. Recall that when a worker arrives, her edges are
known. For each worker we maintain an array of colors of
size equal to the number of arrivals. Maintain an online multi-
coloring as workers arrive such that no two entries in the array
are of the same color. Moreover, a valid coloring is one in
which the intersection of the colors at the two endpoints of an
edge is empty.

We will multi-color the vertices greedily as they arrive. Let
C be the maximum number of arrivals of a single vertex (i.e.,
the maximum number of tasks assigned to a single worker).
Hence, we may require up to C(∆ + 1) colors. For each active
color (i.e., color which has been used at least once), we let
Ja be the current job being assigned to vertices with color
a. Whenever a vertex arrives and is colored with a, the next
component of Ja is given to that vertex. If Ja finishes, we
set a new previously unassigned job as Ja.

Given color a, we will always have a component in Ja to as-
sign unless we have run out of jobs. Consider the case where
we have no more jobs. When a vertex arrives, if possible, we
assign to it a color a which has components remaining in Ja.
In the case that no such color is available, we must still give
it a component. Note that this will create a collision (other-
wise we could have colored the vertex with the color of that
component to begin with). In the worst case, this can occur
for up to C∆ colors, where each has all m components of the
same job. The bounds on I1 and Is are just the number of
such violations/components.

To bound IRIR, we observe that the worst case is when a ver-
tex arrives for the first time, all ∆ (at most) of its neighbors
have arrived C times already and are colored identically; sum-
ming over all vertices gives us the bound on IRIR.

Importantly, in Theorem 6 we give worst case bounds. As
in Remark 3, we can often take C = 1. Moreover, if we
consider the random worker arrival model as in PULL, we



regain those bounds when f = C∆, hence the probability of
collision is very small and once again Is ≈ IRIR ≈ 0. We
consider this random arrival model in our empirical results,
and indeed show the performance is indeed improved.

REMARK 3. In many cases, as with Amazon Mechanical
Turk (AMT), the requester is allowed to cap the number of
times a worker is allowed to complete a hit. In such a setting,
Is = IRIR = 0. Note that this is not an improvement on
Theorem 4 since here we assume that workers continue to
arrive as long as we have tasks available, so effectively, n =
∞ and the conditions required trivially hold.8

EXPERIMENTAL RESULTS
We first evaluate our task assignment algorithms with a real
world network as the underlying collusion network. We as-
sume the worst case, that all nodes with a social connection
will collude. Nonetheless, we obtain favourable results which
are often considerably better than theoretical bounds. Further,
to evaluate the variation of results as we change the charac-
teristics of the collusion network, we use the Watts-Strogatz
small world network model. Note that each simulation was
run 50 times and graphs have error bars or show both the
mean (µ) and mean plus variance (σ + µ).

Assumptions on Parameters
Our theoretical results are phrased in terms of parameters of
the collusion graph, workers, and tasks; we briefly discuss
our assumptions here. For TOW, we need not make any as-
sumptions on the parameters. However, the information loss
turns out to be a function of m, ∆, and C. Again, we expect
C to be small; in fact, C can often be controlled directly by
the requester (e.g., on Amazon Mechanical Turk) by setting
a maximum number of tasks a worker is allowed to take. For
PUSH and PULL we require that m �

√
n and ∆ �

√
n.

Worst Case Graphs
While we expect the above assumptions to hold in practice,
we briefly consider worst-case graphs; in particular graphs
with high maximum degree ∆. Such graphs could force us
to lose many gems, and our theoretical guarantees for cer-
tain kinds of information loss (I1 and Is), would not hold,
although others (IRIR) would actually improve. Note, how-
ever, that an edge assumes collusion, meaning bidirectional
sharing of information. Unidirectional sharing (for example,
by posting tasks on a public forum) does not suffice for col-
lusion since the user that posted their tasks is not given ad-
ditional information; instead, an (overestimate) of colluding
edges could be drawn by making all workers who publicly
post tasks into a clique. While this could lead to a higher
maximum degree than what would be expected in a social net-
work, at least Ω(

√
n) workers would have to post their tasks

before it violates our assumptions.9 Note that graphs with

8An alternate practical strategy on AMT-like platforms is to simply
remove the tasks once fewer than C∆ remain, and re-post them with
the next batch. This would reduce the information loss to 0.
9An alternative approach would be to collapse a large clique into an
”effective” node (at the expense of n), which, in some cases, would
once again satisfy the requirements of our algorithms.

high localised connectivity, e.g., one with many communi-
ties that are highly interconnected within the community but
sparsely connected across communities, do not pose a prob-
lem, nor do graphs with cliques (as long as the cliques are
of size o(

√
n)). Indeed, our synthetic experiments use Watts-

Strogatz graphs, which are clique-heavy. 10

Real World Graph

Figure 5. No. of nodes removed in PUSH, with a 1 hop collusion network.

Figure 6. No. of nodes removed in PUSH, with a 2 hop collusion network.

We first test our algorithms for PUSH and TOW using the
social network of an online community for students at UC
Irvine (from [38]). We assume that two nodes are connected
if they have sent a message to each other. The resulting graph
has an average degree of 14, and maximum degree of 255.
For PUSH, we proved that we will need to remove at most
(m − 1)∆ nodes where ∆ is the max degree of the graph used
in the colouring. In Figure 5 we see a relation with the aver-
age degree instead of the maximum degree and in Figure 6,
we notice that the variation is with the square of the average
degree. Hence, for social network like graphs, our algorithm
performs much better than the bounds we established.

For TOW, we assumed a 2 hop collusion network and
achieved almost the same results as in the 1 hop case. We
observe that as the number of tasks is varied, as expected
from our theoretical results, the number of gems compro-
mised remains constant, i.e., independent of the number of
tasks; this is a stark contrast to PULL11, in which the num-
ber of gems compromised increases linearly with the number

10If cliques or strongly knit communities are known and causing a
problem with parameters, they could be compressed into a single
node for assignment purposes.

11Note that this is equivalent to comparing with a random assignment
of tasks to workers conditioned on the same set of workers arriving
in PULL and TOW.



of tasks (see Figure 7). Moreover, we observe that IRIR for
TOW decreases as we increase the number of tasks (see Fig-
ure 8).

Comparing the performance of our assignment with random
assignment, we see that there is considerable improvement
and the number of gems compromised in random assignment
increases with the number of tasks, but is nearly constant in
TOW.

Figure 7. Gems compromised in PULL vs TOW.

Figure 8. RIR in TOW, with m=5.

Synthetic Experiments
The well-studied Watts-Strogatz small world network
model [49] has been shown to have many properties of real
world social networks. Hence, we used this model to create
graphs with different characteristics so as to see the effect of
graph structure on our algorithms

DEFINITION 2. GWS (n, k, β) Define a Watts-Strogatz ran-
dom graph GWS (n, k, β) = G(V, E) as follows: Let |V | = n.
Label the vertices 0, . . . , n − 1, and let (i, j) ∈ E if and only
if i ∈ [ j − k/2, j + k/2] mod n. Now, select and randomly
rewire each edge independently with probability β.

n number of nodes in the network
f number of tasks to be completed
m number of components in a task
k average degree in the GWS
β probability of rerouting an edge in GWS
p probability of getting a true positive
q probability of getting a false positive

Table 2. Parameters

PULL
Though the number of gems revealed I1 can be high, the Re-
liable Information ratio is very low (see Figure 2). I1 in-
creases sub-linearly with respect to k and linearly with respect
to f , whereas IRIR decreases exponentially. While this may
seem surprising, note that the more tasks in the system, the
higher the load of any given worker; in particular, this means
the variance in the system disappears so all workers have rel-
atively high load and hence high noise.

PUSH
While we proved theoretically that at most (m − 1)(∆ + 1)
would need to be removed for a perfect coloring, we see a
dependence on the average degree, i.e., k in GWS as well as on
m. In particular, the number is independent of f . The number
of nodes removed varies almost linearly with both m and k
but is constant when varying ∆ while maintaining the average
degree. We accomplish this by varying β, which does not
affect the average degree, but changes ∆. Also, the required
number of nodes is considerably lower than our worst case
bound. In Figure 3 c) the worst case bound is ∼ 8m, while
one standard deviation away from the mean is ∼ 1.7m.

TOW
As we would expect, the number of gems which can be leaked
increases with the degree of the graph since more people can
collude. However, RIR quickly reaches a value less than
0.025 (Fig 4). Hence, most leaks are not effective. While per-
haps initially counterintuitive, this arises from the fact that the
number of non-compromised tasks given to each worker is in-
creasing and adding noise to the system. However, a practical
value of k may be low. Hence we also vary the number of jobs
distributed for a low value k. IRIR remains low in this case,
and importantly, I1 does not depend on the number of tasks.
Also, the number of gems compromised in a random assign-
ment is over a 100 times more. Hence, though we cannot
achieve 0 information loss as in PUSH, it is a significant im-
provement over PULL since it depends only on the network
structure and not on the amount of work.

CONCLUSION AND FUTURE WORK
We formalised the concept of privacy in crowdsourcing and
presented provable guarantees on information loss while
crowdsourcing jobs, which could open up crowdsourcing to
a myriad of relatively sensitive applications including but not
limited to healthcare data and crowdsourcing on user gener-
ated or personal content.

We believe that a further important contribution of this work
is introducing the hybrid TOW assignment setting where
workers PULL a task but requesters can PUSH the specific in-
stantiation of the task to the worker. This type of assignment
mechanism, though not used in practice, maintains the ben-
efits of an on-demand work force while allowing requesters
the flexibility of assigning tasks in a manner which maintains
privacy. In fact, the applications of such a setting are not
limited to guaranteeing privacy but could be used to provide
quality assurances, specific demographics, and other proper-
ties requesters could desire.
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