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Introduc2on	  

•  This	  project	  seeks	  to	  build	  a	  device	  that	  can	  
encrypt	  and	  decrypt	  data	  being	  
transmiQed	  or	  received	  over	  the	  internet.	  

•  The	  device	  will	  be	  in	  the	  form	  of	  a	  dongle	  (a	  
small	  device	  that	  processes	  transient	  data)	  
connected	  between	  the	  PC	  and	  the	  internet.	  



Introduc2on	  (Cont.)	  

•  Support	  for	  normal	  (unencrypted)	  data	  
transfer	  

•  Run	  2me	  func2onality	  :	  Data	  encryp2on	  on	  
the	  fly.	  





ADVANTAGES	  OF	  ED-‐Crypt	  

•  Encryp,on	  	  in	  	  real	  	  ,me:	  Encryp2on	  in	  so\ware	  
usually	  takes	  a	  long	  2me	  due	  to	  the	  high	  computa2onal	  
work	  involved.	  Hardware	  would	  give	  the	  speeds	  
required	  to	  encrypt/decrypt	  data	  on	  the	  fly.	  

•  Extra	  Safety:	  Encryp2on	  programs	  are	  suscep2ble	  to	  
aQack	  from	  various	  kinds	  of	  viruses	  and	  trojans.	  
Implementa2on	  outside	  of	  main	  opera2ng	  system	  
makes	  the	  communica2on	  lot	  more	  secure.	  Also,	  
hardware	  is	  difficult	  to	  replicate.	  



•  Reconfigurable	  Compu1ng:	  
	  	  	  	  Such	  a	  device	  due	  to	  use	  of	  both	  FPGA	  and	  
microprocessor,	  gives	  extreme	  flexibility	  in	  
terms	  of	  reconfigura2on	  of	  the	  both	  hardware	  
and	  so\ware	  to	  cope	  with	  the	  newest	  
advances	  in	  the	  field	  of	  cryptography.	  



CSP	  Deliverable	  

•  The	  project	  currently	  aims	  to	  develop	  a	  device	  
for	  encryp2on	  /	  decryp2on	  for	  all	  data	  passing	  
through	  it,	  and	  transfer	  it	  to	  another	  PC/
device	  connected	  directly	  to	  the	  first	  device	  
via	  USB/ethernet	  cable	  respec2vely.	  



IMPLEMENTATION	  

•  The	  device	  will	  have	  an	  FPGA	  chip	  for	  
implemen2ng	  the	  encryp2on	  algorithms	  in	  
hardware	  to	  achieve	  high	  speeds.	  

•  The	  TCP/IP	  would	  be	  implemented	  in	  so\ware	  
on	  a	  microprocessor	  (that	  can	  be	  so\	  core	  
also)	  which	  would	  act	  as	  the	  main	  processor	  
to	  the	  FPGA	  co-‐processor.	  





PLAN	  

•  At	  this	  stage	  the	  device	  will	  encrypt	  everything,	  and	  try	  
to	  achieve	  high	  speeds	  of	  communica2on	  –	  at	  least	  10	  
Mbps.	  

•  We	  would	  try	  to	  get	  an	  opera2ng	  system	  running	  on	  
the	  processor	  to	  implement	  TCP/IP.	  The	  device	  would	  
talk	  to	  the	  end	  system	  through	  Ethernet	  or	  USB.	  

•  We	  would	  be	  implemen2ng	  only	  Ethernet	  
based	  dongle	  at	  this	  stage.	  



Hardware	  

•  We	  are	  intend	  to	  work	  on	  Xilinx	  ML310	  plaiorm.	  

•  Features:	  
–  Virtex	  2V	  Pro	  FPGA	  
–  2	  USB	  ports	  
–  Ethernet	  port	  
–  Power	  PC	  processor	  inbuilt	  on	  the	  FPGA	  chip	  
–  MMU	  (Memory	  Management	  Unit)	  
–  SD	  Card	  and	  512	  MB	  Flash	  memory.	  

•  We	  will	  burn	  the	  Linux	  OS	  on	  the	  processor	  to	  implement	  the	  USB	  
and	  Ethernet	  opera2ons.	  For	  this	  we	  will	  use	  Xilinx	  EDK.	  



TIME	  LINE	  



Possible	  Extensions	  

•  Selec2ve	  encryp2on	  of	  data.	  

• Mul2ple	  op2ons	  for	  algorithms	  for	  
encryp2on	  /	  decryp2on.	  

•  Support	  for	  Wireless	  and	  Bluetooth.	  



Thank	  You	  


