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Problem 1
 Let 𝐴𝐸𝑆: 0,1 128 × 0,1 128 → 0,1 128 be a (𝑡, 𝑞, 𝜖)-

secure PRF. Consider the function family 𝐹: 0,1 128 ×
0,1 128 → 0,1 128 defined as 𝐹𝐾(𝑀) = 𝐴𝐸𝑆𝑀(𝐾). Is 
𝐹 a secure PRF? Discuss.

 Is 𝐹 a secure PRF?
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 Adversary A

 Query message 0128 and get back 𝐶 as reply.

 Query message 1128 and get back 𝐶′ as reply.

 If (𝐴𝐸𝑆0128
−1 (𝐶) = 𝐴𝐸𝑆1128

−1 (𝐶′)) then output 1 else output 0.
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 Adversary A

 Query message 0128 and get back 𝐶 as reply.

 Query message 1128 and get back 𝐶′ as reply.

 If (𝐴𝐸𝑆0128
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Problem 2
 Let 𝐹: 0,1 𝑘 × 0,1 𝑛 → 0,1 𝑛 be a (𝑡, 𝑞, 𝜖)-secure 

PRF. Consider the function 𝐺: 0,1 𝑘 × 0,1 𝑛 → 0, 1 2𝑛

defined as follows:

𝐺𝐾 𝑀 = 𝐹𝐾 𝑀 ||𝐹𝐾(𝐹𝐾(𝑀))
where || means concatenation. Is 𝐺 a secure PRF? Discuss.

 Is 𝐺 a secure PRF?
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