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Problem 1

e Let AES:{0,1}'%® x {0,1}'%® = {0,1}'%8 be a (t,q,€)-
secure PRF. Consider the function family F: {0,1}148 x
{0,1}128 - {0,1}128 defined as Fx (M) = AESy(K).Is

F a secure PRF? Discuss.

e [s F a secure PRF?
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o Let AES: {0,1}128 x {0,1}128 - {0,1}128 be a (¢, q, €)-
secure PRF. Consider the function family F: {0,1}148 x
{0,1}128 - {0,1}128 defined as Fx (M) = AESy(K).Is
F a secure PRF? Discuss.

¢ Is I a secure PRF?
® No.

e How do you show this?

® Adversary A
Query message 0128 and get back C as reply.
Query message 1128 and get back C "as reply.

If (AESO_1128 (C) = AESl_lés (C")) then output 1 else output O.
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Problem 1

o Adversary A

® Query message 0128 and get back C as reply.
® Query message 1128 and get back C " as reply.

o If (AESO_1123 (C) = AESl_ég (C")) then output 1 else output 0.
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o Adversary A

0128 4nd get back C as reply.

® Query message

® Query message 1128 and get back C " as reply.
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Problem 1

o Adversary A

® Query message 0128 and get back C as reply.

1128 4nd get back C' as reply.

® Query message

o If (AESO_1128 (C) = AESl_ég (C")) then ourput 1 else output O.
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Problem 2

e Let F:{0,1}* x {0,1}" - {0,1}" be a (t, q, €)-secure
PRF. Consider the function G: {0,1}* x {0,1}"* - {0, 1}?"
defined as follows:

GK(M) — FK(M)“FK(FK(M))

where || means concatenation. Is GG a secure PRF? Discuss.

® Is (G a secure PRF?
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e Let F:{0,1}* x {0,1}" - {0,1}" be a (t, q, €)-secure
PRF. Consider the function G: {0,1}* x {0,1}" - {0, 1}?"
defined as follows:

GK(M) — FK(M)“FK(FK(M))

where || means concatenation. Is GG a secure PRF? Discuss.

® Is (G a secure PRF?

® Yes.

e How do we show this?

® Theorem: Let A be a PRF adversary for G that runs in time

t'and makes q' queries, then there exists a PRF adversary for F
that makes 2q" queries and runs in time t' + 8(gn) such that
Advprp(A,G) < Advprp(B, F)
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® Theorem: Let A be a PRF adversary for G that runs in time t'and
makes q' queries, then there exists a PRF adversary for F that
q" queries and runs in time t' 4+ 6(gn) such that

Advpgp(A,G) < Advpgp(B, F)
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® Theorem: Let A be a PRF adversary for G that runs in time t'and
makes q' queries, then there exists a PRF adversary for F that
q" queries and runs in time t' 4+ 6(gn) such that

Advpgp(A,G) < Advpgp(B, F)
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® Theorem: Let A be a PRF adversary for G that runs in time t'and
makes q' queries, then there exists a PRF adversary for F that
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Problem 2

e Let F:{0,1}* x {0,1}" - {0,1}" be a (t, q, €)-secure
PRF. Consider the function G: {0,1}* x {0,1}"* - {0, 1}?"
defined as follows:

Gg (M) = Fg(M)||Fg (Fx(M))
where || means concatenation. Is GG a secure PRF? Discuss.

¢ Is (G a secure PRF?
® No. Consider the following adversary:
e A

Make a query 048 and get back V4 ||V5.

Make a query V/; and get back VI |Vs;.
If (V, = V{) then output 1 else output 0.
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e A
* Make a query 0128 and get back V7 ||V5.
® Make a query V; and get back V{ || V.
o If (V; = V) then output 1 else output 0.
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e A
* Make a query 0128 and get back V7 ||V5.
® Make a query V; and get back V{ || V.
o If (V; = V) then output 1 else output 0.
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e A
* Make a query 0128 and get back V7 ||V5.
 Make a query V; and get back V{||V5.
o If (V, = V]) then output 1 else output 0.

e Whatis Pr[Real, ; = 1] = 1.

e What is Pr[Random, = 1] = zin

* So Advpre(4,6) =1 — .

e Verdict: ( is insecure PRF.
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® So where is the fallacy?
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e Let F:{0,1}* x {0,1}" - {0,1}" be a (t, q, €)-secure
PRF. Consider the function G: {0,1}* x {0,1}"* - {0, 1}?"
defined as follows:

Gx (M) = Fx(M)||Fg (Fg (M))
where || means concatenation. Is GG a secure PRF? Discuss.
(r a secure PRF?

® Yes.

e How do we showthis?

® Theorem: Let A be a PRF adeTsary for G that runs in time
t'and makes q' querics, then there eXists a PRF adversary for F

that makes2q" queries and runs in time t' F64gn) such that
Advprp(4,G) < Advprp(B, F)
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