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Key Distribution



Diffie Hellman Key Exchange

𝑔^𝑥

𝑔^𝑦

Both parties share 𝑔^{𝑥𝑦} which is the secret key for the session.

Authentication



Diffie Hellman Key Exchange

𝑔^𝑥

𝑔^𝑧

𝑔^{𝑧’}

𝑔^𝑦

The adversary will be able to read all messages being exchanged between Alice and Bob



Key Distribution in Public Key Setting

 Public key cryptography:

(𝑠𝑔, 𝑝𝑔)

(𝑠𝑎, 𝑝𝑎)

𝐶𝐸𝑅𝑇𝐴 = …{𝐴𝑙𝑖𝑐𝑒’𝑠 𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 𝑖𝑠 𝑝𝑎}𝑠𝑔

𝐶𝐸𝑅𝑇𝐴

Interaction



Key Distribution in Public Key Setting

 Certificate Process

(𝑠𝑔, 𝑝𝑔)

(𝑠𝑎, 𝑝𝑎)

𝐶𝐸𝑅𝑇𝐴 = …{𝐴𝑙𝑖𝑐𝑒’𝑠 𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 𝑖𝑠 𝑝𝑎}𝑠𝑔

𝐶𝐸𝑅𝑇𝐴

Interaction
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Key Distribution in Public Key Setting



Key Distribution in the symmetric 

setting



Key Distribution: Symmetric Setting

- KDA

- KDB

- KDC
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Key Distribution: Symmetric Setting

- KDA

- KDB

- KDC



Key Distribution: Symmetric Setting

- KA

- KB

- KC

- KD

KA KB KC KD



Key Distribution: Kerberos

Best understood using a dialogue in four scenes



Kerberos: Scene I
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KA KB KC

KA
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Kerberos: Scene II
Authentication Service

- KA

- KB

- KC

KA KB KC

KA
{A,B}[KB]

{A,B}[KB]

I am A



Kerberos: Scene II
Authentication Service

- KA

- KB

- KC

KA KB KC

KA
{A,B,Add}[KB]

{A,B,Add}[KB]

= TicketAB



Kerberos: Scene III
Authentication Service

- KA

- KB

- KC

KA KB KC

A

{TicketAS}[KA]

TicketAS

TicketAB

TicketAB

TicketXY={X,Y,AddX}[KY]
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Kerberos: Scene III
Authentication Service

- KA

- KB

- KC

KA KB KC

A

{TicketAS}[KA]

TicketAS

TicketAB

TicketAB

TicketXY={X,Y,AddX, timestamp, lifespan}[KY]

Replay attack



Kerberos: Scene IV
Authentication Service

- KA

- KB

- KC

KA KB

A {SKAS,TicketAS}[KA]

AuthAS, TicketAS

{SKAB, TicketAB}[SKAS]

AuthAB, TicketAB

TicketXY={SKXY, X,Y,AddX, TS, LS}[KY]

AuthXY= {X, AddX}[SKXY]



Kerberos: Scene IV
Authentication Service

- KA

- KB

- KC

KA KB

A {SKAS,TicketAS}[KA]

AuthAS, TicketAS

{SKAB, TicketAB}[SKAS]

AuthAB, TicketAB

TicketXY={SKXY, X,Y,AddX, TS, LS}[KY]

AuthXY= {X, AddX}[SKXY]

Replay attack



Kerberos: Scene IV
Authentication Service

- KA

- KB

- KC

KA KB

A {SKAS,TicketAS}[KA]

AuthAS, TicketAS

{SKAB, TicketAB}[SKAS]

AuthAB, TicketAB

TicketXY={SKXY, X,Y,AddX, TS, LS}[KY]

AuthXY= {X, AddX, TS, LS}[SKXY]

Few minutes



Kerberos: Scene IV
Authentication Service

- KA

- KB

- KC

KA KB

A {SKAS,TicketAS}[KA]

AuthAS, TicketAS

{SKAB, TicketAB}[SKAS]

AuthAB, TicketAB

TicketXY={SKXY, X,Y,AddX, TS, LS}[KY]

AuthXY= {X, AddX, TS, LS}[SKXY]

Few minutes

Mutual Authentication



Kerberos: Scene IV
Authentication Service

- KA

- KB

- KC

KA KB

A {SKAS,TicketAS}[KA]

AuthAS, TicketAS

{SKAB, TicketAB}[SKAS]

AuthAB, TicketAB

TicketXY={SKXY, X,Y,AddX, TS, LS}[KY]

AuthXY= {X, AddX, TS, LS}[SKXY]

Few minutes

{Reply}[SKAB]



Other Cryptographic Protocols

- Secret sharing

- Coin flipping over phone

- Oblivious transfer



Secret Sharing

𝐾
Entrusting one person with K is 

not safe.

𝑘1 𝑘2 𝑘𝑛



Secret Sharing

𝐾

𝑘1 𝑘2 𝑘𝑛

𝑘1 𝑘2 𝑘𝑛

𝐾



Secret Sharing

𝐾

𝑘1 𝑘2 𝑘𝑛

𝑘1 𝑘𝑛

𝐾
- 𝑡 out of 𝑛 keys are sufficient to obtain 𝐾
- If less than 𝑡 keys are available, then 𝐾
remains secret.



Secret Sharing

 How do we construct such a protocol?

 Ideas?



Secret Sharing

 How do we construct such a protocol?

 Shamir’s secret sharing protocol: A degree 𝑑 polynomial is 

completely determined by 𝑑 points evaluated on the 

polynomial.



Coin flipping

Alice and Bob want to agree on a secret bit. 
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Coin flipping

Alice and Bob want to agree on a secret bit. 

a

b

a Bit commitment protocol



Other protocols we did not talk about

 Oblivious transfer.

 Multi-party computation.

 Electronic voting.

 Homomorphic Encryption.



End

Slides 7-21 have been borrowed from Prof. Mihir Bellare’s lecture 

slides.


