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Message Authentication



PRF as MAC
 Suppose we have a secure PRF 𝐹: 0,1 𝑘 × 0,1 𝑛 →

0,1 𝑛 and suppose we only need to authenticate messages 

of size 𝑛, then consider the MAC associated with 𝐹:

 𝑇𝐾 𝑀 = 𝐹𝐾(𝑀)

 𝑉𝐾 𝑀,𝜎 = 1 𝑖𝑓𝑓 𝜎 = 𝐹𝐾(𝑀).

 Theorem: Consider the function family 𝐹 above and the 

associated MAC 𝑀𝐴. Let 𝐴 be a UF-CMA adversary making 

𝑞𝑠 tag-generation queries and 𝑞𝑣 tag-verification queries 

with 𝑞𝑣 ≤ 2𝑛−1 and having a running time 𝑡. There is a PRF 

adversary 𝐵 such that:

𝐴𝑑𝑣𝑢𝑓−𝑐𝑚𝑎 𝐴,𝑀𝐴 ≤ 𝐴𝑑𝑣𝑃𝑅𝐹 𝐵, 𝐹 +
2𝑞𝑣

2𝑛
.

Moreover, 𝐵 makes (𝑞𝑠 + 𝑞𝑣) queries and runs in time 

𝑡 + 𝜃(𝑛(𝑞𝑠 + 𝑞𝑣)).
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𝑅𝑒𝑎𝑙𝐵,𝐹 𝑅𝑎𝑛𝑑𝑜𝑚𝐵

𝐵
- Answer A’s tag queries 

as shown.

- Answer A’s verification 

queries as shown.

- If there is a successful 

verification query, 

output 1 else 0
𝐴 𝐴

𝑀𝑖 (𝑀𝑗 , 𝜎𝑗)

Pr 𝑅𝑒𝑎𝑙𝐵,𝐹 = 1 = 𝐴𝑑𝑣𝑢𝑓−𝑐𝑚𝑎(𝐴,𝑀𝐴) Pr 𝑅𝑎𝑛𝑑𝑜𝑚𝐵 = 1 =
2𝑞𝑣
2𝑛
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- Answer A’s tag queries 

as shown.

- Answer A’s verification 
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- If there is a successful 

verification query, 
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𝑀𝑖 𝑟𝑖

𝑟𝑖

𝑀𝑗 𝑟𝑗

𝑟𝑗 == 𝜎𝑗



MACs for arbitrary size messages



CBC MAC
 Suppose we have a secure block cipher 𝐸: 0,1 𝑘 ×

0,1 𝑛 → 0,1 𝑛. The tag generation algorithm is shown in 

the picture below: 

𝐸𝐾 𝐸𝐾 𝐸𝐾 𝐸𝐾

𝑀1

⊕< 0 >

𝑀2

⊕

𝑀3

⊕

𝑀𝑚

⊕

𝑇𝐾(𝑀)



CBC MAC

 Is the CBC-MAC secure in the UF-CMA sense?
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 Suppose we have a secure block cipher 𝐸: 0,1 𝑘 ×
0,1 𝑛 → 0,1 𝑛. The tag generation algorithm is shown in 

the picture below: 

𝑇𝐾(𝑀)



CBC MAC

 Is the CBC-MAC secure in the UF-CMA sense?

 No.

 Can you give an attack?
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 Suppose we have a secure block cipher 𝐸: 0,1 𝑘 ×
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the picture below: 

𝑇𝐾(𝑀)



CBC MAC

 Is the CBC-MAC secure in the UF-CMA sense?

 No.

 Can you give an attack?

 Adversary 𝐴

 Make a tag-generation query 𝑥 and receive the tag 𝑇.

 Make a tag-verfification query (𝑥||𝑥 ⊕ 𝑇, 𝑇).
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 Is the CBC-MAC secure in the UF-CMA sense?

 No.

 Can you give an attack?

 Adversary 𝐴
 Make a tag-generation query 𝑥 and receive the tag 𝑇.
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 What is 𝐴𝑑𝑣𝑢𝑓−𝑐𝑚𝑎 𝐴,𝑀𝐴 ?
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CBC MAC

 Is the CBC-MAC secure in the UF-CMA sense?

 No.

 Can you give an attack?

 Adversary 𝐴
 Make a tag-generation query 𝑥 and receive the tag 𝑇.

 Make a tag-verfification query (𝑥||𝑥 ⊕ 𝑇, 𝑇).

 𝐴𝑑𝑣𝑢𝑓−𝑐𝑚𝑎 𝐴,𝑀𝐴 = 1.

𝐸𝐾 𝐸𝐾 𝐸𝐾 𝐸𝐾

𝑀1

⊕< 0 >

𝑀2

⊕

𝑀3

⊕

𝑀𝑚

⊕

𝑇𝐾(𝑀)



CBC MAC

 Adversary 𝐴
 Make a tag-generation query 𝑥 and receive the tag 𝑇.

 Make a tag-verfification query (𝑥||𝑥 ⊕ 𝑇, 𝑇).

 This attack is known as the slicing attack. The main reason it works 
is due to the fact that we used this MAC for message of arbitrary 
size.

 What if we use the authentication scheme for message of fixed 
size?
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ECBC(Encrypted CBC) MAC
 Suppose we have a secure block cipher 𝐸: 0,1 𝑘 × 0,1 𝑛 →

0,1 𝑛. The tag generation algorithm 𝑇: 0,1 2𝑘 × 0,1 𝐿 →
0,1 𝑛 is shown in the picture below: 

𝐸𝐾1 𝐸𝐾1 𝐸𝐾1 𝐸𝐾1

𝑀1

⊕< 0 >

𝑀2

⊕

𝑀3

⊕

𝑀𝑚

⊕

𝐸𝐾2

𝑇𝐾1||𝐾2(𝑀)



Birthday attack on Chaining based 

MACs



Birthday Attack on CBC MAC

 Main Idea: Internal collision. Consider message spanning 3 blocks.
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 If 𝐶2
𝑖 = 𝐶2

𝑗
, then 

∀𝑥, 𝑇𝐾 < 𝑖 >, 𝑅𝑖 , 𝑥 = 𝑇𝐾(< 𝑗 >, 𝑅𝑗 , 𝑥).



Birthday Attack on CBC MAC

 Adversary 𝐴

 For 𝑖 = 1 to 𝑞
 Randomly pick 𝑅𝑖 ∈ 0,1 𝑛

 Make a tag-generation query (< 𝑖 > | 𝑅𝑖 | < 0 >) and receive the tag 

𝑇𝑖.

 If there exists indices 𝑖 ≠ 𝑗 such that 𝑇𝑖 = 𝑇𝑗
 Make a tag-generation query (< 𝑖 > | 𝑅𝑖 | < 1 >) and receive the tag 

𝑇.

 Make a tag-verification query (< 𝑗 > ||𝑅𝑗|| < 1 >, 𝑇).

 What is 𝐴𝑑𝑣𝑢𝑓−𝑐𝑚𝑎 𝐴,𝑀𝐴 ?
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Birthday Attack on CBC MAC

 Adversary 𝐴

 For 𝑖 = 1 to 𝑞
 Randomly pick 𝑅𝑖 ∈ 0,1 𝑛

 Make a tag-generation query (< 𝑖 > | 𝑅𝑖 | < 0 >) and receive the tag 

𝑇𝑖.

 If there exists indices 𝑖 ≠ 𝑗 such that 𝑇𝑖 = 𝑇𝑗
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𝑇.

 Make a tag-verification query (< 𝑗 > ||𝑅𝑗|| < 1 >, 𝑇).
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 Does there exist an adversary that does much better that 𝐴?

 No.



Security of CBC MAC

 Theorem: Let 𝐸: 0,1 𝑘 × 0,1 𝑛 → 0,1 𝑛 be a family of 

functions. For any integer 𝑚 ≥ 1, conside the function 

family 𝐸𝑚: 0,1 𝑘 × 0,1 𝑛𝑚 → 0,1 𝑛 defined as below:

𝐸𝐾 𝐸𝐾 𝐸𝐾 𝐸𝐾

𝑀1

⊕< 0 >

𝑀2

⊕

𝑀3

⊕

𝑀𝑚

⊕

Let 𝐴 be a PRF adversary against 𝐸𝑚 that makes 𝑞 oracle queries and has 
a running time of 𝑡. Then there is a PRF adversary 𝐵 against 𝐸 such that 

𝐴𝑑𝑣𝑃𝑅𝐹 𝐴, 𝐸𝑚 ≤ 𝐴𝑑𝑣𝑃𝑅𝐹 𝐵, 𝐸 +
𝑞2𝑚2

2𝑛
and 𝐵 makes at most 𝑞𝑚 oracle queries and runs in time 𝑡.



Security of ECBC MAC

 Theorem: Let 𝐸: 0,1 𝑘 × 0,1 𝑛 → 0,1 𝑛 be a family of 

functions. Conside the function family F: 0,1 2𝑘 ×
0,1 ≤𝐿 → 0,1 𝑛 defined as below:

𝐸𝐾1 𝐸𝐾1 𝐸𝐾1 𝐸𝐾1

𝑀1

⊕< 0 >

𝑀2

⊕

𝑀3

⊕

𝑀𝑚

⊕

Let 𝐴 be a PRF adversary against 𝐹 that makes 𝑞 oracle queries totalling 𝜎 blocks and has 
a running time of 𝑡. Then there is a PRF adversary 𝐵 against 𝐸 such that 

𝐴𝑑𝑣𝑃𝑅𝐹 𝐴, 𝐹 ≤ 𝐴𝑑𝑣𝑃𝑅𝐹 𝐵, 𝐸 +
𝜎2

2𝑛
and 𝐵 makes at most 𝜎 oracle queries and runs in time 𝑡.

𝐸𝐾2



Case Study: Block Cipher based 

MACs

CMAC



Case Study: CMAC



Case Study: CMAC

 Splicing attack does not work.

 There is a security proof showing that no attack is significantly 
better than the Birthday attack.

 NIST Standard for Message Authentication.



Hash Function based MACs



Hash Function based MACs

 Can we construct a secure MAC using collision-resistant hash 

functions?

 Issue: Hash functions are keyless.

 What if we use 𝑇𝐾 𝑀 = 𝐻(𝐾||𝑀)? Is this secure?



Hash Function based MACs

 Can we construct a secure MAC using collision-resistant hash 

functions?

 Issue: Hash functions are keyless.

 What if we use 𝑇𝐾 𝑀 = 𝐻(𝐾||𝑀)? Is this secure?

 No. There can be an extension attack.

𝐾 𝑀1 𝑀2 𝑀3
′

Fixed 𝐼𝑉 ℎ ℎ ℎ ℎ

𝐻



Hash Function based MACs

 Can we construct a secure MAC using collision-resistant hash 

functions?

 Issue: Hash functions are keyless.

 What if we use 𝑇𝐾 𝑀 = 𝐻(𝐾||𝑀)? Is this secure?

 No. There can be an extension attack.

𝐾 𝑀1 𝑀2 𝑀3
′

Fixed 𝐼𝑉 ℎ ℎ ℎ ℎ

𝐻

ℎ

10000|𝑙𝑒𝑛

 The tag for 𝑀 = 𝑀1 𝑀2 𝑀3 gives the correct tag for 𝑀1 𝑀2 𝑀3
′ .



Hash Function based MAC: HMAC



Hash Function based MAC: HMAC



Hash Function based MAC: HMAC



Hash Function based MAC: HMAC



MACs using Universal Hash 

Function Families

Carter-Wegman



Carter-Wegman MACs
 Chain based constructions like ECBC, HMAC are expensive 

as it involves repeated executions of a block cipher.

 Definition (𝛿-almost universal hash function family): A 

function family 𝐻: 𝑘𝑒𝑦𝑠(𝐻) × 𝐷 → 0,1 𝑛 is called 𝛿-

almost-universal hash function if for all 𝑀1, ≠ 𝑀2 ∈ 𝐷:

Pr 𝐻𝐾 𝑀1 = 𝐻𝐾 𝑀2 ≤ 𝛿



Carter-Wegman MACs
 Chain based constructions like ECBC, HMAC are expensive 

as it involves repeated executions of a block cipher.

 Definition (𝛿-almost universal hash function family): A 

function family 𝐻: 𝑘𝑒𝑦𝑠(𝐻) × 𝐷 → 0,1 𝑛 is called 𝛿-

almost-universal hash function if for all 𝑀1, ≠ 𝑀2 ∈ 𝐷:

Pr 𝐻𝐾 𝑀1 = 𝐻𝐾 𝑀2 ≤ 𝛿

 Example of almost universal hash function family. 

 Let 𝑝 be a large prime (say ≥ 2128)

 𝐾 = 𝑎, 𝑏 ∈ 1…𝑞 × {1…𝑞}

 𝐻𝐾 𝑀 = (𝑎𝑚+1+𝑀𝑚 ⋅ 𝑎𝑚 +⋯+𝑀1 ⋅ 𝑎 + 𝑏) (𝑚𝑜𝑑 𝑝)



Carter-Wegman MACs
 Carter-Wegman MAC

 Suppose we have a 𝛿-almost-universal hash function family 

𝐻: 𝑘𝑒𝑦𝑠(𝐻) × 𝐷 → 0,1 𝑛 and a secure PRF 𝐸: 0,1 𝑘 ×
0,1 𝑛 → 0,1 𝑛, consider the following many-time MAC for 

messages in the domain 𝐷:

 𝑇𝐾 𝑀 = (𝑟, 𝐸𝐾1 𝑟 ⊕ 𝐻𝐾2(𝑀)), where 𝐾 ∈ 𝑘𝑒𝑦𝑠 𝐻 × 0,1 𝑘.

 Theorem(informal): The above MAC is UF-CMA secure 

assuming that 𝐸 is a secure PRF and 𝐻 is almost-universal.

 Examples: 

 UMAC: (NH + HMAC-SHA1)

 Poly127-AES: (Poly127 + AES)

 Poly1305-AES: (Poly1305 + AES)



End

The following slides have been borrowed from Mihir Bellare’s 

Course on Cryptography: 24, 25, 30, 31, 32, 33.


