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CPA Security

® Until now, we have seen encryption schemes that are secure in
some limited sense:
® One-time encryption

° Ciphertext—only adversary.

® We would now like to transition to stronger notions of security
for symmetric encryption schemes that allows multiple
encryptions and where the adversary can obtain encryptions of its

choice (CPA security).

® Pseudorandom function (PRF) and Pseudorandom Permutation
(PRP) are Cryptographic primitives that help us to design such
schemes that are “CPA-secure”.




Pseudorandom Function (PRF)




Pseudorandom Function

e We consider functions of the form F:{0,1}* x {0,1}"* -
{0,1}".

® These are called keyed functions since we have a collection of
A functions, one for each value of the key K € {0,1}k . This
function is denoted by Fg:{0,1}"* — {0,1}" and is defined
as Fre(x) = F(K, x).

® This collection of functions is also known as a function family.

e We will use such function families as a primitive in designing

symmetric encryption schemes that are CPA-secure.

e Th useful security notion for this primitive is how similar this

family is to the family of random functions from {0,1}" to

10,1},
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Pseudorandom Function

® Th useful security notion for this primitive is how similar this

family is to the family of random functions from {0,1}" to

{0,1}™.

® For this,we define the following two Experiments and then

compare the bahavior of adversaries in these two

experiments.

* Real,
* Randomly pick K « {0,1}k.
® When A queries with an input x €
{O,l}n, return FK (x)
* Finally A outputs a bit b.
® Output b.

e Random,

® Pick a random function f from
{0,1}" t0 {0,1}".

® When A queries with an input x €
{0,1}“, return f(x)

* Finally A outputs a bit b.

® Output b.




Pseudorandom Function

® Th useful security notion for this primitive is how similar this
family is to the family of random functions from {0,1}" to
(0,1}

® For this,we define the following two Experiments and then compare
the bahavior of adversaries in these two experiments.

° Why did we not have to define these “experiments” while
discussing the security of PRGs?

* Real, e Randomy
* Randomly pick K « {0,1}*. ® Pick a random function f from
® When A queries with an input x € {0,1}" w0 {0,1}™.
{0,1}", return Fg (x). ® When A queries with an input x €
* Finally A outputs a bit b. {0,1}", return f (x).
e Output b. * Finally A outputs a bit b.

® Output b.




4 ™
Pseudorandom Function

® Th usetul security notion for this primitive is how similar the
family is to the family of random functions from {0,1}" to
{0,1}".

® For this,we define the following two Experiments and then
compare the bahavior of adversaries in these two

experiments.
* Real, e Randomy
* Randomly pick K « {0,1}*. ® When A queries with an input x €
® When A queries with an input x € {0,1}™, ret:llrn a random value
{O,l}n, return Fg (x) from {0;1} :
* Finally A outputs a bit b. ° Finally A outputs a bit b.
® Output b. * Output b.
The adversar)/ is not allowed to repeat a query.

- /




4 ™
Pseudorandom Function

® Th usetul security notion for this primitive is how similar the
family is to the family of random functions from {0,1}" to
{0,1}.

® The PRF advantage of an adversary A is defined as follows:
Advppr(A,F) = |Pr[RealA’F = 1] — Pr|[Random, = 1]|

* Real, e Randomy
¢ Randomly pick K « {0,1}*. ® When A queries with an input x €
® When A queries with an input x € {0,1}", return a random value
{O,l}n, return Fg (x) from {Oil}n-
* Finally A outputs a bit b. ® Finally A outputs a bit b.
® Output b. * Output b.
The adversary is not allowed to repeat a query.

- /
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Pseudorandom Function
® The PRF advantage of an adversary A is defined as follows:

AdvaF(A F) —_ |PI‘[RealAF

1] Pr|[Random, = 1]|

¢ A function F: {O,l}k %X {0,1}" - {0,1}" is called
(t, g, €)-secure PRF if for every adversary A that runs in
time < t and asks < ¢ queries, Advpgr(4, F) < €.

* Real,
* Randomly pick K « {0,1}k.
® When A queries with an input x €
{O,l}n, return FK (x)
* Finally A outputs a bit b.
® Output b.

e Random,
® When A4 queries with an input X €

{0,1}"™, return a random value

from {0,1}".
° Finally A outputs a bit b.
® Output b.

The adversar)/ is not allowed to repeat a query.




Pseudorandom Function

® The PRF advantage of an adversary A is defined as follows:
Advppr (A, F) = |Pr[RealAF = 1] Pr|[Random, = 1]|

¢ A function F: {O,l}k %X {0,1}" - {0,1}" is called
(t, g, €)-secure PRF if for every adversary A that runs in
time < t and asks < ¢ queries, Advpgr(4, F) < €.

® We can define asymptotic security for length-preserving
functions, F:{0,1}* X {0,1}* — {0,1}", where the length of
the key, input, and output are the same.

® Such a function is called a secure pseudorandom function (or
just PRF) if for every adversary A that runs in polynomial time,

and makes polynomial number of queries, there is a negligible

function negl such that Advprr (A, F) < negl(k).




CPA security for Encryption
Schemes




CPA Security for Encryption Schemes

® Borrowing ideas from one-time, ciphertext-only attack
scenario, we can try to use message-indistinguishability as

our notion of security.

e What is the main issue with this idea?
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scenario, we can try to use message-indistinguishability as

our notion of security.
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® In CPA, the adversary is allowed multiple encryptions of

messages of its choice.




CPA Security for Encryption Schemes

® Borrowing ideas from one-time, ciphertext-only attack
scenario, we can try to use message-indistinguishability as
our notion of security.

e What is the main issue with this idea?

® In CPA, the adversary is allowed multiple encryptions of

messages of its choice.

® How do we define security then?




CPA Security for Encryption Schemes

® Borrowing ideas from one-time, ciphertext-only attack scenario, we can
try to use message-indistinguishability as our notion of security.

* A symmetric encryption scheme SE = (E, D) is said to be IND-CPA

insecure if an efficient adversary is able to figure out which world it is in.

o Leftsg a

* Randomly pick key K « {0, 1}k.

o When A querles message palr

(MO, Ml) return E(MO) to A.
° Flnally A outputs b.
® Output b.

o RightSE,A
* Randomly pick key K « {0, 1}k.

o When A querles message palr

(MO, Ml) return EK(M1) to A.
° Flnally A outputs b.
® Output b.




CPA Security for Encryption Schemes

® Borrowing ideas from one-time, ciphertext-only attack scenario, we can
try to use message-indistinguishability as our notion of security.

* A symmetric encryption scheme SE = (E, D) is said to be IND-CPA

insecure if an efficient adversary is able to figure out which world it is in.

* Leftsga * Rightgg 4
* Randomly pick key K « {0,1}k. e Randomly pick key K « {O,l}k,
o When A_ queries message pair * When A queries message pair
(M§, MY) return Ex (M}) to A. (M}, M}) return Ex (MY) to A.
* Finally 4 outputs b. * Finally A outputs b.
e Output b. e Output b.

e The IND-CPA advantage of an adversary A is defined as follows:
Advind_cpa(A, SE) — |Pr[LeftSE’A — 1] — Pr‘[RightSE’A — 1]|




CPA Security for Encryption Schemes

* Leftsga * Rightsg 4
* Randomly pick key K « {0,1}k. * Randomly pick key K « {0,1}k.
o Wh_en A_ queries message pair ® When A queries message pair
(M§, M7) return Ex (M) to A. (M(l), M{) return EK(MD to A.
* Finally 4 outputs b. * Finally A outputs b.
® Output b. ® Output b.

-

® The IND-CPA advantage of an adversary A is defined as
follows:
AdVing_cpq(A,SE) = |Pr[LeftSE,A = 1] — Pr[RightSE’A = 1]|

® A symmetric encryption scheme SE = (E,D) is called (t,q, €)-

ind-cpa secure if for every adversary A that runs in time < t and
asks < q quesries, AdVipq_cpa(4,SE) < €.




CPA Security for Encryption Schemes
® The IND-CPA advantage of an adversary A is defined as

follows:
AdVing_cpq(A,SE) = |Pr[LeftSE'A = 1] — Pr[RightSE’A = 1]|

® A symmetric encryption scheme SE = (E,D) is called (t,q, €)-
ind-cpa secure if for every adversary A that runs in time < t and

asks < @ queries, Advind—cpa(A: SE) < €.

A symmetric encryption scheme SE = (E, D) is said to be ind-
cpa secure if for every adversary A that runs in polynomial time

and makes polynomial number of queries, there exist a negligible

function negl such that Advipg_cpq (4, SE) < negl(k).




CPA Security for Encryption Schemes

e IND-CPA allows adversaries to make multiple queries.

* How much advantage do adversaries who is allowed to ask ¢ > 1
queries, have over adversaries who can only make 1 “left/right”

query?




CPA Security for Encryption Schemes

e IND-CPA allows adversaries to make multiple queries.

* How much advantage do adversaries who is allowed to ask ¢ > 1

queries, have over adversaries who can only make 1 query?

o Leftspa

Randomly pick key K « {0,1}k.

When A queries challenge message pair

(Mo, My) return Ex(Mj) to A.

When A queries a message M J then
return EK (M]) to A

Finally A outputs b.
Output b.

-

e Rightsp 4

Randomly pick key K « {0,1}k.

When A queries challenge message pair

(MO» M1) return EK(M1) to A.

When A queries a message M J , then
return EK (M]) to A

Finally A outputs b.
Output b.

® The FTG-CPA advantage of an adversary A is defined as follows:
Advsrg_cpa(A, SE) = |Pr|Leftip 4 = 1| — Pr|Rightis , = 1]
® A symmetric encryption scheme SE = (E, D) is called (t,q, € )—ftg—cpa secure if for

every adversary A that runs in time < t and asks < q quesries, AdVftg_cpa (4, SE) <
€.




CPA Security for Encryption Schemes

e IND-CPA allows adversaries to make multiple queries.

* How much advantage do adversaries who is allowed to ask ¢ > 1

queries, have over adversaries who can only make 1 query?

® Theorem: If a symmetric encryption scheme SE' = (E, D) is
(t, q, €) -ftg-cpa secure, then SE isalso (t,q, € - q)—ind—cpa

Secure.

® We prove the following: Let A be any ind-cpa adversary that runs in
time ¢ and makes q queries, then there exists an ftg-cpa adversary

that runs in time t and makes q queries such that

Advind—cpa(A; SE) < q 'Advftg—cpa(B;SE)-




CPA Security for Encryption Schemes

makes g queries such that

AdVing_cpa(A,SE) < q - AdVfig_cpq (B, SE).

® To prove this, we define hybrid experiments.

® Theorem: Let A be any ind—cpa adversary that runs in time ¢ and makes
q queries, then there exists an ftg-cpa adversary that runs in time ¢ and

Leftsg a

GS(')E,A
- Randomly pick K « {0,1}k.
- For A’s ith query (M(l,, M{),
if 1 <q —0), then
return EK (M(l)) to A
else return Eg (M{) to A

- Finally A outputs b.

- Output b.

G.%E,A
- Randomly pick K « {0,1}k.

- For A’s ith query (M(l)' M{)’
if i < q — 1), then
return Ex (M(l)) to A

else return Eg (Mi) to A
- Finally A outputs b.
- Output b.

2

RightSE,A

q
GSE,A
- Randomly pick K « {0,1}k.

- For A’s ith query (M(i), Mi),
if (I <q — q), then
return EK (M(l)) to A

else return Eg (Mi) to A
- Finally A outputs b.

- Output b.

—/




CPA Security for Encryption Schemes

that

® Theorem: Let A be any ind-cpa adversary that runs in time t and makes q queries,
then there exists an ftg-cpa adversary that runs in time t and makes q queries such

AdVing—cpa(A,SE) < q - AdVfrg_cpa (B, SE).

Leftsg a

o Let Py = Pr[GSE,A = 1]

= Pr[GSQE,A = 1] - PF[GSE,A
Py =Pr[Gsp 4 = 1], ..., P, = Pr[Gd , = 1]

GS(')E,A
- Randomly pick K « {0,1}k.

- For A’s ith query (M(i), M{),
if (I < q —0), then
return EK (M(l)) toA
else return Eg (M{) to A

- Finally A outputs b.

- Output b.

G.%E,A
- Randomly pick K « {O,l}k.

- For A’s ith query (M(l), M{),
if (1 <q—1),then
return EK (M(l)) to A
else return Eg (Mi) to A
- Finally A outputs b.

- Output b.

2

o AdVing_cpa(4,SE) = |Pr|Leftsp 4 = 1| — Pr|Rightsg 4 = 1]|
=1]|

q

RightSE,A

GSC'IE,A
- Randomly pick K « {0,1}k.
- For A’s ith query (M(l), Mi),
if (I <q — q), then
return EK (M(l)) to A
else return Eg (Mi) to A

- Finally A outputs b.

- Output b.

—/




CPA Security for Encryption Schemes

® Theorem: Let A be any ind-cpa adversary that runs in time t and makes q queries,
then there exists an ftg-cpa adversary that runs in time t and makes q queries such
that

AdVing—cpa(A,SE) < q - AdVfrg_cpa (B, SE).

o AdVing_cpa(4,SE) = |Pr|Leftsp 4 = 1| — Pr|Rightsg 4 = 1]|
= |Pr[Gdg 4 = 1] = Pr[G , = 1]

o Let Py = Pr[Ggg 4 = 1], P, = Pr[Ggg o = 1], ..., Py = Pr[Ggr 4, = 1]

(& .
- Pick g « [q] randomly o (M(l)’Mi) ifi =g
When A makes its i query (M(l), M{) (Mo, My) M(l) ifi<g
If (I < g) make a query with M I M{ ifi > g
<
{

and return the value to 4

If (I > g) make a query with Mi 4 )
and return the value to A

If (I = g) make a query (M(l), Mi)
and return the value to 4 L y

K - Output A’s result /




CPA Security for Encryption Schemes

® Theorem: Let A be any ind-cpa adversary that runs in time t and makes q queries,
then there exists an ftg-cpa adversary that runs in time t and makes q queries such
that
AdVing—cpa(A,SE) < q - AdVfrg_cpa (B, SE).

o AdVing_cpa(4,SE) = |Pr|Leftsp 4 = 1| — Pr|Rightsg 4 = 1]|

= |Pr[Ggp.a = 1] - Pr[GgE,A =1]|

o Let Py = Pr[Gp 4 = 1], Py = Pr[Ggg 4 = 1], ..., P, = Pr[Ggy , = 1]
o Prleftszp=1]=7

e Pr|Rightipp=1| =7




CPA Security for Encryption Schemes

Theorem: Let A be any ind-cpa adversary that runs in time ¢ and makes q queries,
then there exists an ftg-cpa adversary that runs in time t and makes q queries such
that

AdVing—cpa(A,SE) < q - AdVfrg_cpa (B, SE).

Adving—cpa(A,SE) = |Pr|Leftsp 4 = 1| — Pr|Rightsg 4 = 1]|
= |Pr[Gdg 4 = 1] = Pr[G , = 1]
Let Py = Pr[Gp 4 = 1], Py = Pr[Ggp 4 = 1], ..., P, = Pr[Gr , = 1]

, 1
Pr[LeftSE’B=1]=E'(P0+P1+”'+Pq_1)
Pr[Rightly 5 = 1] = % (Py+ Py + ..+ P)

Advgiy_cpa(B,SE) = |Pr|Leftip s = 1| — Pr|Rightés 5 = 1||

- |(n)
— a : Advind—cpa(Ar SE)




CPA-Security for Encryption Schemes

e Alternate definition of FTG-CPA security.

* GuessLRgg 4
* Randomly pick a key K « {0,1}.
® Pick a random bit b « {0,1}

* When A makes a encryption query M i , return the value
Ex(MY).

* When A makes the challenge query (Mg, My), return the value
Ex(Mp).

® Finally, A outputs a bit b’

 If (b = b') output 1 else output 0

® Theorem: PI‘[GLLBSSLRSE'A = 1] =% % Advsrg_cpa(4,SE)




CPA-Security for Encryption Schemes

® Alternate definition of FTG-CPA security.

* GueSsLRgg 4
e Randomly pick a key K « {0,1}".
® Pick a random bit b « {0,1}
® When A makes a encryption query M L return the value E k(M i).
® When A makes the challenge query (Mg, M1 ), return the value
Ex(Mp).
* Finally, A outputs a bit b’
* If (b = b") output 1 else output 0

® Theorem: Pr[GuessLRSE’A = 1] = % + % +AdVsrg_cpa (A, SE)

® So, summing up all the discussion until now, for CPA-security of
an encryption scheme, we just need to analyse the performance of

an adversary in the experiment GUeSSLRgg 4.




CPA-Security for Encryption Schemes
® Suppose we have a secure pseudorandom permutation family
F:{0,1}* x {0,1}" - {0,1}™.
® We saw a few examples(AES,3DES etc.) in the last lecture.

* Consider the following encryption scheme SE' = (E, D)
that encrypts messages of length n.

* Ex(M) = Fx (M) and D (C) = F *(C)

o [sSE ind-cpa secure?
e [sSE ftg-cpa secure?
e [s SE “GuessLR” secure?
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CPA-Security for Encryption Schemes

® Suppose we have a secure pseudorandom permutation family
F:{0,1}* x {0,1}" - {0,1}".
® We saw a few examples(AES,3DES etc.) in the last lecture.

* Consider the following encryption scheme SE' = (E, D)
that encrypts messages of length 7.
* Ex(M) = Fx(M) and D (C) = Fi*(C)

¢ Is SE “GuessLR” secure?
® No

* Adversary A
Query the message 0™ and getback C = Eg (0™).
Make the challenge query (0™, 1™) and get back C "
If (C == ("), then output O else output 1

. Pr[GuessLRSE’A = 1] =7?
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CPA-Security for Encryption Schemes

® Suppose we have a secure pseudorandom permutation family
F:{0,1}* x {0,1}" - {0,1}".
® We saw a few examples(AES,3DES etc.) in the last lecture.

* Consider the following encryption scheme SE' = (E, D)
that encrypts messages of length 7.
* Ex(M) = Fx(M) and D (C) = Fi*(C)

¢ Is SE “GuessLR” secure?
® No

* Adversary A
Query the message 0™ and getback C = Eg (0™).
Make the challenge query (0™, 1™) and get back C "
If (C == ("), then output O else output 1

. Pr[GuessLRSE’A = 1] =1




CPA-Security for Encryption Schemes

® Suppose we have a secure pseudorandom permutation family
F:{0,1}* x {0,1}" - {0,1}".
® We saw a few examples(AES,3DES etc.) in the last lecture.

* Consider the following encryption scheme SE' = (E, D)
that encrypts messages of length n.

* Ex(M) = Fx(M) and D (C) = Fi*(C)
® In fact, any deterministic encryption scheme cannot be IND-

CPA secure!

e For SE to be IND-CPA secure, everytime you encrypt a
message M, you should get a different ciphertext!
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CPA-Security for Encryption Schemes

® Suppose we have a secure pseudorandom permutation family
F:{0,1}* x {0,1}" - {0,1}".
® We saw a few examples(AES,3DES etc.) in the last lecture.

* Consider the following encryption scheme SE' = (E, D)
that encrypts messages of length n.
o Ex (M)
Pick a random 1 « {0,1}"
Output C =<1, Fx(r) B M >
* D (C)
Parse C as < 1,8 >
Output M = Fe(r)® s

® Theorem: If F is (2 t, q,g — ;Ln)—secure PRF, then SE is

(t, q, €)-ftg-cpa secure symmetric encryption scheme.

/
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CPA-Security for Encryption Schemes

™~

® Theorem: Consider an adversary A that runs 1n time t, makes q

queries such that PI‘[GueSSLRSEA = 1] > = + €, then there is

an adversary B that runs in time at most 2t, makes (q + 1)
queries such that Advpgp(B,F) > € — on

qQ

Realg

1 |

Pick a random bit b
Return A’s queries as
shown

If (b=b") output 1
else 0

\__

| v
T Fg (1)

|

" Fg (1)

(Mo, My)My, © F

M M F () T l

)

e Pr|Realgp = 1] =?

Q)

Randomg

| |

(5

Pick a random bit b
Return A’s queries as
shown

If (b=b") output 1
else 0

K
")

| v
" Ar)
(Mo, My) M, © ()

MM () H
-
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CPA-Security for Encryption Schemes

™~

queries such that Advppp (B, F) > € — on

® Theorem: Consider an adversary A that runs 1n time t, makes q

queries such that PI‘[GueSSLRSEA = 1] > = + €, then there is
an adversary B that runs in time at most 2t, makes (q + 1)

q

Realg

1

1

\_

Pick a random bit b
Return A’s queries as
shown

If (b=b") output 1
else 0

b)

|

" Fg (1)

M M F () T l

| v
T Fg (1)

(Mo, My)My, © F

-

o Pr[RealB'F = 1] = Pr[GuessLRgg 4]

Q)

Randomg

L

|

K
")

Pick a random bit b

Return A’s queries as

(5

shown

If (b=b") output 1

M MG F) I l

|
" Ar)
(Mo, My) M, © ()

else O

.

-

e Pr[Randomg = 1] <?
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® Theorem: Consider an adversary A that runs 1n time t, makes q

queries such that PI‘[GueSSLRSEA = 1] > = + €, then there is

an adversary B that runs in time at most 2t, makes (q + 1)
queries such that Advpgp(B,F) > € — n

q

Realg

L
K

" Fg (1)

1
| v
" Fg(7)

Pick a random bit b

Return A’s queries as (Mo, My)My, © F

M M F () T l

=

o Pr[RealB'F = 1] = Pr[GuessLRgg 4]

()
shown
If (b=b") output 1
else 0

Randomg

| |

(5

\_

|3
)
Pick a random bit b
Return A’s queries as
shown
If (b=b") output 1
else 0

M MG F) I l

N

e Pr[Randomg = 1] < % +%

2

™~

| v
" Ar)
(Mo, My) M, © ()
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