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What security property is needed?
● Confidentiality

– component of privacy that implements to protect our data from 
unauthorized viewers

● Integrity
– data cannot be modified in an unauthorized or undetected manner

● Availability
– preventing service disruptions due to power outages, hardware failures, 

and system upgrades. Ensuring availability also involves preventing 
denial-of-service attacks, such as a flood of incoming messages to the 
target system, essentially forcing it to shut down

● Non-repudiation
– one party of a transaction cannot deny having received a transaction, nor 

can the other party deny having sent a transaction

● Authenticity
– make sure that you really communicate with the partner you want to

● Privacy related properties: Anonymity, Unlinkability ........
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Threat Model or Trust Model

● Does Alice trust Bob with whom she is communicating, but is 
wary of third parties like apps downloaded from playstore?

● Does Alice mistrust Bob, but still needs to compute some 
joint function with him for certain applications?

● Does Alice mistrust her own operating system, interpreters, 
system libraries, third party libraries?

● Is Alice herself mistrusted?
● .........
● Malicious attackers? Inadvertent attackers? Honest but 

curious attackers? ........
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Applied Machine Learning on Network Traffic



  

Transparency



  

And Control
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Digital Rights Management (DRM)



Procedure
Root the phone and flash TWRP

Install Xposed Framework (XposedInstaller APK 
and Flash Xposed APK using TWRP)

Install SSL Unpinning Module for Xposed

From the module: Select the App for which you 
want to unpin SSL and sniff data

Install Charles on your laptop

Add Charles’ Certificate on your Android device

In your Android WiFi settings, add proxy, 
routing your traffic through your laptop (using 
its IP)

Sniff!



Sample 
Response
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Interdisciplinary Computer Science

● Software verification
– Logic, programming languages, static analysis, automata ....

● Applied cryptography
– Number theory, protocol design, random number generation .......

● Hardware security
– Computer architecture, new device drivers

● Ethical hacking
● Network middleware, applied ML .......
● End to end system design vs. building a part
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● Applied cryptography
– Number theory, protocol design, random number generation .......

● Hardware security
– Computer architecture, new device drivers

● Ethical hacking
● Network middleware, applied ML .......
● End to end system design vs. building a part

Papers in wide range of conferences. For applied cryptography, CRYPTO, EUROCRYPT 
etc. will have mathematical proofs, NDSS, Oakland, S&P will have cryptographic protocols,

SOUPS, PETS and CHI will have user studies interacting with cryptographic systems ...



  

Additional Challenges for Embedded Systems
● Low computational capabilities causing latency
● Energy constraints
● Memory and storage constraints

 

– Split computations between cloud and device, taking care not to 
introduce new security threats

– Efficient data structures

– Hardware cryptographic accelerators

– ........... 

Handled with



  

Security Accelerator or Co-Processor

● E.g.- The Symmetric/Asymmetric Hashing and Random Accelerator 
(SAHARA) is a security coprocessor present in IMX53 SoC

● SAHARA implements 
– block encryption algorithms, (AES, DES, and 3DES), 

– hashing algorithms (MD5, SHA-1, SHA-224, and SHA-256), 

– a stream cipher algorithm (ARC4), 

– and a hardware random number generator. 

–

● It has a slave IP bus interface for the host to write configuration and 
command information, and to read status information. 

● It also has a DMA controller, with an AHB bus interface, to reduce 
the burden on the host to move the required data to and from 
memory.



  

Block Diagram



  

Small Trusted Code Base
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