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How is Java code executed?

Java javac JVM processor

source code byte code machine code

Optimizations are applied almost exclusively after handing responsibility to the 
JVM’s runtime where they are difficult to comprehend.

A JVM is allowed to alter the executed program as long as it remains correct.
The Java memory model describes a contract for what a correct program is (in
the context of multithreaded applications). 

The degree of optimization is dependent on the current compilation stage.



void method() {
foo += 1;
bar += 1;

foo += 2;
}

A sequentially inconsistent optimization

void method() {
foo += 1;
foo += 2;

bar += 1;
}

void method() {
foo += 3;

bar += 1;
}

(foo == 0, bar == 0)

(foo == 0, bar == 0)
(foo == 3, bar == 0)
(foo == 3, bar == 1)
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(foo == 1, bar == 0)
(foo == 1, bar == 1)
(foo == 3, bar == 1)

(foo == 0, bar == 0)
(foo == 1, bar == 0)
(foo == 3, bar == 0)
(foo == 3, bar == 1)



Scaling performance: cache efficiency does matter

action approximate time (ns)

typical processor instruction 1

fetch from L1 cache 0.5

branch misprediction 5

fetch from L2 cache 7

mutex lock/unlock 25

fetch from main memory 100

2 kB via 1 GB/s 20.000

seek for new disk location 8.000.000

read 1 MB sequentially from disk 20.000.000

Source: https://gist.github.com/jboner/2841832
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void thread1() {
while (flag) {
count++;

}
}

An eventually inconsistent optimization

void thread1() {
while (true) {
count++;

}
}
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void thread2() {
flag = false;

}

void thread2() {
// flag = false;

}
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Mnemonic: Think of each thread as if it owned its own heap (infinitive caches).



foo/1 = 0x0000

foo/2 = 0xFFFFfoo/2 = 0x0000

Atomicity

class WordTearing {

long foo = 0L;

void thread1() {
foo = 0x0000FFFF; 
//  = 2147483647

}

void thread2() {
foo = 0xFFFF0000;
//  = -2147483648

}
}

main memory (32 bit)

processor cache (32 bit)

1

2
foo/1 = 0xFFFF

foo/2 = 0x0000

foo/2 = 0xFFFF

foo/1 = 0x0000

processor cache (32 bit)

foo/1 = 0xFFFF



ARM PowerPC SPARC TSO x86 AMD64

loadload yes yes no no no

loadstore yes yes no no no

storestore yes yes no no no

storeload yes yes yes yes yes

Processor optimization: a question of hardware architecture

ARM

x86

Source: Wikipedia



What is the Java memory model?

Answers: what values can be observed upon reading from a specific field.

Formally specified by disaggregating a Java program into actions and applying 
several orderings to these actions. If one can derive a socalled happensbefore
ordering between write actions and a read actions of one field, the Java 
memory model guarantees that the read returns a particular value.

class SingleThreaded {

int foo = 0;

void method() {
foo = 1;
assert foo == 1;

}
}

program order

A trivial, singlethreaded example:

write action

read action

The JMM guarantees intrathread consistency resembling sequential consistency.



Java memory model buildingblocks

fieldscoped methodscoped

final

volatile

synchronized (method/block)

java.util.concurrent.locks.Lock

Using the above keywords, a programmer can indicate that a JVM should
refrain from optimizations that could otherwise cause concurrency issues.

In terms of the Java memory model, the above concepts introduce additional
synchronization actions which introduce additional (partial) orders. Without
such modifiers, reads and writes might not be ordered (weak memory 
model) what results in a data race.

A memory model is a tradeoff between a language’s simplicity 
(consistency/atomicity) and its performance.



Volatile field semantics: reordering restrictions

while (!ready);
assert answer == 42;

answer = 42;
ready = true;
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synchronization order

Important: the synchronized keyword also implies an synchronization order. 
Synchronization order is however not exclusive to it (as demonstrated here)!

program order

program order

1. When a thread writes to a volatile variable, all of its previous writes are guarantted
to be visible to another thread when that thread is reading the same value.

2. Both threads must align “their” volatile value with that in main memory.
3. If the volatile value was a long or a double value, wordtearing was forbidden.

happensbefore order

This only applies for two threads with a writeread relationship on the same field! 



Synchronized block semantics: reordering restrictions

<enter this>
while (!ready);
assert answer == 42;
<exit this>

<enter this>
answer = 42;
ready = true;
<exit this>
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synchronization order

program 
order

program
order

happensbefore order

When a thread releases a monitor, all of its previous writes are guaranteed to be 
visible to another thread after that thread is locking the same monitor.

This only applies for two threads with a unlocklock relationship on the samemonitor! 

This example assumes that the second thread acquires the monitor lock first.



Thread lifecycle semantics

class ThreadLifeCycle {

int foo = 0;

void method() {
foo = 42;
new Thread() {
@Override
public void run() {
assert foo == 42;

}
}.start();

}
}



foo = 42;
new Thread() {…}.start();

Thread lifecycle semantics: reordering restrictions

<start>;
assert foo == 42;
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happensbefore order

synchronization order

When a thread starts another thread, the started thread is guaranteed to see all 
values that were set by the starting thread.

Similarly, a thread that joins another thread is guaranteed to see all values that 
were set by the joined thread.

program 
order

program 
order



instance = <allocate>;
instance.foo = 42;
<freeze instance.foo>

Final field semantics: reordering restrictions

if (instance != null) {
assert instance.foo == 42;

}
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happensbefore order

dereference order

When a thread creates an instance, the instance’s final fields are frozen. The Java
memory model requires a field’s initial value to be visible in the initialized form to
other threads.

This requirement also holds for properties that are dereferenced via a final field, 
even if the field value’s properties are not final themselves (memorychain order).
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Does not apply for (reflective) changes outside of a constructor / class initializer.



External actions

class Externalization {

int foo = 0;

void method() {
foo = 42;
jni();

}

native void jni(); /* { 
assert foo == 42; 

} */
}

A JITcompiler cannot determine the sideeffects of a native operation. Therefore, 
external actions are guaranteed to not be reordered.

External actions include JNI, socket communication, file system operations or
interaction with the console (nonexclusive list).

program 
order



Threaddivergence actions

class ThreadDivergence {

int foo = 42;

void thread1() {
while (true);
foo = 0;

}

void thread2() {
assert foo == 42;

}
}

Threaddivergence actions are guaranteed to not be reordered. This prevents surprising 
outcomes of actions that might never be reached. 

program 
order



Memory model implementation

synchronized (new Object()) { /* empty */ }

A Java virtual machine typically implements a stricter form of the Java memory 
model for pragmatic reasons.

For example, the HotSpot virtual machine issues memory barriers after 
synchronization points. These barriers forbid certain types of memory reordering
(loadload, loadstore, storeload, storestore).

Relying on such implementation details jeopardizes crossplatform compatibility. 

Always code against the specification, not the implementation!



Memory model validation: the academic approach

set of all possible
field values

program
order synchronization

order

happensbefore
order commitable

The transitive closure of all orders determines the set of legal outcomes.
Theory deep dive: "Java Memory Model Pragmatics" by Aleksey Shipilёv



Memory model validation: the pragmatic approach

@JCStressTest
@State
class DataRaceTest {

boolean ready = false;
int answer = 0;

@Actor
void thread1(IntResult1 r) {
while (!ready);
r.r1 = answer;

}

@Actor
void thread2() {
answer = 42;
ready = true;

}
}

Important limitations:
1. Not a unit test. The outcome is

nondeterministic.
2. Does not prove correctness, might

discover incorrectness.
3. Result is hardwaredependent.

Other tools:
Concurrency unittesting frameworks 
such as threadweaver offer the
introduction of an explicit execution
order for concurrent code. This is
achieved by instrumenting a class’s
code to include explicit break points
which cause synchronization. These
tools cannot help with the discovery
of synchronization errors.



  

User space code in Python



  

Python Interpreter internally calls pthread APIs

https://github.com/enthought/Python-2.7.3/blob/master/Python/thread_pthread.h

https://github.com/python/cpython/blob/master/Python/thread.c



  

User space code in Java, 
JVM internally calls pthread APIs
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