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ABSTRACT

We study the problem of intruder tracking with non-stealthy sensors, i.e., sensors whose ON/OFF state can be detected by
an intruder, sometimes in advance. The sensor field is assumed to be operating with a sleep schedule to conserve energy.
Both motion sensors and presence sensors are considered. We provide a rigorous basis for the study of this scenario by
defining a new intruder model, the Ideal Intruder, that knows the entire sleep schedule of all the sensors in the field. More
realistic intruders that have spatially and temporally limited knowledge of the sensor states are also defined. We study the
well-known Random Independent Sleep (RIS) scheduling scheme with a single parameter p, giving mathematical bounds
for the ideal intruder’s crossing time in the motion sensor case and showing that the crossing probability in the presence
sensor case undergoes a sharp transition as p increases. Further, we show that non-ideal intruders perform almost as well
as the ideal intruder against RIS. Motivated by this finding and by the comparison between Barrier Coverage and RIS, we
define a new sleep scheduling scheme, Spotlight, that is more robust to faults than Barrier Coverage and more effective
than RIS. But more than that, Spotlight is shown to be specifically suited to the non-stealthy case because a non-ideal
intruder, that is, one with limited information performs significantly worse against it than the ideal intruder. Spotlight,
therefore, apart from being a novel and interesting sleep scheduling scheme in its own right, also illustrates the power of
the analytical framework we introduce in this paper. Copyright © 2013 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Wireless Sensor Networks are increasingly used for
surveillance on various scales—ranging from tracking ani-
mals to monitoring the borders between nations. On detect-
ing an intruder, the sensors may send a message to a remote
base station or perform some other pre-defined task. The
sensors may also be responsible to track the intruder until
it leaves the Field of Interest (FoI). This work focuses on
intruder detection only.

The engineering problem in this scenario is that of min-
imizing the cost in terms of battery power spent on running
the sensors, an objective that must be achieved without
compromising the objective of detecting the intruders pres-
ence. This objective function is normally studied by equip-
ping the sensor batteries with a fixed amount of power
and then measuring the lifetime of the system under the
assumption that the batteries are never recharged.

The key insight that drives this optimization is that
for the FoI to be effectively covered, the sensors must be

spread all over it, but the intruder can only be detected by a
few sensors—the ones closest to it. If it is possible to tem-
porarily shut down the sensors that are unlikely to be in
the intruder’s range, then significant battery power can be
saved. This approach engenders a range of solutions that
are commonly called sleep scheduling algorithms. Such an
algorithm is deemed effective if it prevents the intruder
from crossing or intruding deep into the FoI during the
network’s lifetime. Our paper also studies sleep schedul-
ing but in the somewhat more difficult situation where
the intruder can detect and study the sleep patterns of the
sensor nodes, what we call the non-stealthy case.

The non-stealthy scenario is very relevant because pas-
sive sensors that cannot be detected by an intruder are
increasingly found to be ineffective in a number of appli-
cation areas (see e.g., [1,2] for a case study in submarine
detection), so intruder detection is carried out by active
sensors that, by emitting one kind of signal or the other,
open themselves up to detection by the very intruders they
are supposed to be detecting (see e.g., [3,4] for a case
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study of obstacle avoidance for helicopters.) In this paper,
we focus on this scenario, differentiating between presence
sensors that can detect an intruder whenever it is present
in their sensing range and motion sensors that detect an
intruder only if it moves while in their sensing range.

The major difference between the non-stealthy and the
stealthy scenario is that we need a model for what the
intruder knows. This is a tricky matter and is clearly a
subject to many factors. But no systematic study of sleep
scheduling is possible unless we assign the intruder some
detection power. Clearly, the most powerful intruder is one
that knows “everything”, that is, the state of all the sen-
sors at all times. A sleep scheduling algorithm that can
detect this intruder can detect any intruder that is less pow-
erful. This intruder forms a basic benchmark against which
every algorithm, and also every less powerful intruder can
be measured. We call such an intruder the Ideal Intruder.
This intruder definition is the main contribution of this
paper. We note that the Ideal Intruder is an abstraction in
the sense that it is not really possible to implement such
an intruder. The motivation for studying such an intruder
is that any real intruder will not be as powerful as the
Ideal Intruder, and hence, a sleep schedule that can detect
an Ideal Intruder will be able to detect a real intruder as
well; that is, the Ideal Intruder is a theoretical construction
that helps us study the security of the intrusion detec-
tion scheme we are using. To demonstrate this, we will
also study some non-ideal intruder models that work with
limited information.

The ideal intruder is a benchmark in three ways. Firstly,
it can throw light on the difference between the non-
stealthy and stealthy cases for a particular sleep scheduling
algorithm. We illustrate this use in passing in Section 4.4
with Random Independent Sleep (RIS) scheduling as the
test case. More importantly, the ideal intruder can be used
to categorize sleep scheduling algorithms according to
their ability to defeat it (or, more precisely, to be able to
detect or retard the progress of such an intruder with a
given amount of energy) in the non-stealthy scenario. In
Section 4, we study the performance of RIS and against an
ideal intruder, using both motion and presence sensors. We
characterize the crossing time for such an intruder in the
motion sensor case and the crossing probability in the pres-
ence sensor case. We present simulations and mathematical
arguments based on Percolation theory [5], particularly the
directed graph version known as Oriented Percolation [6].
We find that the crossing time of the ideal intruder in the
motion sensor case increases linearly to a certain value of
the sensor ON probability then increases sharply. This is
consistent with the reasoning derived from the study of
Oriented Percolation. In the presence sensor case, we find
that there is a sharp phenomenon: the crossing probabil-
ity of an ideal intruder is 1 for lower values of the sensor
ON probability, switching abruptly to 0 after a point. This
phenomenon is also consistent with the Percolation-based
view of the RIS scenario.

A key contribution of our paper is the comparison of the
ideal intruder’s crossing probability with the crossing prob-

abilities of two weaker intruders for RIS (Section 4.4). We
find that limiting the intruder’s knowledge does not signif-
icantly degrade its ability to cross the grid in the RIS case.
This is a weakness of RIS, which is exposed by studying it
in the intruder framework. This and the comparison of RIS
to Barrier coverage presented in Section 4.5 motivate the
second main contribution of this paper: A sleep scheduling
algorithm called Spotlight that is, to the best of our knowl-
edge, the first sleep scheduling algorithm designed specif-
ically for non-stealthy sensors (Section 5). This algorithm
works like a spotlight by moving an aggregation of ON
sensor cells around the FoI. This algorithm compares
favorably to RIS in terms of crossing probability in the
presence sensor case (Section 5.3) but clearly differentiates
between ideal and non-ideal intruders (Section 5.4), mak-
ing it the first sleep scheduling algorithm that specifically
requires more information to beat. In order to address the
issue that Spotlight requires coordination and information
exchange, we discuss implementation issues in Section 5.6
and show that it is relatively lightweight to implement.

2. RELATED WORK

Sleep scheduling to conserve power in surveillance sce-
narios has been studied extensively [7], with some early
schemes mimicking the patrolling behavior of human
guards [8]. Turgut et al. [9] recognize that sensors may be
visible, for example, because the wireless communication
between the nodes can be detected.

The problem of coverage is also relevant to the study of
the surveillance problem. Huang et al. [10–13] discuss the
problems of coverage and k-coverage and the methods to
determine the existence of coverage. For the surveillance
problem, a more relevant and economical concept is Bar-
rier Coverage (see e.g., [14]). This work studies the non-
stealthy sensor case as well, concluding that a weak barrier
of stealthy sensors is sufficient to detect intruders, whereas
if the sensors are non-stealthy, a strong barrier is required.
Necessary conditions for the existence of a strong barrier
are described in [15] along with a localized algorithm to
set up a strong barrier. Several other attempts have been
made in this direction based on smoothness in intruder
movement [16] and the related concept of Trap coverage
that allows an intruder movement up to a fixed distance
before being caught [17]. Finally, we mention the paper by
Brass [18] that describes the solutions and properties of the
many variants of the tracking problem: stationary/mobile
sensors, stationary/mobile target, random or optimal sensor
deployment, independent or globally coordinated search,
and stealthy or visible sensors.

3. PRELIMINARIES

3.1. The FoI and intruder motion models

We assume the FoI is represented by a finite square grid
[L] � [W] (where [n] denotes the set {1, : : : n}). This
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representation actually incorporates two notions: (i) there
are LW sensors that are placed one each at the center of
square cells, that is, at locations {(i + 1

2 , j + 1
2 : 0 � i <

L, 0 � j < W} and (ii) the sensing range of the sensor
is limited to the entire cell it inhabits. The y-dimension is
the “width” of the field and, in the context of this paper, is
the dimension that has to be “crossed” by the intruder. The
“length” of the region is in a sense the intruder’s room for
maneuver, so typically, we will consider situation where
W < L.

Mathematically, intruder motion can be viewed as tak-
ing place in an infinite three-dimensional [L] � [W] �
N where the N denotes the natural numbers and repre-
sents the time dimension. We note that the source line is
{(x, 0, 0) : x 2 [L]}, that is, any point on the source side of
the FoI at time 0. The destination plane is {(x, W, t) : x 2
[L], t 2 N} on the destination side of the FoI at any time.
Because this three-dimensional grid has time as its third
dimension, the only paths that we are allowed to consider
in it are of the form (x0, y0, 0), (x1, y1, 1), : : : , (xt, yt, t), : : :,
with each successive cell having a time value exactly one
greater than the previous cell. This is under the assumption
that it takes the intruder unit time to cross from one cell to
another. The other two dimensions are determined by the
square grid imposed on the two-dimensional FoI, that is,
if from (x, y, t) the intruder can go to (x, y, t + 1) (i.e., not
move) or go to (x0, y0, t+1) where |x–x0| � 1 and |y–y0| � 1
and |x – x0| + |y – y0| � 1 (i.e., move to a neighboring cell,
including a diagonal neighbor). Considering each cell to
be a vertex and each possible movement described here to
be an edge, we have an infinite graph (see Figure 1 for a
one-dimensional scenario). In this infinite graph, we add a
special vertex o, which is assumed to be where the intruder
starts. This vertex has a direct edge to every node of the
form (x, 1, t), x 2 [l], t 2 N because we assume that the
intruder can wait outside the FoI for as long as it wants and
then enter its first row at any point. We denote this graph
F(L, W) or just F when L and W are known. Thus, intruder
motion becomes a path in F .

3.2. The surveillance model

We assume that at each time t, each sensor in the FoI
is either ON or OFF. Hence, the entire graph F is not
“safe” for the intruder looking to cross. The subgraph of
F that is safe for the intruder depends on the sensor capa-
bility model. If we are considering presence sensors and
if the intruder’s path goes through node (x, y, t) and the
sensor in cell (x, y) happens to be on at time t, then the
intruder is detected. Hence, given a schedule U = {(x, y, t) :
the sensor at (x, y) is ON at time t}, the safe graph FP

U is
the subgraph of F induced by removing all the nodes of U.

In the case of motion sensors, the intruder may stay sta-
tionary in the sensing range of an active sensor and is not
caught. For an intruder to move from cell (x, y, t) to cell
(x0, y0, t+1) (where x–1 � x0 � x+1 and y–1 � y0 � y+1),
the sensors in both cells must be OFF. In addition to this,
the intruder has another capability. It can always move

Figure 1. Intruder motion for one-dimensional Field of Interest.

from cell (x, y, t) to cell (x, y, t + 1), regardless of whether
the sensors in these two cells are ON or OFF. That is, it
can stay stationary, at position (x, y), without being caught,
even if the sensor is ON. Hence, given a schedule U, the
safe graph FM

U in this case is the subgraph of F induced
by retaining all the edges of F that have both endpoints
not in U, that is, in OFF state. Note that a basic difference
between FP

U and FM
U is that in the latter, the edges of the

form (x, y, t)! (x, y, t + 1) are always present even if both
the vertices are ON because they correspond to the intruder
staying motionless in the cell (x, y), whereas in FP

U , the
edge may not exist if (x, y) is in ON state at either time
t or t + 1.

3.3. Sleep scheduling

We assume each sensor has a fixed lifetime, �s, because it
has fixed battery power. Hence, any meaningful schedule
U has the property that for a fixed (x, y), the number of ON
time slots are exactly �s. We call this the sensor lifetime.
Consider the quantity �n(U) = maxt(x, y, t) 2 U for some
(x, y), that is, the maximum time that after which no sensor
is ON. This quantity is called the network lifetime. A naive
method for intruder detection would keep all the sensors in
the FOI together as long as they can be kept ON. Clearly in
the naive scheme �s = �n, whereas a smarter method would
use redundancy to ensure �n > �s. These smarter methods
involve putting sensors to sleep when they are not required
and are known as sleep scheduling algorithms. Note that
the communication electronics of the sensors are always
awake, or may follow some other sleep scheduling scheme
that guarantees the required Quality of Service in terms of
communication.

We study some well-known sleep scheduling algo-
rithms. The first of these is the RIS. Here, every sensor
(x, y) is put to sleep at time t with probability p independent
of its own state at all other time instants and of all other
sensors at all times. Of course, �s is upper bound on the
number of time steps for which the sensor can be awake,
and so (x, y, t) should be put into sleep mode for all t > t0

where t0 is the earliest time such that at least �s of the cells
(x, y, 0), (x, y, 1), : : : , (x, y, t0) are awake. In this case, �n is
a random variable with expectation �s

p , so the lower the p,
the better the network lifetime. Of course, lower values of p
are not as good as detecting intruders as higher values. The
second simple and well-known scheme we study is Barrier
Coverage (e.g., “Stint” [19], with k = 1). Here, the cells
(x, 1, t), x 2 [L] are kept ON for 0 � t < �s, followed by
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the cells (x, 2, t), x 2 [L] for �s � t < 2�s and so on; that is,
in the rectangular FoI, the row closest to the entry side is
kept ON till the sensors in it die out, then the next row, then
the next till all the sensors are dead. Clearly, here we have
�n = �s�W. In Section 5, we describe a new scheme called
Spotlight that is specifically designed for the non-stealthy
scenario.

Evaluation metrics.

Any intruder can cross the FoI in �n + W steps by cross-
ing after the network dies. In the case of motion sensors,
even an intruder that can only detect the ON/OFF state of
the sensor in its current cell and its neighbors will never
be caught because it can hide simply by staying station-
ary. Hence, in the motion sensor case, the only criterion we
measure is the time taken to cross the FoI and that too as a
fraction of �n + W. In the presence sensor case, there is a
non-zero probability that an intruder inside the FoI will be
apprehended because it is stuck in an area where the cell
it is in and all cells around it have sensors in the ON state.
Hence, we measure the intruder’s probability of crossing
as well.

3.4. Intruder models

The ideal intruder is defined as one who has full knowl-
edge of the safe graph FU of any sleep schedule U. For
example, in RIS, the set U is randomly constructed, and
so FU is a random graph, but the ideal intruder knows
which edges and nodes are present in this random graphs.
We note that this definition gives much power to the
intruder and can be thought of as a way of “stress test-
ing” our intrusion detection scheme. In reality, an intruder
will probably possess limited knowledge about the func-
tioning of the network, and so any scheme that can detect
the ideal intruder will also be able to detect this real,
non-ideal, intruder. To demonstrate this, we also introduce
non-ideal intruders that have limited spatial and temporal
knowledge. Specifically, we discuss intruders that know
the ON/OFF schedule of the cell that they currently reside
in and the eight cells that surround this cell for the next
three time slots. Because the point of entry into the grid
affects the performance of these intruders, significantly, we
introduce two versions: Non-Ideal1 that enters the grid at
the point through, which is able to cover the maximum
possible depth of the FoI, and a more realistic Non-Ideal2
that enters the FoI through the largest open gap, that is, it
considers the nodes (i, 1, 0), 1 � i � L of FU and finds
the longest sequence of nodes where the sensors are all
OFF, entering through the center of this sequence; that is,
if (i, 1, 0), j � i � k are all OFF and k – j is the max of
all such sequences, this intruder enters at (b(j + k)/2c, 1, 0).
As benchmarks, we also consider two non-ideal intruders
that operate with no information. Non-Ideal3 chooses a
random point of entry and moves in a straight line across
the FoI. Non-Ideal4 enters at a random point and chooses
its next step uniformly at random from the three possi-
ble choices that move it further across the FoI. These two

intruders basically treat the sensors as stealthy; that is, they
cannot detect the presence of the sensors and so make their
decisions without any information.

4. ANALYZING RIS

4.1. Lifetime

We begin by recalling that the safe graphs FP
R and FM

R for
the case where R is chosen by RIS are random graphs as
the choice of R is random. Let us start by studying the life-
time of RIS schemes before moving to the specific types of
sensors and intruders.

Proposition 4.1. For RIS with parameter p on a [L]�[W]
grid,

�n = �(log1/(1–p) LW)

with high probability.

Proof. Hence, the network lifetime �n is a random vari-
able. The time for which a given sensor (x, y) retains battery
power � (x, y) can be expressed as X1(x, y) + X2(x, y) +
� � �X�s (x, y) where each Xi(x, y) is independent and geomet-
rically distributed with parameter p, and

�n = max
x2[L],y2[W]

� (x, y)

Now, because {8i : Xi(x, y) > k/�s} ( {� (x, y) > k} and
the {Xi(x, y) : 1 � i � �s} are independent, we can say that

P(� (x, y) > k) �
�

(1 – p)k/�s
��

s
= (1 – p)k

By the definition of �n, we have that

P(�n > k) = P(9(x, y) : � (x, y) > k)

Because all the LW points of the form (x, y) are indepen-
dent, we obtain

P(�n > k) � 1 –
�

1 – (1 – p)k
�LW

Now, if k � log1/(1–p) LW – ln log1/(1–p) LW, then (1 –

p)k > (ln LW)/LW and so
�

1 – (1 – p)k
�

< e–(ln LW)/LW .

Therefore, for this choice of k, P(�n > k) � 1 – 1/LW.

When we compare this lifetime to that of Barrier Cover-
age, �n = �s �W, we realize that the lifetime could be much
smaller if L is comparable to W, for example. However,
Barrier Coverage is not robust, even a single faulty sensor
opens a hole that the intruder can escape through, espe-
cially the ideal intruder who can detect this fault. RIS does
not have this problem; in fact, it is highly robust. Even if
every sensor is faulty with some small probability � (lead-
ing to an expected �n faults), it just means RIS runs with a
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slightly smaller parameter value p – �. So an advantage in
terms of robustness is traded off against lifetime.

4.2. Motion sensors and crossing time

As discussed earlier, because FM
R contains all edges of

the type (x, y, t) ! (x, y, t + 1), the crossing probability of
the ideal intruder is 1. Indeed, this is true of any intruder
that can detect the state of the cells neighboring its cur-
rent position. So, the problem here is to determine how
quickly the ideal intruder can cross the FoI. Let us simplify
the problem by assuming that the ideal intruder starts by
entering the FoI at some cell (x, 1) and then crosses the FoI
by changing only the y coordinate when it can, staying in
the same column of the FoI. This intruder makes progress
whenever both cell (x, j, t) and x, j + 1, t) are in OFF state,
which happens with probability (1 – p)2. It needs to make
such progress W times. Hence, the crossing time along a
fixed column x, �c(x) = X1(x) + X2(x) + � � � + XW (x) where
each Xi(x), that is, the time taken to make progress from
row i to row i + 1, is geometrically distributed with param-
eter (1 – p)2. Hence, E(�c(x)) = W/(1 – p)2. In actuality,
the crossing time in this case will be the minimum of this
quantity and �n + W.

But the ideal intruder can do better than stick to one col-
umn. It can, for example, choose the best of the L columns
it can enter. For this intruder, we set �c = minx2[L] �c(x).
Clearly, {�c(x) � k}) {9i : Xi > k/W}, and so P(�c(x) �
k) � W � (1 – (1 – p)2)k/W . From here, given the L columns
are independent, we have that P(�c > k) � WL � (1 –
(1 – p)2)kL/W . Setting k = (W logˇ W)/2 – (W logˇ WL)/L,

where ˇ = (1 – (1 – p)2), we have P(�c > k) � 1/(WL). This
bound implies that if we study the growth of the crossing
time with parameter p, it should vary in inverse proportion
to ln(1/(2p – p2)). However, in Figure 2, we see that in sim-
ulation for a fixed width, the crossing time grows much
more gently in the range [0,0.7] than this bound implies,
growing more rapidly after that.
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Figure 2. Ideal intruder versus Random Independent Sleep
motion sensors.

To gain some insight into why this is the case, we turn
to the Oriented Percolation model studied by Durrett [6].
We will rely on insights from this theory to study RIS
without proving specific results. In Figure 3, we show a
two-dimensional graph wherein the intruder is allowed, as
in the RIS motion sensor case, to move from (x, i, t) to
(x, i – 1, t + 1) or (x, i + 1, t + 1) through solid edges. The
dashed edges are those that our intruder is also allowed
to use, signifying its non-motion. We call this the RIS
Intrusion Graph, which we will introduce more formally
in Section 4.3. This graph model is very similar to the
Oriented Percolation model presented in [6]. For Oriented
Percolation, it is known that there is a critical probability
pc such that the origin of the oriented infinite grid is con-
nected to1with positive probability when p > pc and with
probability 0 when p < pc. Our RIS Intrusion Graph also
shows a similar behavior as we will demonstrate formally
in Section 4.3, with the difference that in the RIS Intrusion
Graph, a low value of the ON/OFF probability corresponds
to a high value of the edge retention probability in Oriented
Percolation.

In Section 4.3, we will see that just like in Figure 2,
there is a change in behavior around 0.7 in the presence
sensor case as well (Figure 4). This is due to the change in
behavior of the underlying random graph model as we will
discuss in more detail ahead.

Figure 3. The Random Independent Sleep intrusion Graph.
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Figure 4. Ideal intruder versus Random Independent Sleep
presence sensors.
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4.3. Presence sensors and
crossing probability

The ideal intruder was pitted against a RIS presence sensor
network. The curves obtained are as shown in what fol-
lows. Figure 4 shows the variation in crossing probability
with increase in sensor ON probability.

On increasing p beyond a certain point, the intruder
abruptly finds itself unable to cross undetected. This
is completely consistent with the view presented pre-
viously that the intruder model demonstrates a critical
phenomenon like the oriented percolation model. We now
give a partial mathematical treatment of this phenomenon,
which will involve the following major steps

� We will define an infinite random graph model,
called the RIS Intrusion Graph, such that RIS on a
finite sized one-dimensional FoI is a subgraph of this
model.

� We will show that there is a critical value pc of the
parameter p such that for all p < pc, the intruder
can move through the graph undetected for an infinite
number of times steps with constant probability, and
that for all p > pc, this happens with probability 0.

� We will establish that this value pc is non-trivial; that
is, that it lies strictly between 0 and 1.

Definitions and notation.

For simplicity, let us consider a one-dimensional FoI,
that is, a sequence of cells 0, 1, : : : , W – 1 such that the
intruder has to enter at cell 0 and exit from cell W – 1.
We note that when we take time into consideration, this
gives rise to a two-dimensional graph structure, as seen in
Figure 3, in which the nodes are of the form (i, t) where
0 � i < W, signifying the physical position of the intruder
and t � 0 signifying the time instant at which cell i is
being represented. In this graph, directed edges are placed
from (i, t) to the nodes (i – 1, t + 1) signifying a backward
step, (i + 1, t + 1) signifying a step forward and (i, t + 1)
representing the case where the intruder does not move. We
will call this graph structure the Intrusion Graph built on
the set S = {0, 1, : : : , W – 1} and denote it by I(S).

Let us consider the case where instead of just the cells
0, 1, : : : , W – 1, our FoI consists of the entire integer line;
that is, let us consider the Intrusion Graph built on the set
Z, denoted I(Z). This graph has vertex set Z�Z+ (where
Z+ denotes the non-negative integers) and the edge set
as described previously. Applying the RIS schedule with
parameter p and �s =1 on this infinite graph is equivalent
in probabilistic terms to considering the probability space
(�,F , Pp) where � = {0, 1}Z�Z+ is the set of all possi-
ble configurations of the Intrusion Graph with each sensor
choosing to be in either an ON state corresponding to 0 (as
an intruder cannot pass if the sensor is ON) or an OFF state
corresponding to 1. In the following, we will refer to cells
in state 1 as being open and those in state 0 to be closed.
For ! 2 �, if we denote by !(u) the coordinate of ! cor-
responding to the cell u, then a natural partial order on �

is defined as follows: Given !1,!2 2 �, we say !1 � !2
if !1(u) � !2(u) for all u 2 Z � Z+. Given a � -algebra
F defined on �, we say that A 2 F is an increasing event
if ! 2 A implies that !0 2 A for all !0 such that ! � !0,
that is, if a particular configuration ! satisfies the event A,
then all configurations !0 that have the same open cells at
those in ! (and may have some other cells also open) are
also necessary in A.

The natural � -algebra on� is considered, and the prob-
ability measure, Pp, defined on this space is the product
measure, which assigns a cell (x, t) value 0 with probabil-
ity p and a value 1 with probability 1 – p. This definition
gives rise to a random graph model, which we will call the
RIS Intrusion Graph.

Denote by L(x, t) the number of time steps the ideal
intruder that is placed at cell x at time t can stay in the RIS
Intrusion Graph without being detected. In graph terms,
this is equivalent to saying that L(x, t) is the length of the
longest (directed) path of open cells starting at (x, t). We
will use only L to denote the length of the longest open path
beginning at (0, 0). Further, we denote by �x,t(p) the prob-
ability of the event {L(x, t) = 1}, dropping the subscript
when (x, t) = (0, 0).

Critical phenomenon.

Consider the event that there exists a path of infinite
length in the RIS Intrusion Graph with parameter p, and
denote its probability by  (p). Now, clearly it is not possi-
ble to determine if this event occurs by looking at any finite
subset of the cells and edges of the RIS Intrusion Graph.
Therefore, this event is a tail event and Kolmogorov’s 0-1
law (cf. [20, Chapter 4]) applies to it, that is,  (p) is either
0 or 1. Also,  (p) is non-increasing in p; that is,

Proposition 4.2. Given p1, p2 2 [0, 1] such that p1 � p2,

 (p1) �  (p2).

This follows easily by a coupling argument that allows
us to reason about the two models (i.e., RIS Intrusion
Graph with parameter p1 and with parameter p2) simul-
taneously. Because the result is quite intuitive and the
coupling argument is very standard (c.f. Theorem 2.1 of
[5, Thm 2.1, page 33]), we omit it here.

Because  (p) is either 0 or 1 and is also non-increasing
in p, we can state the following proposition.

Proposition 4.3. There is a pc 2 [0, 1] such that  (p) =
1 for all p < pc and  (p) = 0 for all p > pc.

We note that the proposition does not say what happens
at p = pc. Such questions tend to be subtle and require
deeper investigation.

The link between  (p) and � (p) is quite tight. In fact,
� (p) = 0 if and only if  (p) = 0. This can be argued as
follows: If � (p) = 0, then by the symmetry of the RIS
Intrusion Graph, �u(p) = 0 for all u 2 Z � Z+. This
means that because the set Z � Z+ is a countable set,
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P
u2Z�Z+

�u(p) = 0. But this sum is an upper bound
on  (p). This proves one direction of the implication.
The other direction is also easy to show, but we omit the
argument here. We state this observation as a proposition.

Proposition 4.4. There is a pc 2 [0, 1] such that � (p) > 0
for all p < pc and � (p) = 0 for all p > pc.

Lower bound on critical probability.

The existence of a critical probability is an important
fact, but it is not of much use if pc is 0 or 1, because there
is only kind of behavior the model displays. Hence, it is
important to demonstrate that the critical value pc is non-
trivial. Here, we show a lower bound on pc that shows that
it is not 0.

Proposition 4.5. For the RIS Intrusion Graph,

pc >
2

3

Proof. Let us consider the component of the RIS Intru-
sion Graph rooted at the origin (0, 0). We note that there
are three possible cells that (0, 0) is connected to. Each of
those cells is, in turn, connected to three possible cells,
although at the next level, there is an overlap and hence
there are only five cells that are reachable from the origin
in two steps.

Let us define a Galton–Watson branching process
(GWBP) that begins with one individual. The progeny
distribution for each individual mimics the possibility of
moving out from a cell of the RIS Intrusion Graph. Each
individual can generate at most three progeny, and it
chooses each of these three progeny independently with
probability 1 – p. Therefore, the mean number of progeny
is 3(1 – p).

Note that if we identify the origin in the RIS Intrusion
Graph with the initial individual of the GWBP, then we can
couple the cluster of nodes reachable from the origin in the
RIS Intrusion Graph to the number of individuals in the
entire GWBP in such a way that the number of individuals
in the GWBP dominates the number of nodes in the clus-
ter of the origin in the RIS Intrusion Graph. Hence, if the
GWBP becomes extinct in finite time with probability 1,
then the length of the longest path starting at the origin in
the RIS Intrusion Graph is finite with probability 1. Now,
as we know, if the expected number of progeny of any indi-
vidual of a GWBP is ¡ 1 then the GWBP started with one
individual becomes extinct in finite time with probability
1. In our case, the condition becomes 3(1 – p) < 1 and the
result follows.

If we compare this lower bound to the curve plotted
in Figure 4, we will see that this is consistent with the
observation that is made for a finite subgraph of the RIS
Intrusion Graph and is in fact quite close to the observed
critical value that can be surmised to be between 0.7 and
0.8 from the plotted graph.

The analysis presented here is not complete or compre-
hensive, it is merely illustrative of the fact that ideas devel-
oped in Percolation theory are applicable in our scenario
and can explain the observed phenomenon. Developing the
analysis in full detail will be repetitive of the techniques
demonstrated in [6] and will detract from the main focus
of this paper.

4.4. Comparing with non-ideal intruders

First, we note that the non-ideal intruders that use some
information, that is, Non-Ideal1 and Non-Ideal2, do signif-
icantly better than the Non-Ideal3 and Non-Ideal4 that use
no information (Figure 5). The performance of the non-
ideal intruder that can see only three steps ahead in space
and time, as expected, is not as good as that of the ideal
intruder, but surprisingly, despite the strong constraints, we
find that Non-Ideal1 and Non-Ideal2 do not perform sig-
nificantly worse than the ideal intruder against presence
sensors on a grid of width 15. Non-Ideal1, which chooses
the point on entry that gives it greater initial movement,
performs marginally better in terms of crossing probability
than Non-Ideal2, which chooses the center of the largest
open gap as its point of entry, but both of them attain
crossing probability 0 at a significantly high value of p.

The reason for this is that RIS sensors do not coordi-
nate in any way, so any small neighborhood (in space and
time) may have, with high probability, an escape route for
an intruder with non-zero knowledge of what is going to
happen in its immediate vicinity. We support this argu-
ment with a small calculation. Assume that the non-ideal
intruder is a (x, y, t). Now, consider the cube defined by
[x – 3, x + 3]� [y – 3, y + 3]� [t, t + 3]. For the intruder to be
trapped, there must be a boundary of ON cells blocking its
path in this cube. But for each of the three time steps under
consideration, the probability that the intruder has nowhere
to go (including the option of staying in the current cell)
is p9. Hence, the probability that the intruder is trapped in
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Figure 5. Random Independent Sleep: crossing probability ver-
sus p.
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this cube is at most 3 � p9, which is a very low probabil-
ity for any reasonable value of p. However, the argument
may be made that this is a very local argument in time and
space. To take this further, we have to appeal to the concept
of k-dependent percolation.

Bollobás and Riordan [21] describe the k-dependent
percolation model as being a generalization of percolation
where each site is open or closed with marginal probability
p, but the probability of a site being open is not indepen-
dent of its neighbors up to a distance of k. The critical
phenomenon observed in independent percolation is seen
here as well. If we consider each cube described previously
as a single point, then we will observe that the probabil-
ity of each cube being “inescapable” is bounded above by
3 �p9 as mentioned, but neighboring cubes, up to a distance
of 3 are not independent. Hence, the model becomes a 3-
dependent oriented percolation model. Clearly, as we note
in Figure 5, when p becomes high enough, the probabil-
ity of a cube being inescapable does fall and the intruder’s
crossing probability goes to 0, but this happens quite close
to the value where the ideal intruder itself cannot cross,
which means that no path exists in any case.

The only difference is that the non-ideal intruder may
make non-optimal local choices while hopping around to
escape detection. But these do not, for a high enough sen-
sor ON probability, lead to detection. They just mean that
the time this intruder takes to cross may be a little longer. In
Section 5, we describe the Spotlight scheme that addresses
the problem of local escapability in RIS and makes life
much more difficult for non-ideal intruders. But before we
move on to that, we note in passing from Figure 5 that
with stealthy sensors, the crossing probability is so low for
width 15 that the curve hugs the x-axis at the scale used.

4.5. Comparison of RIS and
Barrier Coverage

If the network is implementing a Barrier Coverage scheme,
then it is immaterial if the sensors are motion sensors or
presence sensors. In either case, for the lifetime of the net-
work, given by �n = �s �W, an ideal intruder cannot cross
the FoI.

The Barrier Coverage scheme seems very attractive as it
provides surveillance, with a guarantee of a high network
lifetime. Given an FoI of width 200, RIS scheme gives a
network lifetime of approximately �s�1.25. Barrier Cover-
age, on the other hand, gives a network lifetime of �s�200.
Thus, Barrier Coverage seems the clearest choice.

However, the advantage that RIS provides is robustness.
Consider a single faulty sensor in an active row in the Bar-
rier Coverage scheme. The entire FoI behind the barrier
is asleep. As a result, the network is completely compro-
mised. An immediate solution would be to suggest having
two active rows at a time. Even here, the occurrence of
two faulty sensors is not a very rare event. Considering
the harsh conditions these sensors are deployed in (moun-
tainous regions have high risk of avalanches, which may

compromise tens to hundreds of sensors in a single event),
it is likely that sensors across multiple rows are compro-
mised. In such a scenario, the RIS scheme can still provide
surveillance.

The aim now is to develop a sleep scheduling algorithm
that is robust yet gives a high network lifetime.

5. SPOTLIGHT—A ROBUST,
ECONOMICAL SLEEP SCHEDULE

A synergy of the robustness of the RIS scheme and the
economy of the Barrier Coverage scheme is desired. In this
section, we propose such a scheme: Spotlight coverage. A
network of presence sensors is considered here.

5.1. The problem with RIS and a solution

Firstly, the reason behind the poor economy of the RIS
scheme is analyzed. Consider the grid shown in Figure 7.
The detection of an intruder at time t + 1 requires the
occurrence of the following scenario.

If an intruder is in the cell (x, y) at time t ( (x, y, t) ), then every
cell (x0, y0) at time t + 1 ( (x0, y0, t + 1) ) has its sensor ON,
where x – 1 � x0 � x + 1 and y – 1 � y0 � y + 1.

This is depicted in Figure 7. In RIS, the probability of
occurrence of such a configuration is small, given by, p9.
The probability that one of the three cells that lead to for-
ward motion is OFF at time t + 1 is 1 – p3, which can be
quite high for small p. Hence, if p is small, the intruder can
not only evade detection at time t+1 but also move forward
with good probability. This makes RIS an uneconomical
strategy.

An intuitive approach to addressing this problem is to
aggregate the cells that have their sensors ON at any given
time. This gives rise to distributions like the one shown
in Figure 6. When the ON sensors (20 in number in this
example) are arranged this way, the chances of the intru-
sion detection scenario occurring are higher. In Figure 6,
the intrusion detection scenario occurs in six cells (labeled
with numerals). If the intruder is in any one of six cells

Figure 6. Random Independent Sleep drawback mitigation.
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Figure 7. Intrusion detection scenario.

in the previous time step, it is caught. Clearly, aggregation
greatly improves the chances of detection.

What must be the shape of the aggregation? In Figure 6,
if the intruder, in the previous time step, is in any one
of the 14 cells where the sensor is ON, other than those
marked with numerals, it may escape undetected. These
non-contributing cells always occur on the fringe of the
aggregation. The aim is to aggregate sensors in such a way
that the number of fringe cells is minimized. This indicates
that the aggregation should maximize the size of the inte-
rior and minimize the boundary cells. In the grid model,
this can be approximated by a square because for a square
of n cells, the boundary is � (

p
n), which is asymptotically

minimum in two dimensions. Hence, the spotlight scheme
we describe next uses a square-shaped aggregation.

5.2. The spotlight algorithm

Based on the mitigation strategy explained in Section 5.1,
the Spotlight algorithm takes a parameter p and builds a
square-shaped aggregation of size pLW. At every time step,
this aggregation is centered at a randomly chosen point that
is independent of the centers at all other times.

The algorithm is detailed in Figure 8. In other words, at
each time, the aggregation is placed at a random position
(the number of ON cells remaining the same). This gives
rise to the name of the scheme, Spotlight. In theater, a spot-
light, capable of illuminating a fixed area of the stage, is
focused on different parts of the stage, at different times,
as required. Similarly here, a different portion of the FoI is
under detection in each time step.

5.3. Comparison with RIS

We analyze Spotlight’s performance through simulation.
We notice, most importantly, that there is a critical value
of the parameter p at which the probability of the ideal
intruder crossing falls from 1 to 0 for Spotlight as well. We
note that this value is much lower for Spotlight than it is
for RIS (Figure 9). To understand why this might be the
case, consider the intruder at (x, y, t). Now, under the RIS
scheme, the probability of surviving at t+1, that is, moving
without detection, is given by 1 – p9. Let us calculate this

Figure 8. Spotlight algorithm with parameter p.
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Figure 9. Spotlight: Crossing probability.

probability under the spotlight scheme. If the center of the

spotlight at time t +1 is in any of the (
p

Non – 1)2 cells that
form a square centered at (x, y), then the intruder has no
option for escape. Plugging in the value of Non, we calcu-
late that the probability of the center of the spotlight being

in this region is (
p

p�l�w–1)2

L�W = p �

�
1 – 1p

p�l�w

�2
. If

we compare this term with the quantity p9 (i.e., the proba-
bility of surviving at t + 1 in RIS), it is clearly much larger
than the corresponding probability under RIS, as long as
the values of L and W are reasonably large. This analy-
sis indicates that Spotlight should work better than RIS in
practice, although it is by no means a rigorous proof.

5.4. Spotlight and non-ideal intruders

In order to have better handle on Spotlight, we analyzed
through simulation the performance of the two non-ideal
intruders Non-Ideal1 (that enters through the point it feels
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Figure 10. Spotlight in a 20� 15 grid with �s = 10.

will give best penetration in the next three steps) and
Non-Ideal2 (that enters through the largest “open” gap in
the FoI). We observed that the non-ideal intruder models
underperform with respect to the ideal intruder (Figure 10)
significantly, as opposed to RIS where the gap in perfor-
mance was much lower. The non-ideal intruders fail at a
significantly lower probability and take significantly longer
to cross even in the low ranges of p where they succeed
in crossing. This is expected as Spotlight is designed to
beat the kind of spatially and temporally local knowledge
that a realistic intruder may possess. Here too, we see that
the performance of Non-Ideal3 and Non-Ideal4 is signifi-
cantly worse than that of Non-Ideal1 and Non-Ideal2, but
the information that the latter two non-ideal intruders have
is not enough to beat Spotlight.

The bottomline is that beating Spotlight takes more
information than beating RIS, and this illustrates both the
value of Spotlight as a sleep scheduling scheme and of
our intruder models as a framework for analyzing such
schemes.

5.5. Barrier-Over-Time phenomenon
in spotlight

Interestingly, the spotlight scheme also deters the motion
of the intruder by means of a barrier. However, this bar-
rier is different from that of Barrier Coverage in that its
formation is across multiple time slots. This is elaborated
further.

In the spotlight technique, in each time slot, a rectangle
(possibly a square) of ON sensors is present. This is a sub-
barrier. Let the intruder be at (x, y, t), that is, in the row y,
column x at time t. Let a sub-barrier at time t1 be defined
by (x1, x2, y1, y2, t1), meaning the sub-barrier extends from
column x1 to x2, and row y1 and y2. Let t1 > t. Note that
if (i) y2 – y > t1 – t, (ii) x2 – x > t1 – t and (iii) x – x1 >
t1 – t, then from (x, y, t), the ideal intruder cannot make any
forward progress. It has to move backward. In addition to
the previous conditions, if y – y1 > t1 – t, then the intruder
cannot go anywhere from (x, y, t), not even backward. It is
bound to be caught. Hence, we use the term sub-barrier.

Now, if it so happens that a subset of the sub-barriers
overlap, over time, in such a way that the ideal intruder
at (x, 0, 0) finds it impossible to reach row W, no matter
what path it takes, then we say that an x-barrier is in place.
If for each x there exists an x-barrier, then surveillance is
guaranteed, and we say that a barrier-over-time is in place.
This barrier does not exist in a single time slot. Rather, the
combination of multiple sub-barriers, occurring at different
time slots, forms the barrier (Figure 11(a), time advances
on the z-axis). We studied the location of the barrier-over-
time phenomenon through simulation. As expected, when
p is below the critical probability pc, a barrier does not
exist (Figure 11(b)). Upon increasing sensor ON probabil-
ity beyond pc, we see that the barrier forms closer to row
0. With increasing value of p, the penetration or progress
of the intruder decreases. The decrease is sharp for values
of p just greater than pc and becomes more gradual as p
increases.

5.6. Implementation of the
spotlight technique

The advantage of the RIS scheme over the Spotlight and
Barrier schemes is that the latter require the subset of ON
sensors at a particular time to follow a certain structural
pattern. This requires a mechanism for the nodes to agree
on which of them should be ON, which may require some
amount of communication between them. Synchronization
between nodes is critical. Care must also be taken that
security is not compromised. The scheme can be realized
in more than one way, each with its own advantages and
shortcomings.

One method is to simulate the algorithm given in
Section 5.2 over T time steps prior to deployment. This
gives us a vector of 0’s and 1’s (0 meaning OFF and
1 meaning ON) of length T for each sensor. Each of
these vectors is stored in the corresponding sensor. When
deployed, at each time step t, a sensor simply looks up the
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Figure 11. Barrier-Over-Time in spotlight.

t%Tth coordinate of its vector—if 0, it turns itself OFF
for the time step; if 1, it turns itself ON. Because the
vector contains long sequences of 0’s, separated by short
sequences of 1’s, efficient encoding schemes may be used
to reduce the amount of space required on the sensor.

Two issues need to be discussed at this point. The first
one is that of synchronization—each sensor must start a
logical time step at the same absolute time. A variety of
possible solutions are possible. A Network Time Proto-
col [22] system is a hierarchical one of time servers that
subscribers use to update their clocks. Some of the sensor
nodes themselves may take upon the role of time server.
Periodically changing the set of time servers may prove
beneficial in terms of security and lifetime of the system
(due to load sharing). To do this, distributed leader election
protocols may be used, which require a pre-defined logical
structure of the nodes such as a ring or a tree. These struc-
tures can be statically computed, or periodically carried out
in the interest of robustness [23].

The second concern is that of randomness. A large
value of T increases the degree of randomness perceived
by the observer, reducing the chances of profiling the
sleeping behavior of the network. This, however, requires
a corresponding increase in the storage required. If we
choose a short cycle, we save on storage but by repeat-
ing it very often, we effectively reveal the sleep schedule
to the intruder. The degree of randomness in the sched-

ule is critical—the sensor ON probability required when
faced with an ideal intruder is markedly greater than that
when faced with an uninformed intruder (Figure 10(a)).
Resources spent in improving the degree of random-
ness will allow a smaller sensor ON probability, thereby
increasing the lifetime of the system.

As an alternative to the vector-based approaches, the
solution can be inspired by frequency hopping techniques
employed in spread spectrum communications. Instead of
agreeing on which frequency to use, the nodes now have
to agree on who the center of the spotlight is. Example
bases for the node algorithm include Reed Solomon codes
[24], hyperbolic codes [25], fuzzy theory [26,27] and chaos
theory [28].

Explicit synchronization is required here as well and
must be addressed. However, these methods achieve
greater randomness than the vector-based approach. The
randomness can be further enhanced by having the sensors
periodically agree to change the seed value used by the
algorithm.

Another way to agree on the next spotlight center is
through explicit communication. The sensors can partic-
ipate in a leader election algorithm and decide on the
new center. Alternatively, the current center can select the
center for the next time step. The next center can also
be selected by some pre-defined entity, either one of the
sensors or a central base station.

Although an appreciable degree of randomness can be
attained, an intruder capable of overhearing the commu-
nication and strengthening its chances is not improbable.
Thus, investments have to be made in communicating
quietly and securely.

6. SIMULATION METHODOLOGY

The discussed intruder models and sleep scheduling algo-
rithms were programmed in C. For each configuration (a
configuration comprises of FoI width, sensor ON probabil-
ity, and the sleep scheduling and intruder algorithms), the
simulations were performed 1000 times, and the average
was taken.

While evaluating a particular configuration, the sleep
scheduling algorithm is first simulated over 50 time steps.
This yields a three-dimensional matrix of ON and OFF
sensors. The intruder is pitted against this matrix, with
the matrix being replicated during simulation to repre-
sent infinite time. The goal of the intruder, as explained
in Section 3.1, is to start from the source line {(x, 0, 0) :
x 2 [L]} and reach the destination plane {(x, W, t) : x 2
[L], t 2 N}. The abilities possessed by the intruder while
moving through the matrix depend on the intruder model
being evaluated.
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